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Abstract of the contribution: This document discusses the possibility of extending the CUPS LI to  5G.
1. Background
During the SA3LI#64, the CR S3i170047 introduced new feature requirements in 3GPP TS 33.107 to support the lawful interception in EPS with separated control and user plane. The 5G architecture diagram being specified in 3GPP TS 23.501, appears to follow an architecture where control plane and user plane are separated. It must be possible to extend the CUPS LI model to 5G LI. This contribution discusses the points. 
2. 5G Architecture (TS 23.501)
The TS 23.501 in clause 4.2.3 shows the following architecture diagram: 


[image: image7.emf]SMF

NG UE

AMF

PCF

AF

UDM

PDU 

Control

LEA

Data Network

(e.g. Operator Internet)

NG-Uu

N6

N11

N5

N4/N4'

AUSF

N12

N13

NG RAN

N14

DF3

DF2

UPF

N9

N8

N7

N15

N2  N1 

N10

X3u

N3

X3 X2 X2

HI2

HI3

HI1

X2

X3c

SX3LIF

ADMF

X1_1

X2

SMF

AMF

UDM

SX3LIF

UPF

ADMF

DF3

DF2


AF
Application Function

AMF
Access and Mobility Management Function

AUSF
Authentication Server Function 
DN
Data Network

NEF
Network Exposure Function

NRF
Network Repository Function

PCF
Policy Control Function

SMF
Session Management Function
UE
User Equipment
UPF
User Plane Function

Among the functional elements shown in the above figure, AMF, SMF, UPF and UDM may have LI impacts. 

In a non-roaming scenario, the same diagram is shown as shown below: 
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For roaming scenario, the TS 23.501 shows the following diagram: 
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In the above diagams, AMF provides the functions similar to an MME of an EPS. The SMF provides the Control Plane (CP) function (S-GW or P-GW) and UPF provides the User Plane (UP) function. The UDM provides the functions similar to that of an HSS. 

3. CUPS LI (TS 33.107) 

The 3GPP TS 33.107 has the following architecture for CUPS LI: 
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4. Extending CUPS LI model to 5G LI 
[image: image1.emf]UE

(R)AN UPF

AF

AMF

SMF

PCF UDM

DN

N6

N

1

NRF NEF

N3

N2

N4

AUSF

Nausf

Namf Nsmf

Npcf

Nnrf

Nnef

Nudm

Naf

For lawful interception at SMF and UPF can be based on the CUPS LI model as shown below: 

As in the case of CUPS LI< the Split X3 LI Interworking Function (SX3LIF) can co-located with an SMF, or with an UPF or be a standalone function.  

For lawful interception at AMF and UDM can be independent of CUPS LI model as shown below:  
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5. Summary

Overall, a 5G LI model can be as shown in the following figure:  
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As in the case of EPS LI, the interception in a roaming scenario is done in the AMF, SMF and UPF as appropriate through separate intercept warrants. SX3LIF can have a different name in 5G or can retain the same name. 
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