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Abstract of the contribution: The clause of 5.20 External Exposure of Network Capabilityof TS 23 501 V0.3.1 of SA2 may have an impact on LI and DR system, especially on the confidentiality of LI process or in the integrity DR, if not properly designed. Some national regulations may consider as CSP the third parties that may benefit of such development.
1. Clause 5.20 of TS 23.501 (V 0.3.1) 

This clause let the possibility of external exposure of network capability to third parties. A modification could be made but it is not SA3LI TS in order to avoid some legal issues...
“5.20 External Exposure of Network Capability

The Network Exposure Function (NEF) supports external exposure of capabilities of network functions. External exposure can be categorized as Monitoring capability, Provisioning capability, and Policy/Charging capability. The Monitoring capability is for monitoring of specific event for UE in 5G system and making such monitoring events information available for external exposure via the NEF. The Provisioning capability is for allowing external party to provision of information which can be used for the UE in 5G system. The Policy/Charging capability is for handling QoS and charging policy for the UE based on the request from external party.

Editor's note: Additional network capability categories can be defined during the normative work.

Monitoring capability is comprised of means that allow the identification of the 5G network function suitable for configuring the specific monitoring events, detect the monitoring event, and report the monitoring event to the authorised external party. Monitoring capability can be used for exposing UE's mobility management context such as UE location, reachability, roaming status, and loss of connectivity.

Provisioning capability is comprised of means that allow the identification of the 5G network function responsible for adopting the provisioning information from the external party, receive the provisioning information, and use the provisioning information for the UE. Provisioning capability can be used for the mobility management and session management of the UE. For the mobility management of the UE, Mobility Pattern can be provisioned. For the session management of the UE, communication pattern can be provisioned such as periodic communication time, communication duration time, and scheduled communication time.
This exposure may not be within the same legal jurisdiction that will attract further constraints or overheads around security assurance.
Editor's note: It is FFS to provision how long response time from an application server can be supported when a UE is in MICO mode.

Editor's note: It is FFS to provision information in order to support routing change (e.g., Break-out) of selected traffic to application(s) in a local data network, based on clause 8.4 in the TR 23.799.

Policy/Charging capability is comprised of means that allow the request for session and charging policy, enforce QoS policy, and apply accounting functionality. It can be used for specific QoS/priority handling for the session of the UE, and for setting applicable charging party or charging rate.

Editor's note: The external exposure functionality needs to inherit from the service and capability exposure functionality defined in TS 23.682. »

2. Possible impacts on LI and RD
Such feature, based on NEF (Network Exposure Function). The three categories of network exposure  may impact on:

· LI in terms of integrity and confidentiality (see clause 5.2.1.3 of TS 33.106) as non authorized personnel outside of the CSP may be aware of some LI process if the monitoring/provisionning capability of NEF let the CSP partner, if the design of NEF doesn’t protect such information or access. 
· RD processes if the the policy charging capability modifies data generated by the charging or monitoring log, for some UE. Integrity of the events or log may have to be protected. It may also impact the audit requirement on LI process (clause 5.2.1.3 of TS 33.106) 

Subsequently:

- it is recommended that any modification of the other network function or of the cdr generation system may be logged with identification of the third party. (Clause 5.5 charging aspect of TS 33106 applies). Furthermore, if possible, the design of such function may avoid modifying any LI functions or being aware of any LI functions.
- NEF may be interpreted by some national regulation as a form of interworking; subsequently third parties may be liable and considers as CSP, such as MVNO status, on top of the MNO who opened and offered such NEF features to such partner.

· It may be, for example, liable to identify users of its services, especially if the MNO is not aware of the identity of such users. If provisioning contract opened to third party let provision or modify the provision of services or accesses or new routing to new UE or new users to the MNO
· It may be also be liable to fulfil LEA assistance requests if the third parties developed encrypted services on top of features provided by the MNO. It is recommended to let MNO have access of the encryption system either to transform “en Claire” the output of any LI or to provide the keys and associated elements to the LEMF (clause 5.7 of TS 33.106)
· It may also request extra information (example, extra location information with better accuracy) that are unknown by the MNO but be awared by the partner.

If such capabilities are available in case of roaming, the LI functions of the VPLMN can not be impacted by such features, as a part of the HPLMN. Clause “5.1.4 5.1.4
Interception within the Home and Visited Networks for roaming scenarios”of TS 33.106 shall apply.
3. Discussion

Do SA3LI to clarify NEF impact on LI (and TC LI on DR) by special NEF clause on the new TS related to stage 1, ie LEA requirements on 5GS, or let the same kind of clause apply without any modification as they be sufficient?
Shall SA3LI make an LS to SA2 and to SA3, cc ETSI TC LI,; to let them aware of such analysis related to the impact of clause 5.20 of TS 23.501 to LI and DR, and to recommend them to inform SA3LI of any future development, especially new NEF capabilities that may have such impact on LI and DR systems?
Shall some new LI function to be defined and related to some new 5GS function, identify in any LI events that such event have be indirectlymodified by NEF actions with new dedicated third party identifiers and without let the NEF party aware of LI system/targeting ? 
