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Abstract of the contribution: This document discusses TC CYBER’s work on Multi-context security and it’s applicability to Lawful Intercept and SA3’s work on TR 33.899.
Background

TC CYBER are highlighting the publication of ETSI TR 103 421 [1]. Section 4 of this standard describes scenarios in which traditional end-to-end two-party encryption can prevent network elements from performing important security and assurance functions, including Lawful Interception.

This has motivated interest in techniques and protocols such as Multi-Context Transport Layer Security (mcTLS) [2] which move past an “all-or-nothing” security model, and allow endpoints and content providers to explicitly introduce middleboxes in secure end-to-end sessions while controlling which parts of the data they can read or write, and (where appropriate) allowing the endpoints to be aware that this is happening.

ETSI TC CYBER recently agreed Work Item DTS/CYBER-0026 to investigate these protocols in a normative Technical Specification (TS), and sent a Liason Statement to SA3 inviting them to tell them where to focus their efforts to make the new Work Item as useful as possible in SA3’s 5G work.

A number of contributions were made to SA3#86-Bis (Busan) with the intention of ensuring that this offer was fully taken advantage of:
· S3-170626 – A discussion paper setting out the background and applicability of Multi-context security

· S3-170627 – A proposal to add a new Key Issue to TR 33.899 to reflect the issues above

· S3-170628 – A proposal to add a new Solution to TR 33.899 making use of Multi-context security

· S3-170630 – A reply LS to TC CYBER, suggesting areas of work for them to focus on

These contributions are attached for convenience. Unfortunately, the documents were not able to be handled during the meeting.
Action Requested
In advance of SA3#87, we would like to seek views and input from SA3-LI on the Multi-context security proposals put to SA3.
