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Abstract of the contribution: This document discusses what must be done to address the start of intercept while a target is in communication (e.g. attached to the network, PDP context active). 
1. Background
The CRs S3i170104, S3i170106, S3i170107, S3i170108 have identified changes to TS 33.107 and TS 33.108 to clarify the stage 2 and stage 3 text when multiple intercepts are activated on a target while on an established IMS session. 

Similar to the above event, TS 33.107 and TS 33.108 have many such instances where an event similar to the Start of interception on an established IMS session is sent. Some of those events may also be generated for other reasons. This contribution discusses individual cases, hopefully, helping to draft a contribution with the necessary changes. This contribution is based on a contribution previously submitted to the SA3LI#64 (S3i170014). 

2. Scenarios

2.1
Packet Data Interception for GSM/UMTS

3GPP TS 33.107

· Clause 7.4.4 defines Start of Interception with PDP context active.
· Clause 7.4.10 defines Start of Interception with Mobile station attached.

The 3GPP TS 33.107 reveals that above events may also be sent for location-based interception meaning, the event may also be generated on an existing interception.  When the events are generated for the existing interception, the message must be sent to all LEAs. 

3GPP TS 33.108
The clause 4.5 has:

·  For packet oriented data services, if LI is being activated during an already established PDP context or similar, an IRI-BEGIN record will mark the start of the interception. If LI is being deactivated during an established PDP context or similar, no IRI-END record will be transmitted. The end of interception can be communicated to the LEA by other means (e.g. HI1).
The clause 6.5.1.1 has:

· Table 6.9: Start Of Interception with mobile station attached REPORT Record

The clause 6.5.1.2 has:

· Table 6.11: Start Of Interception (with PDP Context Active) BEGIN Record

The clause 6.5.1.3 has:

· Table 6.13: Start Of Interception (with PDP Context Active) CONTINUE Record (optional)

2.2
MBMS

3GPP TS 33.107:

· Clause 10.3.3 defines Start of Interception with service active.
The 3GPP TS 33.107 specifies that the above message shall be sent for each of the individual service the target is subscribed to.  

3GPP TS 33.108

The clause 9.5.1.3 has: 

· Table 9.7: Start of intercept with MBMS Service Active BEGIN Record

2.3
IMS Conferencing

3GPP TS 33.107:

· Clause 11.1A defines Start of Interception for IMS conference services.
The 3GPP TS 33.107 lists many cases where message is sent. The target may not be necessarily on a conference call.  

3GPP TS 33.108

The clause 11.5.1.2 has:

· Table 11.4: Start of Intercept with Conference Active BEGIN Record

2.4
EPS
GPP TS 33.107:

GTP based S5/S8
· Clause 12.2.3.6 defines Start of Interception with active bearer.
· Clause 12.2.3.13 defines Start of Interception with E-UTRAN attached UE.

The 3GPP TS 33.107 specifies that the first message shall be sent for each of the active bearer. If there are multiple PDN connections, the second message is sent for each of the PDN connections. 

PMIP based S5/S8
· Clause 12.3.3.3 defines Start of Interception with active tunnel for PMIP based S5/S8.

The 3GPP TS 33.107 specifies that the message shall be sent for each of the active tunnel.

Trusted non-3GPP Access 
· Clause 12.4.3.11 defines Start if Interception with active tunnel or bearer

The 3GPP TS 33.107 specifies that separate message shall be delivered for each protocol (PMIP, MIP, DSMIP, GTP).   

Untrusted non-3GPP Access
· Clause 12.5.3.6 defines Start if Interception with active tunnel/bearer.

The 3GPP TS 33.107 specifies that separate message shall be delivered for each protocol (PMIP, MIP, DSMIP, GTP).   

3GPP TS 33.108
The clause 10.5.1.1 has:

· Table 10.5.1.1.13: Start of interception with E-UTRAN attached UE REPORT Record

The clause 10.5.1.2 has:
· Table 10.5.1.2.1: Bearer Activation (successful) and Start of Interception with active bearer BEGIN Record

The clause 10.5.1.3 has:

· Table 10.5.1.3.2: Start of Interception with active bearer CONTINUE Record
· Table 10.5.1.3.3: Start of Interception with active PMIP tunnel CONTINUE Record

2.5
GBA

GPP TS 33.107:

· Clause 14.4.3 defines Start of Interception with GBA Key.
The 3GPP TS 33.107 specifies the message shall be sent when the GBA application specific key is already in use.   

GPP TS 33.108:

- Not defined.

2.6
GCSE

GPP TS 33.107:

· Clause 16.2.2.20 defines Start of Interception with an Active GCSE communications Group
GPP TS 33.108:
The clause 14.2.6.2.2 has:

· Table 14.4: Start of Intercept with an Active GCSE Communications Group BEGIN Record

2.7
ProSe  

3GPP TS 33.107:

· Clause 17.3.5.4 defines Start of Interception with ProSe Remote UE ongoing communications.
· Clause 17.3.5.5 defines Start of Interception for ProSe UE-to-NW Relay   

The 3GPP TS 33.107 specifies the message shall be sent when the interception is activated while the ProSe Remote UE is already connected to the ProSe Remote UE-to-NW Relay or whenever the S-GW relocation occurs. The second one may require sending of the message to all LEAs. 

3GPP TS 33.108
The clause 13.3.2.2 has:

· Table 13.3.2.2-2: Start of interception for ProSe UE-to-NW Relay

The clause 13.3.2.3:

· Table 13.3.2.3-2: Start of interception with ProSe Remote UE ongoing communication BEGIN Record

3. Relevance to IMS-based sessions
The S3i170104 added the following text to TS 33.108 for IMS-based sessions: 
In clause 7.5.0:

NOTE 3:
The CSCF may not be aware of the activation of multiple lawfully authorized intercepts on a target. In such cases, sometime, the MF/DF may have to generate the REPORT with Start of Interception on an already established IMS session on its own without receiving the corresponding event from the CSCF. As an implementation option, the DF2 may obtain from the CSCF the information necessary (e.g. last known SDP offer and answer) to construct the REPORT with Start of Interception on an already established IMS session.    

The DF2 shall not send the REPORT with Start of Interception with an already established IMS session to the LEMFs that were already intercepting the session due to a previous LI activation on the same target.

In clause 7.5.1:

NOTE 2:
In some situation (e.g., during activation of second, third, etc, intercepts on the target), the MF/DF may have to detect on its own that an interception is activated on an already established IMS Session.  

Table 7.5: Start of interception for already established IMS session REPORT Record

S3i17108 added the following text to TS 33.107 for IMS based session: 

In clause 7A.3.1.0:

NOTE:
In support of mid-call interceptions when multiple intercepts are activated on the same target, as an implementation option, the CSCF may have to provide the stored session establishment parameters to the DF2.          

4.  Summary  

There are many cases (as shown in clause 2 of this paper), where an event that begins with Start of interception……is sent by the ICE to the MF/DF. The TS 33.107 defines that the ICE has to generate the event. The TS 33.108 just defines the message, but does not necessarily say what triggers the generation of that message.

For each of the cases listed in clause 2 of this paper, TS 33.108 will require a disclaimer to state at least the following: 
One example: 

In some situation (e.g., during activation of second, third, etc, intercepts on the target), the MF/DF may have to detect on its own that an interception is activated while the target is attached to network.   

Since generation of such an event may require assistance from ICE, a statement to TS 33.107 may also be required.   

In some situations, the message may also be generated for other reasons. In this situation, the message shall be sent to all LEAs. So, one must be careful in drafting the text.   
5. Proposal

· Discuss the strategy on the clarifying text. 

· Assign an action item to generate the CR.   
