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Abstract of the contribution: This document discusses the possible answers to the questions raised in the reply LS.
1. Background
The following is part of the text from the CT4 reply LS on “Conclusion on lawful interception in split EPC architecture”:

	In order to complete the stage 3 definition for LI support, CT4 kindly asks SA3-LI to clarify whether packets that are dropped at the intercepting node, e.g. due to QoS enforcement or due to the UE being not reachable, i.e.

· packets received from the target, but not delivered to the far end, and

· packets received from the far end, but not delivered to the target,

have to be intercepted. If the answer is yes, should the SX3LIF be able to differentiate packets that have been dropped from packets forwarded upstreams/downstreams, and if so, how? 


It looks like the reason for such a reply LS is sent with questions is to determine (define) how the packet detection rules (PDR) and forwarding action rules (FAR) are supplied to the UP function. It appears that CT4 specification goes to such details.
For example, if only those packets that are forwarded to the destination are to be reported, then the rules can be something like: 

· [incoming packets]  <apply PDR>  <apply QER (Qos Enforcement)>  <apply FAR to forward the traffic upstreams/downstreams + duplicate/forward toward SX3LIF>. 
On the other hand, if the dropped packets are also to be reported, the rules can be something like: 

· [incoming packets]  <apply PDR>  <apply FAR to duplicate/forward toward SX3LIF> ( <apply QER (Qos Enforcement)>  <apply FAR to forward the traffic upstreams/downstreams>   
In the first case, there is only one FAR, whereas, in the second case, there are two separate FARs.  The first approach seems to be simpler. 

2. Analysis
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Referring to the figure below, the reply LS is asking whether the packets from flow (1) and (3) are required to be reported. Furthermore, the reply is asking, if the answer is yes, is there a need to differentiate packets that have been dropped from the packets that are forwarded to the destination (i.e. differentiate (1) from (2) and (3) from (4)).    

Referring to the figure above, there can be three possible answers: 

1. If the requirement on the ICE is to deliver the packets that are sent to, and received from, the target UE, then the packets from flows 1, 2, and 4 are to be delivered. The packets from flow 1 and 2 are from the target and packets from the flow 4 are to the target. 
2. If the requirement on the ICE is to deliver only those packets that are forwarded to the destination, then packets from the flow 2 and 4 are to be delivered. Packets from flow 1 and 3 are dropped within the ICE. 
3. If the requirement on the ICE is to deliver the packets that are received from the target and received for the target, then the packets from the flow 1, 2, 3, 4 are to be reported. Packets from flow 1, 2 are from the target (as in the answer 1) and packets from the flow 3 and 4 are for the target. 
The initial off-lone email discussion gave contrasting views. Some felt that the packets are to delivered irrespective of whether those packets are forwarded to the destination (1, 2, 3, 4). Some felt that the packets are to be delivered only if they are successfully delivered to the destination (2 and 4). 

3. Standards perspective

The 3GPP TS 33.107 and TS 33.108 are not clear in defining the requirements. However, TS 33.108 in the ASN.1 may have a hint:  
TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


unknown 

(3)

}

Having the TPDU-direction values of “from-target” (packets from flow 1 and 2) and “to-target” (packets from flow 4), one can perhaps deduce that the TS 33.108 is implying the case 1 of the figure given in section 2 of this paper.  
If the packets from the flow 3 were also to be included, then the ASN.1 definition may have to be changed from “to-target” to “for-target”.   Furthermore, the current specifications (TS 33.107 and TS 33.108) do not require to inform the LEA whether the packets were forwarded to the destination or not. This is related to the second question in the CT4 reply LS. 
4. Recommended LS response

4.1
For answer 1: 

1. Overall Description:

SA3-LI thanks CT4 for the reply LS on “Conclusion on lawful interception in split EPC architecture” and understands that CT4 requires assistance from SA3 LI to complete the stage 3 work on CUPS in clarifying the LI requirements on the packets dropped within the intercepting node.   
SA3 LI discussed the topic and has the following clarification: 
· LI requirement is to intercept the packets received from and delivered to the target UE. 
· The TS 33.108 requires that each packet to be identified with its direction (whether it is from target or to target). 

This means that the user plane packets received from a target UE are required to be delivered to the LEMF irrespective of whether those packets are forwarded to the destination end. 
When the user plane packets are sent toward a target, only the packets that are actually delivered to the target UE are required to be delivered to the LEMF. 
In the first case, there is no need to notify the LEA whether the packets received from the target UE are forwarded to the destination or dropped within the intercepting node. 
NOTE:  It would be nice to be identify the intercepted packets that are not forwarded to the far end destination, however, at this time, the LI specifications do not have such a requirement.  
2. Actions:

To CT4 group

ACTION:
SA3-LI asks CT4 group to take note of the above requirement in finalizing the stage 3 requirements.  
3. Date of Next TSG-SA WG3LI Meetings:

SA3LI#66

25-28 July 2017
Ljubljana, Slovenia

SA3LI#66-bis
27-29 September 2018 Sophia Antipollis, France

SA3LI#67

14-17 November 2017
TBD  (Mexico)
4.2
For answer 2: 
1. Overall Description:

SA3-LI thanks CT4 for the reply LS on “Conclusion on lawful interception in split EPC architecture” and understands that CT4 requires assistance from SA3 LI to complete the stage 3 work on CUPS in clarifying the LI requirements on the packets dropped within the intercepting node.   

SA3 LI discussed the topic and has the following clarification: 

· LI requirement is to intercept the packets that are successfully forwarded to the destination. 
· The TS 33.108 requires that each packet to be identified with its direction (whether it is from target or to target). 

This means that the user plane packets received from a target UE are required to be delivered to the LEMF only if those packets are successfully forwarded to the destination end. 
In the same way, the user plane packets intended to the target are required to be delivered to the LEMF only if those packets are successfully forwarded to the target UE.  
2. Actions:

To CT4 group

ACTION:
SA3-LI asks CT4 group to take note of the above requirement in finalizing the stage 3 requirements.  

3. Date of Next TSG-SA WG3LI Meetings:

SA3LI#66

25-28 July 2017
Ljubljana, Slovenia

SA3LI#66-bis
27-29 September 2018 Sophia Antipollis, France

SA3LI#67

14-17 November 2017
TBD  (Mexico)

4.3
For answer 3: 
1. Overall Description:

SA3-LI thanks CT4 for the reply LS on “Conclusion on lawful interception in split EPC architecture” and understands that CT4 requires assistance from SA3 LI to complete the stage 3 work on CUPS in clarifying the LI requirements on the packets dropped within the intercepting node.   

SA3 LI discussed the topic and has the following clarification: 

· LI requirement is to intercept all the packets received from the target and intended for the target irrespective of whether they are successfully delivered to the far end destination. 
· The TS 33.108 requires that each packet to be identified with its direction (whether it is from target or to target). 
· There is no need to notify the LEA whether the packets are forwarded to the destination or dropped within the intercepting node. 

NOTE:  It would be nice to be identify the intercepted packets that are not forwarded to the destination, however, at this time, the LI specifications do not have such a requirement.  
This means that the user plane packets received from a target UE are required to be delivered to the LEMF irrespective of whether those packets are forwarded to the far end destination or not. 
In the same way, the he user plane packets intended to the target are required to be delivered to the LEMF irrespective of whether those packets are forwarded to the target UE or not.
There is no need to identify the dropped packets.   

2. Actions:

To CT4 group

ACTION:
SA3-LI asks CT4 group to take note of the above requirement in finalizing the stage 3 requirements.  

3. Date of Next TSG-SA WG3LI Meetings:

SA3LI#66

25-28 July 2017
Ljubljana, Slovenia

SA3LI#66-bis
27-29 September 2018 Sophia Antipollis, France

SA3LI#67

14-17 November 2017
TBD (Mexico)

4.4 Last answer 
1. Overall Description:

SA3-LI thanks CT4 for the reply LS on “Conclusion on lawful interception in split EPC architecture” and understands that CT4 requires assistance from SA3 LI to complete the stage 3 work on CUPS in clarifying the LI requirements on the packets dropped within the intercepting node.   

SA3 LI discussed the topic and has the following clarification: 

· LI requirement is to intercept all the packets received from the target and intended for the target. 
· Whether the dropped packets are also required to be reported is to be determined based on the national regulations and the realization shall be aligned with the user plane packet interception capabilities provided with a non-CUPS model.  
· The TS 33.108 requires that each packet to be identified with its direction (whether it is from target or to target).  

This means that the user plane packets received from a target UE are required to be delivered to the LEMF. 
The user plane packets intended to the target are required to be delivered to the LEMF. 
Whether the dropped packets (i.e. not forwarded to the destination) are to be intercepted and delivered to the LEMF is to be determined based current implementation of packet data interception at the S-GW and P-GW.

 There is no need to notify the LEAs whether the packets are in fact forwarded to the destination or dropped within the intercepting node. 
2. Actions:

To CT4 group

ACTION:
SA3-LI asks CT4 group to take note of the above requirement in finalizing the stage 3 requirements.  

3. Date of Next TSG-SA WG3LI Meetings:

SA3LI#66

25-28 July 2017
Ljubljana, Slovenia

SA3LI#66-bis
27-29 September 2018 Sophia Antipollis, France

SA3LI#67

14-17 November 2017
TBD (Mexico)

5. Summary and Conclusion  
This paper discussed the rationale behind the questions raised in the CT4 reply LS and also discussed possible answers. Depending on the answer that SA3 LI to choose, 4 different draft LS response texts are also proposed.   

Proposed text 1: 
Deliver the packets from and to the target (flow 1, 2 & 4 from the figure in section 2). 

Proposed text 2: 
Deliver the packets from and to the target but only if they are successfully forwarded to the destination (flow 2 and 4 from the figure in section 2). 

Proposed text 3: 
Deliver the packets from and for the target independent of whether they are forwarded to the destination (flow 1, 2, 3 and 4 from the figure in section 2). 

Proposed text 4: 
Deliver the packets from and for the target. The question on the delivering the dropped packets is to be aligned with the current LI capabilities available in a non-split EPC architecture.   

Note that LEAs probably prefer proposed text 3.    

6. Proposal  

- Discuss the paper
- Choose one of the proposed texts

- Revise them as needed

- Use the revised/agreed text to draft a reply LS back to CT4. 

