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*** START OF FIRST  MODIFICATION ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS
3rd Generation Mobile Communications System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN
3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC
3rd Generation Mobile Switching Centre

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AGW
Access Gateway

AN
Access Network

AP
Access Provider

AS
Application Server

BBIFF
Bearer Binding Intercept and Forwarding Function
BM-SC
Broadcast-Multicast Service Centre

BSF
Bootstrapping Serving Function

B-TID
Bootstrapping Transaction Identifier

CC
Content of Communication

CS
Circuit Switched

CSCF
Call Session Control Function

CSG
Closed Subscriber Group

CSP
Communications Service Provider

CUPS
Control and User Plane Separation of EPC nodes

DF
Delivery Function

DSMIP
Dual Stack Mobile IP

ECT
Explicit Call Transfer

EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GBA
Generic Bootstrapping Architecture

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HA
Home Agent

HeMS
HeNB Management System

HeNB
Home enhanced NodeB

HeNB GW
HeNB Gateway

H(e)NB
Home and Home enhanced NodeB

HI
Handover Interface

HLR
Home Location Register

HMS
HNB Management System

HNB
Home NodeB

HNB GW
HNB Gateway

HRPD
High Rate Packet Data

HSS
Home Subscriber Server

IA
Interception Area

IBCF
Interconnecting Border Control Function

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IM-MGW
IMS Media Gateway

IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMS-AGW
IMS Access Gateway

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol

IP-SM-GW
IP-Short-Message-Gateway
IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LALS
Lawful Access Location Services

LAN
Local Area Network

LBO
Local Breakout

LCS
Location Services

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LIPA
Local IP Access

LMISF
LI Mirror IMS State Function


LTE
Long Term Evolution

MBMS
Multimedia Broadcast/Multicast Service

MF
Mediation Function

MGCF
Media Gateway Control Function

MGW
Media Gateway

ME
Mobile Entity

MIP
Mobile IP

MM
Multimedia Message

MMBox
Multimedia Message Box
MME
Mobility Management Entity

MN
Mobile Node

MRF
Media Resource Function
MSISDN
Mobile Subscriber ISDN Number

NAF
Network Application Function

NAI
Network Access Identifier

NO
Network Operator

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy CSCF

PDG
Packet Data Gateway

PDN
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP

PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

S8HR
S8 Home Routing
SAI
Service Area Identity

S-CSCF
Serving CSCF

SeGW
Security Gateway

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

S-GW
Serving Gateway

SR-VCC
Single Radio Voice Call Continuity

SX3LIF
Split X3 LI Interworking Function

TEL URI
"tel" URI, as defined in RFC 3966 [ 36]

TLS
Transport Layer Security

TrGW
Transit Gateway

TRF
Transit Routing Function

TWAN
Trusted WLAN Access Network

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

VoLTE
Voice over LTE

WLAN
Wireless LAN

WAF
WebRTC Authorisation Function

WebRTC
Web Real Time Communications

WIC
WebRTC IMS Client

WWSF
WebRTC Web Server Function

*** END OF FIRST  MODIFICATION ***
*** START OF SECOND  MODIFICATION ***
4
Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1e. The intercept configurations for IMS conferencing is shown in figure 1f. The CC intercept configuration for IMS-based VoIP is shown in figure 1g. Intercept configurations for LALS are shown in figure 1h. The intercept configuration for Non-Local ID at IBCF and MGCF is shown in figure 1i. The intercept configuration for S8HR VoLTE in the visited PLMN is shown in figure 1j. The various entities and interfaces are described in more detail in the succeeding clauses. The additional intercept configurations for Evolved 3GPP Packet Switching Domain are described in clause 12.

NOTE 0:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.
PS domain of the UMTS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity service to another end of the communication. Another end of the communication may be a network element (server) or another UE. Therefore, UMTS/EPS system provides IP layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the following are examples of application layer services: email service; web browsing service; FTP service; audio services (e.g. VoIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services require addition of respective server functionality to the network. Note that it is not necessary that such application layer SP should be the same commercial entity as the UMTS/EPS AP/NO in question.

When location information of the target is delivered by an ICE, the MF may need to add the civic address associated with the access network point as known by the CSP. The method used to obtain the civic address will depend on the CSP implementation. (e.g. by accessing a remote database). National regulations define whether the civic address needs to be provided.
NOTE 1:
For instance in MBMS a BM-SC and especially content providing server might be operated by different commercial entity than UMTS network.

The LALS provides LCS information of the target on-demand, independently of the target's activity/events. Additionally, LALS may be triggered by any IRI event detected by an ICE to provide LCS location information of the target correlated to the triggering event.

When IA is provisioned LCS may provide enhanced geographic capabilities
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Figure 1a: Circuit switched intercept configuration
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Figure 1b: Packet Switched Intercept configuration
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Figure 1c: HLR Intercept configuration
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Figure 1d: IMS-CSCF Intercept configuration
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Figure 1e: WLAN Interworking Intercept configuration


[image: image6.emf]   

HI1  

HI3  

HI2  

X3  

X1_3  

X1_2  

X2  

            LEMF  

      Delivery       Function 3    

          ADMF  

      Delivery       Function 2  

Mediation   Function  

Mediation   Function  

Mediation   Function  

    MRFP  

    AS/ MRFC  

X1_1  


Figure 1f: IMS Conferencing Intercept configuration
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Figure 1g: VoIP CC Intercept Configuration
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Figure 1h: LALS configuration
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Figure 1i: Interception at IBCF and MGCF (only for Non-Local Target ID)
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Figure 1j: S8HR VoLTE Intercept Configuration in the VPLMN
The LALS Triggering Function depicted in Figure 1h may be implemented as a part of either an ICE or a DF2.
See clause 20 for the definitions of LMISF and  BBIFF. These functions are specifically defined for LI in reference to the interception voice services in the VPLMN when S8HR approach is used as the VoLTE roaming architecture.
The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities.

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional specifications. For example, if ETSI ES 201 671 [3] or ANSI J-STD-025 [8] is used, then the adaptation to HI1, HI2 and HI3 will be as defined in those specifications.

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target. The administration function may be partitioned to ensure separation of the provisioning data from different agencies.

See the remaining clauses of this document for definitions of the X1_1, X1_2, X1_3, X2, X3, LALS_T, Xia and Xib interfaces. These interfaces are specifically defined for LI and are not related to other interfaces/reference points having the same name specified in other 3GPP specifications (such as e.g. X2 interface specified in the e-UTRAN architecture).

Interception at the Gateways is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then the GGSN shall perform the interception of IRI and the content of communications.

In figure 1a DF3 is responsible for two primary functions:

-
Call Control (Signalling) for the Content of Communication (CC); and

-
Bearer Transport for the CC.

HI3 is the interface towards the LEMF. It must be able to handle the signalling and the bearer transport for CC.

In figures 1a, 1b, 1e, 1f, 1g, 1h, 1i and 1j, the HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery functions are used:

-
to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2 (based on IAs, if defined);

-
to distribute the Content of Communication (CC) to the relevant LEA(s) via HI3 (based on IAs, if defined).

In figures 1c, 1d and 1h the HI2 interface represents the interface between the LEA and the delivery function. The delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2.

Figure 1g shows the CC interception configuration for VoIP. The trigger for the CC interception is provided by a SIP signalling node and identified within the figures as CC Interception Triggering Function.

NOTE 2:
With reference to figure 1c, CC interception does not apply to HLR.

NOTE 3:
For IMS, figure 1d relates to the provision of IRI for SIP messages handled by the CSCF. Interception of CC for this case can be done at the GSN under a separate activation and invocation, according to the architecture in Figure 1b (see also clause 7.A.1). For CC interception of VoIP, see figure 1g.

NOTE 4:
If an operator is required to support "HI1 notification over HI2" TS 33.108 [11], the X1_2 interface carries the information coming from the ADMF to the DF2/MF that will be conveyed to the LEMF.
*** END OF SECOND  MODIFICATION ***
*** START OF THIRD  MODIFICATION ***
20.1.1
Overview
When S8HR approach is used as the roaming architecture for VoLTE, all of the IMS nodes reside in the HPLMN. National regulations may require the VPLMN to have the capabilities to perform the lawful interception of voice services involving the inbound roaming targets. The LI capabilities provided in the VPLMN with S8HR approach as the roaming architecture shall be to the same extent as the LI capabilities provided in the VPLMN with LBO approach as the roaming architecture.

The IMS signalling messages are exchanged between the UE and the P-CSCF (in HPLMN with S8HR) and the media is exchanged between the UE and the PDN-GW (in HPLMN with S8HR). Within the VPLMN with S8HR, the IMS signalling messages are carried over the GTP tunnel that corresponds to the IMS Signalling Bearer and the media packets are carried over the GTP tunnel that corresponds to the Media Bearer (i.e. a dedicated EPS Bearer used to carry the media packets).  The present standard assumes that the EPS Bearer ID of the IMS Signalling Bearer is always linked to the dedicated EPS Bearer used as a Media Bearer. 
New LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network nodes (i.e. S-GW) to generate IRI and CC when the communication involves an inbound roaming target. The LI architecture diagram shown in figure 1j is redrawn below with focus on the new LI specific functions and the reference points.

NOTE:
The overall architecture and functions related to the lawful interception of voice services of inbound roaming targets with S8HR as the roaming architecture is also referred in this standard as S8HR LI.
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Figure 20.1 S8HR LI Architecture

All the functions and reference points shown in figure 20.1 shall adhere to the security requirements specified in clause 8.

A condition required for the operation of S8HR LI is that the IMS signalling messages and the media packets are not encrypted at S-GW/BBIFF. Furthermore, the S8HR LI solution requires that APNs can be identified as being used for S8HR and therefore those APNs can be used to identify the EPS Bearers used for inbound roamers with S8HR.

Refer to Annex J for the detailed illustration of this architecture in reference to S8HR, the process flow steps and the call flows.

*** END OF THIRD  MODIFICATION ***
*** START OF FOURTH  MODIFICATION ***
20.1.2
LI specific Reference Points

Xia:
Reference point between S-GW/BBIFF and LMISF. This reference point is used to carry the user plane information from the S-GW/BBIFF to the LMISF.

Xib:
Reference point between LMISF and the S-GW/BBIFF. This reference point is used to exchange the control plane information between the LMISF and the S-GW/BBIFF.


*** END OF FOURTH  MODIFICATION ***
*** START OF FIFTH  MODIFICATION ***
20.1.3.1
 Void









*** END OF FIFTH  MODIFICATION ***
*** START OF SIXTH  MODIFICATION ***
20.1.3.2
BBIFF: Bearer Binding Intercept and Forward Function
BBIFF is a LI specific function introduced to support the lawful interception of voice services in the VPLMN when S8HR is used as the roaming architecture.

BBIFF shall provide the following functions:

-
Receive a list of S8HR APNs and the packet forwarding rules that apply to all users from the LMISF over the Xib reference point.

-
As per the LMISF instruction, , notify the LMISF over Xib reference point whenever the IMS Signalling Bearer with S8HR APN is created, modified or deleted.

-
As per the packet forwarding rules (i.e. as instructed by the LMISF), deliver the packets of all GTP tunnels used for IMS Signalling Bearer with S8HR APN to the LMISF over the Xia reference point.

-
Receive the intercepted IMS Signalling Bearer information from the LMISF over the Xib reference point along with the packet forwarding rules.

-
Identify the dedicated EPS Bearer used as the Media Bearer linked to the  the above-indicated intercepted IMS Signalling Bearer.

-
As per the packet forwarding rules (i.e. as instructed by the LMISF), deliver the packets of the GTP tunnel used for Media Bearer associated with the intercepted IMS Signalling Bearer to the LMISF over the Xia reference point.

-
When instructed by the LMISF, stop delivering the packets of the GTP tunnels used for Media Bearers associated with the IMS Signalling Bearer with a deactivated interception.

NOTE:
The present document assumes that BBIFF is closely coupled to S-GW in the VPLMN. Therefore, present document refers to BBIFF as S-GW/BBIFF.

*** END OF SIXTH  MODIFICATION ***
*** START OF SEVENTH  MODIFICATION ***
20.1.3.3
LMISF: LI Mirror IMS State Function

LMISF is a LI specific function introduced to support the lawful interception of voice services in the VPLMN when S8HR is used as the roaming architecture.

The LMISF shall provide the following functions:
· Provide S8HR APN information to the S-GW/BBIFF over the Xib reference point.

-
Instruct S-GW/BBIFF over Xib reference point to notify (to LMISF) whenever an IMS Signalling Bearer with S8HR APN is created, modified or deleted.

-
Instruct S-GW/BBIFF over the Xib reference point to start delivering the packets (to LMISF) of all IMS Signalling Bearers with S8HR APN. 
-
Receive target identity information from the ADMF over the X1_1 reference point as described in clause 5.1.

-
Receive the notification from S-GW/BBIFF over the Xib reference point whenever an IMS Signalling Bearer with S8HR APN is created, modified or deleted.

-
Store the IMS Signalling Bearer information (e.g. EPS Bearer ID) along with the IMSI associated with the UE to which the IMS Signalling Bearer was created, modified or deleted.

-
Receive and examine the IMS signalling messages delivered by the S-GW/BBIFF over the Xia reference point.

-
Receive media packets delivered by the S-GW/BBIFF over the Xia reference point. Identify the intercepted IMS session that relates to the media packets.

-
Maintain an IMS signalling state for all inbound roamers with S8HR that are registered to the network or in an IMS session. Part of this function is to track all IMS registrations, re-registrations and de-registrations of inbound roamers with S8HR.

-
After examining and determining that the IMS signalling messages involves a target, establish and maintain a map between the target identity and the IMS Signalling Bearer information (e.g. EPS Bearer ID along with the IMSI value of the UE). When the IMS signalling messages do not involve a target, establish and maintain a map between the IMS Signalling Bearer information and the potential target identities.

-
Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated with an intercepted IMS session that requires CC interception and instruct the S-GW/BBIFF to start delivering the packets of the Media Bearer associated with that IMS Signalling Bearer. 
-
Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated with a deactivated interception and instruct the S-GW/BBIFF to stop delivering the packets of the Media Bearer associated with that IMS Signalling Bearer. 

-
Generate and deliver the IRI messages to the Delivery Function 2 as described in clause 20.3.

-
Generate and deliver the CC to the Delivery Function 3 as described in clause 20.2.

-
When target identity is received from the ADMF, determine whether any IMS Signaling Bearer is associated target identity. If yes, start the interception process as described in clause 20.3.

-
Provide the decompression of IMS signalling messages upon detecting the compression.

*** END OF SIXTH  MODIFICATION ***
*** START OF SEVENTH  MODIFICATION ***
20.2.1.1
General
For interception of content of communications of voice services involving the inbound roamers with S8HR, the following shall occur:

-
For each IMS session that is intercepted, LMISF determines whether a CC interception is required.

-
When the CC interception is required, LMISF provides the IMS Signalling Bearer information to the S-GW/BBIFFF (as described in sub-clause 20.1.3.3) and 
instructs the S-GW/BBIFF (as described in sub-clause 20.1.3.3) to start delivering the media packets (i.e., packets from the Media Bearer) associated with that IMS Signalling Bearer.

-
S-GW/BBIFF delivers the media packets (i.e. packets from the Media Bearer) associated with the IMS Signalling Bearer (as described in sub-clause 20.1.3.2) to the LMISF.

The S-GW/BBIFF shall provide the LMISF a means to link the intercepted media packets with the associated IMS Signalling Bearer information provided by the LMISF. (e.g. the delivered media packets include the EPS Bearer ID of the IMS Sgnalling Bearer along with the IMSI value of the UE).
The LMISF shall include the Correlation Information (associated with the IMS session) in the CC delivered to the Delivery Function 3 over the X3 reference point. A pictorial view of the CC interception is illustrated in figure 20.2 below:
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Figure 20.2: CC Interception of voice calls involving the inbound roaming target with S8HR

The figure 20.2 shows that LMISF provides the IMS Signalling Bearer Information to the S-GW/BBIFF. The S-GW/BBIFF uses the IMS Signalling Bearer information to find the associated Media Bearer.

When the LMISF identifies that the CC interception is to be stopped, the following shall occur:

-
LMISF stops delivering the CC to Delivery Function 3 over the X3 reference point.

-
LMISF provides the IMS Signalling Bearer information to the S-GW/BBIFF with an instruction  (as described in sub-clause 20.1.3.3) to stop the delivery of media packets (i.e., packets from the Media Bearer) associated with the IMS Signalling Bearer.

-
S-GW/BBIFF stops the delivery of the media packets associated with the IMS Signalling Bearer (as described in clause 20.1.3.2) to the LMISF.

*** END OF SEVENTH  MODIFICATION ***
*** START OF EIGHTH  MODIFICATION ***
20.2.1.2
S-GW/BBIFF Procedures for CC Interception

When instructed by the LMISF, the S-GW/BBIFF shall use the IMS Signalling Bearer information that it received from the LMISF to determine the media packets of which EPS Bearer (i.e. the Media Bearer) has to be delivered to the LMISF (e.g. EPS Bearer ID of IMS Signalling Bearer is linked to the EPS Bearer used as the Media Bearer). Then, the S-GW/BBIFF shall deliver all the octets above the GTP layer of the GTP tunnel used for the Media Bearer to the LMISF.

S-GW/BBIFF shall indicate to the LMISF whether the media packets were travelling to or from the HPLMN (e.g. based on tunnel end point IDs).

When instructed by the LMISF, the S-GW/BBIFF shall stop the delivery of media packets to the LMISF.

*** END OF EIGTH  MODIFICATION ***
*** START OF NINETH  MODIFICATION ***
20.2.1.3
 Void

*** END OF NINETH  MODIFICATION ***
*** START OF TENTH  MODIFICATION ***
20.2.1.4
LMISF Procedures for CC Interception

Upon determining that the CC interception is required or is to be stopped for an IMS session, LMISF shall pass the IMS Signalling Bearer information  to the S-GW/BBIFF with an instruction that indicates to the S-GW/BBIFF wherher the packets from the Media Bearer associated with the IMS Signalling Bearer shall be delivered, or not delivered, to the LMISF.
When the media packets are received from the S-GW/BBIFF, the LMISF shall determine whether the interception is active on the IMS session. If active, the LMISF shall determine the Correlation Identifier (or Correlation Number) associated with the IMS session to which the media corresponds. If the interception is not active, the LMISF shall discard the media packets.

The LMISF shall construct the CC and deliver the same to the Delivery Function 3 over X3 reference point (see sub-clause 20.2.2).

*** END OF TENTH  MODIFICATION ***
*** START OF ELEVENTH  MODIFICATION ***
20.3.1.1
General

For interception of intercept related information of voice services involving the inbound roaming targets with S8HR, the following shall occur:

-
LMISF provides the S8HR APNs to the S-GW/BBIFF with an indication that all packets from the IMS Signalling Bearer with the S8HR APN are to be delivered to the LMISF.

-
S-GW/BBIFF delivers the IMS signalling packets from the S8HR IMS Signalling Bearers to the LMISF.

-
LMISF examines whether the IMS signalling messages involve a target and if so, it generates and delivers the IRI to the Delivery Function 2.

The LMISF shall generate the IRI from the IMS signalling messages and deliver the same to the Delivery Function 2 over X2 reference point. All SIP messages executed on behalf of a target shall be delivered as IRI.

The S-GW/BBIFF also notifies the LMISF whenever an S8HR IMS Signalling Bearer is created, modified, or deleted along with the IMSI value of the target UE.

A pictorial view of the general overview of IRI interception is illustrated in figure 20.3 below:
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Figure 20.3: IRI Interception of voice calls involving the inbound roamer with S8HR

The figure 20.3 shows that LMISF provides the S8HR APNs to the S-GW/BBIFF. When the IMS signalling messages correspond to a target, the LMISF generates the IRI and delivers the same to the Delivery Function 2 which in turn delivers the IRI to the LEMF.

To support the mid-call interception, the LMISF maintains the IMS call state (including any necessary information from the SIP messages). When the target identity provisioned into the LMISF is involved in an ongoing IMS call, the LMISF shall start the interception as described in clause 20.3.2.

*** END OF ELEVENTH  MODIFICATION ***
*** START OF TWELTH MODIFICATION ***
20.3.1.2
 Void

*** END OF TWELTH  MODIFICATION ***
*** START OF THIRTEENTH MODIFICATION ***
20.3.1.3
S-GW/BBIFF Procedures for IRI interception

When instructed by the LMISF, the S-GW/BBIFF shall notify the LMISF whenever the IMS Signalling Bearer with S8HR APN is created, modified or deleted.

When instructed by the LMISF, the S-GW/BBIFF shall deliver all the octets above the GTP layer of GTP tunnel used for IMS Signalling Bearer to the LMISF along with the associated with IMS Signalling Bearer information.

*** END OF THIRTEENTH  MODIFICATION ***
*** START OF FOURTEENTH MODIFICATION ***
J.1
Overview

This informative annex illustrates the process of performing lawful interception in the VPLMN for voice services involving the inbound roaming targets when S8HR approach is used as the roaming architecture.

When S8HR approach is used as the roaming architecture for VoLTE, all of the IMS nodes reside in the HPLMN. Even the PDN-GW resides in the HPLMN. In this case, the lawful interception of voice services involving the inbound roaming targets requires new capabilities in the VPLMN since the VPLMN does not have any IMS nodes. New LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network nodes to generate IRI and CC when the communication involves an inbound roaming target. The LI architecture diagram shown in figure 1j is expanded in figure J.1 that shows an overview of S8HR roaming architecture as well.
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Figure J.1 Lawful interception of voice services in VPLMN for S8HR

As shown in figure J.1, the SIP signalling messages are exchanged between the UE and P-CSCF over the Gm reference point. Within the VPLMN with S8HR, the IMS signalling messages are carried over the GTP tunnel that corresponds to the IMS Signalling Bearer and the media packets are carried over the GTP tunnel that corresponds to the Media Bearer (i.e., dedicated EPS Bearer used to carry the media packets).  The present standard assumes that the EPS Bearer ID of the IMS Signalling Bearer is always linked to the dedicated EPS Bearer used as a Media Bearer.
*** END OF FOURTEENTH  MODIFICATION ***
*** START OF FIFTEENTH MODIFICATION ***
J.2
Process Flow

The basic concept is LMISF instructs the S-GW/BBIFF over the Xib reference point to deliver packets from the GTP tunnels associated with IMS signalling bearer of all inbound roamers with S8HR as the roaming architecture. S-GW/BBIFF extracts the packets from those GTP tunnels and delivers the same to the LMISF. The LMISF extracts the SIP messages from those packets and provides an IMS call state function similar to the way P-CSCF provides the IMS call state function. In addition, the LMISF provisioned with the target identity by ADMF examines the SIP messages to determine whether the IMS session needs to be intercepted. When the IMS session needs to be intercepted, the LMISF generates IRI from the SIP messages and deliver the same to the Delivery Function 2 over X2 reference point. In addition to the generation and delivery of IRI, when CC interception is required, the LMISF also informs the S-GW/BBIFF that the IMS session is being intercepted and instructs the S-GW/BBIFF over Xib reference point to start delivering the packets from the Media Bearer associated with  the intercepted IMS Signalling Bearer. The S-GW/BBIFF extracts the packets from that GTP tunnel used for Media Bearer associated with the intercepted IMS Signalling Bearer and delivers the same to the LMISF. The LMISF constructs the CC from those packets and delivers the same to the Delivery Function 3 over X3 reference point.

Figure J.2 shows the steps to illustrate the process flow:
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Figure J.2: Process Flow of S8HR LI
1.
LMISF is provisioned with target information (for Voice Services, it can be SIP URI, TEL URI or IMEI) from the ADMF.

2.
LMISF instructs the S-GW/BBIFF to notify (to LMISF), based on the GTP-C event, whenever an IMS Signalling Bearer for S8HR APN is created, modified, or deleted, and to deliver the packets (to LMISF) of all IMS Signalling Bearers established for S8HR APNs (Access Point Names). Here, the LMISF may supply the S8HR APNs to the S-GW/BBIFF.

NOTE 1:
This step is independent of target specific LI service operation such as Step 1.
3.
S-GW/BBIFF to notifies the LMISF, based on the GTP-C event, whenever the IMS Signalling Bearer for S8HR APN is created, modified, or deleted 

NOTE 2:
The S-GW/BBIFF includes the IMSI value associated with the inbound roamer's UE when notifies (to the LMISF) creation, modification or deletion of IMS Signalling Bearer for S8HR APN.

4.
S-GW/BBIFF delivers the packets of those IMS Signalling Bearers to the LMISF. As such, S-GW/BBIFF has no idea whether the packets of an IMS Signalling Bearer are related to a target or not. It simply delivers all packets.

5.
The LMISF looks for the SIP message within those packets delivered by the S-GW/BBIFF and examines the SIP headers that carry the calling party identity or called party identity (depending on the call direction) to verify whether any of that match with the target identity stored locally. If the SIP message corresponds to a target, then the LMISF delivers the SIP message to the DF2 over the X2 reference point.

6.
The DF2 will generate and deliver the IRI to the LEMF as per TS 33.108 [11].

The following steps are performed only if CC interception is required.

7.
The LMISF then informs the S-GW/BBIFF about the IMS Signalling Bearer that corresponds to intercepted IMS session and instructs the S-GW/BBIFF to start delivering (to LMISF) the packets of the Media Bearers associated with that IMS Signalling Bearer. 
NOTE 3:
Step 7 is executed in parallel to step 5.


8.
S-GW/BBIFF delivers the media packets to the LMISF. The S-GW/BBIFF knows that the media packets are related to an IMS Signalling Bearer, but does not know which media packet is related to which IMS session in the event target is involved in multiple sessions. The S-GW/BBIFF need not know that association.

9.
LMISF looks at the media packets that it receives, and examines the IP address and the port number associated with the RTP stream. Then LMISF will determine the associated IMS session comparing the IP address/port number of the RTP stream with the similar information from the IMS session. LMISF delivers the media packets to DF3 along with the Correlation Number it has used while delivering the SIP messages to DF2.

10.
DF3 generates and delivers the CC as per TS 33.108 [11] to the LEMF.

Figure J.3 below illustrates the above steps in a flow diagram format.
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Figure J.3: Flow diagram illustrating the process steps for S8HR LI
The LMISF will be able to correlate the CC with the IRI since it receives both media packets and the IMS signalling packets.
Figure J.4 shows the steps when an intercept is deactivated during a VoLTE session.
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Figure J.4: Flow diagram illustrating the process steps during intercept stop procedures for S8HR LI

1.
LMISF is provisioned to deactivate the lawful interception on the target (for Voice Services, it can be SIP URI, TEL URI or IMEI from the ADMF.

The LMISF will stop generation of IRI and CC immediately after it detects that the interception is deactivated.

The following steps may be required if CC interception is applicable.

2.
The LMISF informs the S-GW/BBIFF about the identity of the IMS Signalling Bearer on which the interception is stopped and 
instructs the S-GW/BBIFF to stop delivering the packets of the Media Bearers associated with that IMS Signalling Bearer to LMISF.

The S-GW/BBIFF will stop delivering the media packets associated with the intercepted IMS Signalling Bearer to the LMISF.

*** END OF FIFTEENTH  MODIFICATION ***
*** START OF SIXTEENTH MODIFICATION ***
J.3.2
Originating call

Figure J.5 below illustrates a call flow where an inbound roaming target originates a voice call. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.5: Call Origination from an inbound roaming target with S8HR

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session. 

Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

*** END OF SIXTEENTH  MODIFICATION ***
*** START OF SEVENTEENTH MODIFICATION ***
J.3.3
Terminating call

Figure J.6 below illustrates a call flow where an inbound roaming target receives a voice call. In the flow, Party_A calls Party_B (target). The flow shows that Party_A is also an IMS user (SIP messages are shown), however, Party_A can also be a non-IMS user served by CS domain.
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Figure J.6: Call Termination to an inbound roaming target with S8HR

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the called party (e.g. Request URI, P-Called-Party-Id, To) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session. 
Once the dedicated EPS Bearer to be used  as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer  to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

*** END OF SEVENTEENTH  MODIFICATION ***
*** START OF EIGHTTEENTH MODIFICATION ***
J.3.4
Mid-Call Interception

Figure J.7 below illustrates a call flow where a lawful interception is activated while an inbound roaming user is active on a voice call. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.7: Mid Call Interception

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is not the case, and therefore, the LMISF does not generate any IRI messages. However, the LMISF stores this SIP message and the subsequent SIP messages. The LMISF also maintains the IMS call state for the inbound roaming user.

In this illustration, a lawful interception is activated on the inbound roaming user right after the called party (Party_B) answers the call, but before the Party_A (target) has a chance to send the ACK message. Since the SDP offer and SDP answer are already completed, the LMISF generates the Start Interception for established IMS session with the Correlation Number D1 to the DF2 over X2 reference point. The DF2 forwards the same to the LEMF over the HI2 reference point.

NOTE:
This flow assumes that there is no other lawful intercepts active on the target.
Since the just activated lawful interception requires CC interception, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the IMS session on which the lawful interception is activated. 
The S-GW/BBIFF delivers the media packets from the GTP tunnel used for the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF over HI3 reference point.

The LMISF delivers the subsequent SIP messages (in the call flow: ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

*** END OF EIGHTTEENTH  MODIFICATION ***
*** START OF NINETEENTH MODIFICATION ***
J.3.5
Lawful Interception without CC

Figure J.8 below illustrates a call flow where an inbound roaming target originates a voice call. The lawful interception does not require CC interception. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.8: Call Origination from an inbound roaming target with S8HR; CC is not required

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is not required, the LMISF does not notify the S-GW/BBIFF with the the IMS Signalling Bearer information associated with the intercepted IMS session.

S-GW/BBIFF does not deliver the media packets flowing through the GTP tunnel of Media Bearer to the LMISF. As a matter of fact, the S-GW/BBIFF does not know that the call involves a target.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

*** END OF NINETEENTH MODIFICATION ***
*** END  OF ALL MODIFICATIONS ***
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