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*** FIRST CHANGE ***
13.3.1 General

The provisions in this clause specify the LI handover interface to report IRIs in case a ProSe Remote UE communicates through a ProSe UE-to-NW Relay.

TS 33.107 [19] specifies, see clause 17.3.3, in case the ProSe UE-to-NW Relay is a target, the conditions under which CC is required to be intercepted.

CC interception, when required, shall be reported according to annex B.10.
The IRIs will in principle be available in the following phases of ProSe Remote UE communications:

1.
When a target ProSe Remote UE connects to or disconnects from a ProSe UE-to-NW Relay;

2.
When a ProSe Remote UE connects to or disconnects from a target ProSe UE-to-NW Relay;

3.
When a target ProSe Remote UE starts communication by using a ProSe UE-to-NW Relay;

4.
When a target ProSe Remote UE ends communication by using a ProSe UE-to-NW Relay;

5.
When interception is started for a target ProSe Remote UE with ongoing communication;

6.
When interception is started for a Prose UE-to-NW Relay with connected ProSe Remote UE(s).

In addition, requirements specified in clause 10 are also applicable:

1.
When a Tracking Area/EPS Location Update occurs for a target ProSe UE-to-NW Relay;

2.
When a target ProSe UE-to-NW Relay uses one or more PDN connections for any activity/communication which is not related to relaying;

3.
To IRI and CC interception related to a target ProSe UE-to-NW Relay, when national regulations require to intercept all the CC handled by a target ProSe UE-to-NW Relay.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Prose Remote UE communications information.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table 13.3.1-1: Mapping between ProSe Remote UE communications Events and HI2 records type

	Event
	IRI Record Type

	ProSe Remote UE Report
	REPORT

	ProSe Remote UE Start of Communication
	BEGIN

	ProSe Remote UE End of Communication
	END

	Start of interception with ProSe Remote UE ongoing communication
	BEGIN or CONTINUE

	Start of interception for ProSe UE-to-NW Relay
	REPORT


A set of information is used to generate the records. The records are used to transmit the information from the mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
The ASN.1 specified in Annex B.9 shall be used to provide HI2 to LEMF.
Table 13.3.1-2: Mapping between Events information and IRI information

	parameter
	Description
	HI2 ASN.1 parameter

	Observed IMSI
	Target Identifier with the IMSI of the target.
	partyInformation (party-identity)

	Observed MSISDN
	Target Identifier with the MSISDN of the target.
	partyInformation (party-identity)

	Observed IMEI
	Target Identifier with the IMEI of the target.
	partyInformation (party-identity)

	Event type
	Description which type of event is delivered: ProSe Remote UE Report, ProSe Remote UE start of communication, ProSe Remote UE end of communication, Start of interception with ProSe Remote UE ongoing communication, Start of interception for ProSe UE-to-NW Relay.
	ePSevent

	Event date
	Date of the event generation in the ProSe Function.
	timestamp

	Event time
	Time of the event generation in the ProSe Function.
	timestamp

	Network Identifier
	
	

	Lawful interception identifier
	Unique number for each lawful authorization. It shall be present in each record sent to the LEMF.
	lawfulInterceptionIdentifier

	Target type
	Indicates whether the target is a ProSe Remote UE or a ProSe UE-to-NW Relay
	proSeTargetType

	ProSe Remote UE IDs
	The identities of the connected or disconnected ProSe remote UEs.
	proSeRemoteUeContextConnected,

proSeRemoteUeContextDisconnected

	ProSe Remote UE IP info
	The IP address(es) of the connected to the ProSe Remote UE(s) provided by the ProSe UE-to-NW Relay.
	proSeRemoteUeContextConnected

	APN
	The Access Point Name used by the ProSe UE-to-NW Relay for the connection
	aPN

	MSISDN of the Prose UE-to-NW Relay
	MSISDN of the Prose UE-to-NW Relay (only applicable when the ProSe Remote UE is the target)
	proSeRelayMSISDN

	IMSI of the Prose UE-to-NW Relay
	IMSI of the Prose UE-to-NW Relay (only applicable when the ProSe Remote UE is the target)
	proSeRelayIMSI

	IMEI of the Prose UE-to-NW Relay
	IMEI of the Prose UE-to-NW Relay (only applicable when the ProSe Remote UE is the target)
	proSeRelayIMEI

	PDN address(es)
	The ProSe UE-to-NW Relay IP address(es) for the PDN connection
	pDNType, pDNAddressAllocation

	Correlation number
	The correlation number is used to correlate CC and IRI (in case the target is a ProSe remote UE)..
	ePSCorrelationNumber

	location information
	When authorized, this field provides the location of the ProSe UE-to-NW Relay.

National regulations may require to provide the E-CGI of the ProSe UE-to-NW Relay when the target is the ProSe Remote UE.

	ePSlocationOfTheTarget


*** NEXT CHANGE ***
13.3.2.2
REPORT record information

The REPORT record is used to report non-communication related target actions (events).

The REPORT record shall be triggered when:

-
The target ProSe Remote UE connects to or disconnects from a ProSe UE-to-NW Relay. See Table 13.3.2.2-1.

-
One or several UEs connect to or disconnect from a target ProSe UE-to-NW Relay. See Table 13.3.2.2-1.

-
LI is activated on a target ProSe UE-to-NW Relay with already connected ProSe Remote UEs. See Table 13.3.2.2-2.

-
A failure occurs when the target ProSe Remote UE attempts to start communication by connecting to a ProSe UE-to-NW Relay. See Table 13.3.2.2-3.
Table 13.3.2.2-1: ProSe Remote UE Report REPORT Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	C
	Provide at least one and others when available

	Observed MSISDN
	
	

	Observed IMEI
	
	

	Event Type
	M
	Provide ProSe Remote UE Report event type

	Event Time
	M
	Provide the time the event is detected

	Event Date
	M
	Provide the date the event is detected

	Lawful Interception Identifier
	M
	Shall be provided

	Target type
	M
	Shall be provided

	Network Identifier
	M
	Shall be provided

	ProSe Remote UE(s) connected IDs
	C
	Provided if the ProSe UE-to-NW Relay is the target

	ProSe Remote UE(s) connected IP info
	C
	Provided the ProSe UE-to-NW Relay is the target

	ProSe Remote UE(s) disconnected IDs
	C
	Provided if the ProSe UE-to-NW Relay is the target

	MSISDN of the ProSe UE-to-NW Relay
	C
	Provided if available and if the ProSe Remote UE is the target

	IMSI of the ProSe UE-to-NW Relay
	C
	Provided if available and if the ProSe Remote UE is the target

	IMEI of the ProSe UE-to-NW Relay
	C
	Provided if available and if the ProSe Remote UE is the target

	APN
	C
	Provided if available

	PDN Address(es)
	C
	Provided if available

	location information
	C
	Provide, when authorized, to identify location information for the target UE.


Table 13.3.2.2-2: Start of interception for ProSe UE-to-NW Relay
	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	C
	Provide at least one and others when available

	Observed MSISDN
	
	

	Observed IMEI
	
	

	Event Type
	M
	Provide Start of interception for ProSe UE-to-NW Relay event type

	Event Time
	M
	Provide the time the event is detected

	Event Date
	M
	Provide the date the event is detected

	Lawful Interception Identifier
	M
	Shall be provided

	Target type
	M
	Shall be provided

	Network Identifier
	M
	Shall be provided

	ProSe Remote UE(s) connected IDs
	C
	Provided if available

	ProSe Remote UE(s) connected IP info
	C
	Provided if available

	APN
	C
	Provided if available

	PDN Address(es)
	C
	Provided if available

	location information
	C
	Provide, when authorized, to identify location information for the target UE.


*** NEXT CHANGE ***
13.3.2.3
BEGIN record information

The BEGIN record is used to report the first event of a ProSe UE-to-NW Relay communication.

The BEGIN record shall be triggered when:

-
The target ProSe Remote UE starts communication by connecting to a ProSe UE-to-NW Relay. See Table 13.3.2.3-1.

-
Interception is started on a target Remote UE which has an already established communication being connected to a ProSe UE-to-NW Relay. This includes also the case where the ProSe UE-to-NW Relays undergoes a S-GW relocation with an already connected target ProSe Remote UE, if there is a change in the PLMN or when the information about the change in the PLMN is not available at the DF/MF. See Table 13.3.2.3-2.

Table 13.3.2.3-1: ProSe Remote UE Start of Communication BEGIN Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	C
	Provide at least one and others when available

	Observed MSISDN
	
	

	Observed IMEI
	
	

	Event Type
	M
	Provide ProSe Remote UE Start of Communication event type

	Event Time
	M
	Provide the time the event is detected

	Event Date
	M
	Provide the date the event is detected

	Lawful Interception Identifier
	M
	Shall be provided

	Target type
	M
	Shall be provided

	Network Identifier
	M
	Shall be provided

	Correlation number
	M
	Shall be provided

	MSISDN of the ProSe UE-to-NW Relay
	C
	Provide at least one and others when available

	IMSI of the ProSe UE-to-NW Relay
	C
	

	IMEI of the ProSe UE-to-NW Relay
	C
	

	APN
	C
	Provided if available

	PDN Address(es)
	C
	Provided if available

	location information
	C
	Provide, when authorized, to identify location information for the target UE.


Table 13.3.2.3-2: Start of interception with ProSe Remote UE ongoing communication BEGIN Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	C
	Provide at least one and others when available

	Observed MSISDN
	
	

	Observed IMEI
	
	

	Event Type
	M
	Provide ProSe Remote UE Start of Communication event type

	Event Time
	M
	Provide the time the event is detected

	Event Date
	M
	Provide the date the event is detected

	Lawful Interception Identifier
	M
	Shall be provided

	Target type
	M
	Shall be provided

	Network Identifier
	M
	Shall be provided

	Correlation number
	M
	Shall be provided

	MSISDN of the ProSe UE-to-NW Relay
	C
	Provide at least one and others when available

	IMSI of the ProSe UE-to-NW Relay
	C
	

	IMEI of the ProSe UE-to-NW Relay
	C
	

	APN
	C
	Provided if available

	PDN Address(es)
	C
	Provided if available

	location information
	C
	Provide, when authorized, to identify location information for the target UE.


*** NEXT CHANGE ***
13.3.2.4
CONTINUE record information

The CONTINUE record is used to report events during an ongoing ProSe UE-to-NW Relay communication.

The CONTINUE record shall be triggered when:

-
Interception is started on a target Remote UE which has an already established communication being connected to a ProSe UE-to-NW Relay UE and the DF/MF is aware that there has been no change in the PLMN. See Table 13.3.2.3-3.

Table 13.3.2.4-1: ProSe Remote UE Start of Communication CONTINUE Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	C
	Provide at least one and others when available

	Observed MSISDN
	
	

	Observed IMEI
	
	

	Event Type
	M
	Provide ProSe Remote UE Start of Communication event type

	Event Time
	M
	Provide the time the event is detected

	Event Date
	M
	Provide the date the event is detected

	Lawful Interception Identifier
	M
	Shall be provided

	Target type
	M
	Shall be provided

	Network Identifier
	M
	Shall be provided

	Correlation number
	M
	Shall be provided

	MSISDN of the ProSe UE-to-NW Relay
	C
	Provide at least one and others when available

	IMSI of the ProSe UE-to-NW Relay
	C
	

	IMEI of the ProSe UE-to-NW Relay
	C
	

	location information
	C
	Provide, when authorized, to identify location information for the target UE.


*** NEXT CHANGE ***
13.3.2.5
END record information

The END record is used to report the last event of a ProSe UE-to-NW Relay communication.

The END record shall be triggered when:

-
The target ProSe Remote UE ends communication by disconnecting from a ProSe UE-to-NW Relay. See Table 13.3.2.5-1.

Table 13.3.2.5-1: ProSe Remote UE End of Communication END Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	C
	Provide at least one and others when available

	Observed MSISDN
	
	

	Observed IMEI
	
	

	Event Type
	M
	Provide ProSe Remote UE End of Communication event type

	Event Time
	M
	Provide the time the event is detected

	Event Date
	M
	Provide the date the event is detected

	Lawful Interception Identifier
	M
	Shall be provided

	Target type
	M
	Shall be provided

	Network Identifier
	M
	Shall be provided

	Correlation number
	M
	Shall be provided

	MSISDN of the ProSe UE-to-NW Relay
	C
	Provide at least one and others when available

	IMSI of the ProSe UE-to-NW Relay
	C
	

	IMEI of the ProSe UE-to-NW Relay
	C
	

	location information
	C
	Provide, when authorized, to identify location information for the target UE.


*** END OF CHANGES ***
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