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5G Discussion paper with Subscriber Repository based LI triggering

Overview

User identification will be more difficult in the 5G realm. As a result, consideration needs to be given on how to trigger intercept at what may appear to be potential ICEs.  In legacy networks, the selected ICE would have visibility into the identifiers used for communications and could relate them to static identities for a user.

This was enabled by associating the potential observable identities to a stable ID associated with the user.  With 5G and the use of varying temporary IDs, the static association is no longer present in the ICE.  Thus, a dynamic triggering type intercept approach needs to be considered.

If we consider the overall hierarchical aspects of actual user id construction and awareness within the network, the Subscriber Repository will stand out as a potential anchor point for intercept triggering.

The Subscriber Repository is aware of the provisioned identities for a user account and will authorize service for a user on a temporary id where the Subscriber Repository can associate the temporary id to the provisioned non-temporary ID.  

The following scenarios are to be covered.

· Scenario 1 – One SP, One Slice

· Scenario 2 – One SP, Two Slices

· Scenario 3 – Two SPs, One Slice (Roaming Home Routed)

· Scenario 4 – Two SPs, One Slice (Roaming Local Breakout)

Scenario 1 – One SP, One Slice
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Figure 1 – Subscriber Repository Based LI Architecture


Figure 1 shows the overall LI architecture for Subscriber Repository-based LI in an advanced network headed to 5G.   An LI Provisioning Function (LIPF) is introduced in the architecture to enable provisioning of LI in the various network nodes that require provisioning.  

In essence, the provisioning flow would be as follows:

1) The ADMF would provision the LIPF in the Subscriber Repository with the LI target ID, whether LI should be turned on or off. If turned on, whether IRI and CC or only IRI is required as it does for today’s ICEs.
2) The LIPF then utilizes the association information in the Subscriber Repository to associate the target ID to a temporary ID.  
3) LIPF then sends messages to the LI ICEs to enable LI using the temporary ID as the target ID along with an indication of whether IRI and CC or only IRI is required as well as MF2/DF2 or MF3/DF3 address.  
4) While LI is active the LIPF can request the status of LI from the LI ICEs and when requested report such status to the ADMF.

Scenario 2 – One SP, Two Slices

In this scenario, a SP constructs and utilizes two slices to provide service to a user.  Both slices share the Radio Access Network (RAN) and a set of Common Control Plane Network Functions (CCNFs).
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Figure 2 - Architecture for 1 SP, 2 slices
Communication between network slices is necessary to ensure that the media/contents of communications are handled correctly for the user.  For LI purposes, coordination will also be required to ensure that the user’s content of communications can be duplicated and sent to a MF3/DF3 for further handling and delivery to the LEMF.

A signal/message will be needed from the CP NF slice to the UP NF slice to instruct the UP slice to duplicate specific traffic and forward that to the MF3/DF3.

Scenario 3 – Two SPs, One Slice (Roaming Home Routed)

In this scenario, two SPs construct a single slice to provide service to a user.  The Visited PLMN contains the CCNFs and the Home PLMN contains the Subscriber Repository for the roaming UE.  Both the serving PLMN and the Home PLMN contain slice specific Core Network functions for the Network Slice Instance (NSI).  The Next Generation Architecture allows for the control plane and user plane of the Core part of the NSI to be split between the Visited and Home PLMNs.
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Figure 3 - 2 SPs, 1 Slice (Roaming Home Routed)





Scenario 4 – Two SPs, One Slice (Roaming Local Breakout)

In this scenario, two SPs construct a single slice to provide service to a user.  The Visited PLMN contains the CCNFs and the Home PLMN contains the Subscriber Repository for the roaming UE.  The serving PLMN contains the slice specific Core Network functions for the Network Slice Instance (NSI).  The Home PLMN provides the UEs subscriber information allowing the Visited PLMN to bind the Home PLMN provided ID to one in the Visited Network.
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Figure 4- 2 SPs, 1 Slice (Roaming Local Breakout)
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