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1. Overall Description:

SA3LI thanks SA2 for the LS on “Conclusion on lawful interception in split EPC architecture” and would like to apologize for delay in the reply. SA3 LI handled the LS with highest priority and completed the analysis of the LI impacts due to CUPS architecture: SA3 LI has identified that the following three areas will be impacted due to the CUPS architecture:     

· EPC packet data interception  

· CC interception for IMS-based VoIP 
· S8HR LI.

The following outlines the LI solution for the above three cases: 

EPC packet Data Interception: The LI architecture for EPC packet data instruction introduces an LI specific logical function referred to as CC Intercept Point (CIP) which can be co-located with the CP function, or the UP function or be a standalone function. The CP function shall instruct the UP function to duplicate and forward the intercepted packets to the CIP. The details of the LI architecture for CUPS are described in the attached CR (S3170006). In addition to the LI specific logical function, the architecture introduces LI specific reference points  X3u (to transfer the user plane packets from the UP function to the CIP) and X3c (to transfer the target intercept information from the CP function to the CIP). Packet detection rules and forwarding action rules can be transferred from the CP function to the UP function over the Sxa and Sxb, however, as always the case, the LI specific information transfer shall comply to the security requirements specified in clause 8 of 3GPP TS 33.107. 
CC Interception for IMS-based VoIP: When the CC interception is performed at the PDN GW, the architecture defined for EPC packet data interception is extended with an extension where the PGW-C derives the target intercept related information from the intercept trigger that it receives from the P-CSCF. 
S8HR LI: The new logical function CIP is not used in the S8HR LI architecture with CUPS. The SGW-C shall send the packet data detection rules to the UP function based on the information that it receives from the LPCF. 
SA3 LI requests SA2 to take note of LI architecture with CUPS and and kindly requests CT4 to proceed with the stage 3 work to support the required functionalities for LI over the Sxa and Sxb reference points 
2. Actions:

To SA2 group.

ACTION: 
SA3-LI asks SA2 group to take note of the LI architecture for CUPS. 

To CT4 group

ACTION:
SA3-LI asks CT4 group to take note of the LI architecture with CUPS and to proceed with the stage 3 work to support the required functionalities for LI over the Sxa and Sxb reference points. 
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