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*** FIRST MODIFICATION ***

[bookmark: _Toc462844458][bookmark: _Toc462844455]XX	Interception of Messaging Services
[bookmark: _Toc462844456]XX.1	Overview
The capabilities defined in this clause apply when the interception of messaging services shall be separated from the interception of all other services. This clause applies to the messaging services identified in Clause 5.13 of TS 33.106 [7].
For messaging services, separated delivery when SMS events are detected, the CSP shall be able to use existing intercept capabilities defined in this specification, but isolatable to only deliver messaging services when specified by a lawful authorisation.  TS 33.107 [8??] defines the SMS events to be reported.  This clause will identify the set of event reports that are to be sent from the DF to the LEMF to achieve this separated delivery based on capabilities that already exist in the rest of this specification.
The network nodes, involved in providing the interception of messaging services, shall be determined based on the deployment configuration and the messaging scenario. 
When lawfully authorized, Law Enforcement requires access to CC and IRI for the events pertaining to the target’s authorization, access to, and use of message services, independent of the deployed service architecture. This includes where the communications between the target and associates are sent and received over separate channels, or may be accessed at different ICEs at different geographical locations in the service provider’s network. 
Within TS 33.017, for MMS, implementation options considered in this standard are: interception at the MMS level or normal packet session CC interception at an PS/IMS/EPS ICE and transferred to the DF2/DF3 which then subsequently isolates and delivers the MMS IRI and/or CC associated with the messaging service separate from all other services. Details of IRI and CC reporting for MMS events are for further study.  Regardless of the approach selected, the details of the IRI and CC reports from the DF to the LEMF will be defined in this specification.

[bookmark: _Toc462844457]XX.2	SMS
XX.2.1	Introduction
LI for SMS over a GPRS and UMTS access is specified in Clause 6.  LI for SMS over IP (using IMS SIP signalling handled by the core network) which can be used in conjunction with LTE access as well as other non-3GPP IP based access is defined in Clause 7.  
XX.2.1	SMS over GPRS/UMTS
For separate delivery of SMS when SMS is used in conjunction with GPRS or UMTS access, the following records shall be sent by DF2 to the LEMF:
1) SMS MO and SMS MT Communication REPORT Records (Clause 6.5.1.1)
2) HLR Related REPORT Records
a. Serving System REPORT Record (6.5.1.1);
b. HLR subscriber record change REPORT Record (6.5.1.1);
c. Cancel location REPORT Record (6.5.1.1);
d. Register location REPORT Record (6.5.1.1);
e. Location information request REPORT Record (6.5.1.1).
The above REPORT Records shall be reported from DF2 to the LEMF independent of any other services that may or may not be intercepted.
XX.2.2	SMS over IP
For separate delivery of SMS when SMS over IP (using IMS SIP signalling handled by the core network) is used, the following REPORT Records shall be reported by DF2 to the LEMF:
1) SMS over IP REPORT Record as described 
2) HSS related REPORT Records
a. Serving System (6.5.1.1) or Serving Evolved Packet System (10.5.1.1) for use when roaming
b. IMPU or IMPI changed in a HSS subscriber record change (10.5.1.1);
c. Registration termination or Cancel Location (6.1.1.1 or 10.5.1.1);
d. Register location REPORT Record (6.5.1.1 or 10.5.1.1);
e. Location information request REPORT Record (6.5.1.1. or 10.5.1.1).
The above REPORT Records shall be able to be reported from DF2 to the LEMF independent of and to the exclusion of any other services that may or may not be intercepted.
Table XX.2.2.1: SMS over IP REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the target (if available).

	observed TEL-URI
	C
	TEL URI of the target (if available).

	observed IMEI 
	C
	IMEI of the target (if available).

	event type
	M
	Provide SMS over IP event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	PANI header information
	C
	P-Access-Network-Access-Info header information in SIP messages; described in TS 24.229 §7.2A.4 [76].  Provided if available and applicable.

	SMS originating address
	M
	Shall be provided to identify the origination address for the SMS.

	SMS destination address
	M
	Shall be provided to identify the destination address for the SMS.

	SMS
	C
	Provided if the delivery of SMS Content is lawfully authorized

	service centre address
	M
	Shall be provided.

	SMS Initiator
	M
	Shall be provided to indicate whether the SMS is MO, MT, or Undefined.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.




*** END FIRIST MODIFICATION ***

*** SECOND MODIFICATION ***

[bookmark: _Toc462844529]B.9	Intercept related information (HI2 SAE/EPS and IMS)
Declaration of ROSE operation eps-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data EpsIRIsContent must be considered.
ASN1 description of IRI (HI2 interface)
EpsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2eps(8) r13(13) version-2 3 (23)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 

		OPERATION, 
		ERROR 
			FROM Remote-Operations-Information-Objects 
			{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}

		LawfulInterceptionIdentifier,
		TimeStamp,
		Network-Identifier,
		National-Parameters,
		National-HI2-ASN1parameters,
		DataNodeAddress,
		IPAddress,
		IP-value,
		X25Address

			FROM HI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) hi2(1) version18(18)} -- Imported from TS 101 671v3.12.1
		
  		CivicAddress

			FROM UmtsHI2Operations
    		{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
   				lawfulintercept(2) threeGPP(4) hi2(1)  r13 (13) version-0 (0)};
    			-- Imported from 3GPP TS 33.108, UMTS PS HI2
	

-- Object Identifier Definitions

-- Security DomainId
lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains
threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
hi2epsDomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2eps(8) r13(13) version-2 3 (23)}

eps-sending-of-IRI  OPERATION ::= 
{
	ARGUMENT	EpsIRIsContent
	ERRORS		{ OperationErrors }
	CODE		global:{threeGPPSUBDomainId hi2eps(8) opcode(1)}
}
-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 
-- The timer.default value is 60s.
-- NOTE:	The same note as for HI management operation applies.

.
.
.






IMSevent ::= ENUMERATED 
{
	unfilteredSIPmessage (1),
		-- This value indicates to LEMF that the whole SIP message is sent , i.e. without filtering
        -- CC; location information is removed by the DF2/MF if not required to be sent.

	...,
	sIPheaderOnly (2),
		-- If warrant requires only IRI then specific content in a 'sIPMessage'
		-- (e.g. 'Message', etc.) has been deleted before sending it to LEMF.

    decryptionKeysAvailable (3),
		-- This value indicates to LEMF that the IRI carries CC decryption keys for the session
        -- under interception. 

    startOfInterceptionForIMSEstablishedSession (4),
        -- This value indicates to LEMF that the IRI carries information related to
        -- interception started on an already established IMS session. 
	xCAPRequest (5),
		-- This value indicates to LEMF that the XCAP request is sent.
	xCAPResponse (6) ,
		-- This value indicates to LEMF that the XCAP response is sent. 
	ccUnavailable	(7),
	-- This value indicates to LEMF that the media is not available for interception for intercept
	-- orders that requires media interception.  
	sMSOverIP	(8)
	-- This value indicates to LEMF that the SMS utilized by SMS over IP (using IMS) is 
	-- being reported.  

}
.
.
.
[bookmark: _GoBack]*** END OF SECOND MODIFICATION ***

*** END OF MODIFICATIONS ***

