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Abstract of the contribution: Identifies the architectural requirements of activating the mid-call intercepts.  
5.X
Key issue #XX – Mid-call Activation of Intercepts
5.X.1
Description

A lawful interception may be activated on an inbound VoLTE roamer while active on a voice call. As in the case of LBO, it shall be possible to start the interception of the ongoing voice call.    
5.X.2
Architectural requirements 

LMISF receives the IMS signalling packets for all the VoLTE inbound roamers. In the current architecture, the LMISF will perform a deep packet inspection of the SIP messages to determine whether the associated inbound roamer is a target. If not, the LMISF will discard the SIP messages. All the subsequent messages of the particular IMS session are also ignored. 

Instead of completely ignoring the SIP messages, the LMISF shall have the ability to store the SIP messages and have the ability to examine those stored SIP messages to determine whether they belong a target in the event lawful interception is activated in the middle of an IMS session.  When a match is found, the LMISF shall have the ability to inform the LPCF that IMS signalling bearer is intercepted. The LPCF shall have the ability to inform the BBIFF to intercept the associate the media bearer. 

BBIFF shall have the ability to intercept the Media packets on an established media bearer when instructed so by the LPCF.  
5.X.3
Stage 3 requirements 

None. 
5.X.4
Solution approaches

When a SIP message does not belong an IMS session that needs to be intercepted, the LMISF will store the SIP message that contain at least one of the following: 

· target identity

· SDP offer

· SDP answer.   

When a lawful interception is activated on a target, the LMISF is provisioned with the target identity through the X1_1 reference point. The LMISF will have to examine the stored SIP messages to determine whether any of those SIP messages involve the target. If the answer is yes, then the LMISF will have to deliver all the future SIP messages that are sent to or received from the target.  Before that, the LMISF will have to follow the procedures defined in TS 33.107 [Ref 3] and TS 33.108 [Ref 4] to initiate the sending of Start of interception with established IMS session event to LEMF via DF2. The event carries the target identity and the SDP information which can be derived from the stored SIP messages. 

LMISF will also inform the LPCF that the particular IMS Signalling Bearer is being intercepted. The LPCF informs the BBIFF that the Media packets from the Media Bearers associated with the IMS Signaling Bearer will have to be delivered to the DF3 (Architectural Approach as in the baseline) or to the LMISF (enhanced Architectural approach). In the latter case, the LMISF will deliver the CC to the DF3. The DF3 will deliver the CC to the LEMF. 
It can also happen that a new intercept may be activated on a target. In this case, the delivery of IRI and CC to the LEMF of the new intercept can be handled by the DF2 and DF3 without impacting the LMISF, LPCF or BBIFF. This is same as in the case of LBO. 
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