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*** START OF FIRST MODIFICATION ***

7.6
Interception of the Multimedia Messaging Service (MMS)

The Multimedia Messaging Service (MMS) is a service running over the 3GPP PS-domain. Both mobile originating and mobile terminating MMS messages must pass through PS domain GSN nodes en route to or from Multimedia Message Service Centres (MMSCs). Therefore, interception of MMS messages shall be performed at the GSN in exactly the same way as for other PS-domain bearer services.

Except for Non-Local ID interception or national regulation that required call parties of MMS in IRI only, the GSN is not responsible for recovering individual MMS messages from the user PDP context IP stream.

No MMS specific HI2 records are defined to be delivered to the LEMF over the DF2 other than those listed in clause 7.4 of this specification, except for Non-Local Id interception, or for IRI only required by national regulations. For such cases, HI2 records shall include the following elements that will be delivered to the DF2:

	Observed E164 of the “Non-Local ID” target

	Observed MSISDN or E Mail address(es) of call parties if available

	Observed IMSI of call parties if available

	Observed IMEI of call parties if available

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information of call parties if available

	MMS header except its object

	MMS identifier

	MMS Initiator if available
-MMS indicator whether the MMS is MO, MT, or undefined

	IAs (if applicable)


In any case, CC records shall be sent to the LEMF over the DF3 as specified in clause 7.3. In “Non-Local ID” interception, MMS identifier is required in Hi3 to correlate CC and IRI.
Except for “Non-Local ID interception”, interception of a user PDP context IP stream will occur as described in clause 7.2. Such a stream may or may not contain MMS messages.
*** END OF FIRST MODIFICATION ***
*** START OF SECOND MODIFICATION ***
18.1
Overview of messaging services interception 

The capabilities defined in this clause apply when the interception of messaging services shall be separated from the interception of all other services. This clause applies to the messaging services identified in Clause 5.13 of TS 33.106 [7].

For messaging services, separated delivery when SMS events are detected, the CSP shall be able to use existing intercept capabilities defined in this specification, but isolatable to only deliver messaging services when specified by a lawful authorisation.

The network nodes, involved in providing the interception of messaging services, shall be determined based on the deployment configuration and the messaging scenario. 

When lawfully authorized, Law Enforcement requires access to CC and IRI for the events pertaining to the target’s authorization, access to, and use of message services, independent of the deployed service architecture. This includes where the communications between the target and associates are sent and received over separate channels, or may be accessed at different ICEs at different geographical locations in the service provider’s network. 

For MMS, implementation options considered in this standard are: interception at the MMS level, especially for Non-Local ID targeting, or normal packet session CC interception at an PS/IMS/EPS ICE and transferred to the DF2/DF3 which then subsequently isolates and delivers the MMS IRI and/or CC associated with the messaging service separate from all other services. Details of IRI and CC reporting for MMS events in such case are in clause 7.6.
*** END OF SECOND MODIFICATION ***
*** END OF THE MODIFICATIONS ***
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