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Discussion
In order to deploy and efficiently use the proposed S8HR LI solutions there are a set of additional deployment factors impacting the HPLMN and VPLMN which must be addressed but are not otherwise highlighted in the Key Issues. While some of these deployment considerations are outside the core scope of the S8HR LI study, they need to be factored into any deployment to minimise security and service impacts beyond those absolutely necessary to meet regulatory requirements.
This contribution provides a new section to be inserted after the solutions section and before the conclusions section. 

***************************Start of first change***************************************************
X	S8HR Deployment Considerations

X.1	General
This clause highlights a number of deployment factors that the HPLMN and VPLMN needs to take into account to minimise the security impacts of S8HR LI and solution complexity.
X.2	HPLMN aspects
X.2.1	P-CSCF Confidentiality Disabling
IMS by design is access network independent. As a result the P-CSCF and S-CSCF are not explicitly aware of which access network is serving the UE. Therefore the CSCFs are not explicitly aware that a UE is roaming or which VPLMN is serving the UE.
Since S8HR LI in the VPLMN requires that IMS confidentiality protection is switched off, it can only be switched off for a whole P-CSCF or S-CSCF and not for individual UEs in specific VPLMNs. To reduce the impact it is recommended that the HPLMN dedicate 1 or more P-CSCFs specifically to support S8HR VPLMNs which require S8HR VPLMN LI support. Therefore confidentiality can be reliably switched off only for UEs in applicable VPLMNs.
It may be possible to implicitly pass access network details, or other information to the P-CSCF so that it can determine the Serving PLMN but this is not directly supported by 3GPP standards. 
X.2.2	Integrity Protection
While it is necessary to disable confidentiality protection of IMS signalling between the UE and P-CSCF in order to allow the VPLMN to process SIP signalling for LI purposes, there is no requirement to disable all IMS security. IMS Integrity protection should be enabled to minimise the impact of disabling confidentiality protection.
X.2.3	S8 Interface Security
While it is necessary to disable confidentiality protection of IMS signalling between the UE and P-CSCF in order to allow the VPLMN to process SIP signalling for LI purposes, it is only required that the SIP is decrypted at the S-GW so that the BBIFF and LMISF can process SIP signalling.  
To minimise the security impact, the HPLMN and VPLMN should ensure that the S8 interface between the S-GW in the VPLMN and the P-GW in the HPLMN is protected using Za mechanisms defined in TS 33.210[X] (or equivalent protection). 

X.3	VPLMN aspects
X.3.1	S-GW and LMISF simplification
As discussed in Key Issue 5 in clause 5.5, the S8HR VPLMN LI solution can be based on multiple LMISFs and/or multiple S-GWs. S8HR VPLMN LI will require that the S-GW supports the necessary logical interface to the BBIFF to allow the BBIFF to extract appropriate media bears containing SIP signalling. To simplify the extraction at the BBIFF the VPLMN should consider using 1 or more dedicated S-GWs. 
Furthermore Key Issue 5 also highlights that while S8HR LI solutions need to be able handle the possibility of S-GW relocation, doing so in a deployment scenario will add significant complexity to the LMISF functionality required to track and correlate such relocations. It is therefore strongly recommended that either a single S-GW is used for all S8HR communications or if a deployment has multiple S-GWs, that the S-GW remains constant for the entire duration of any communication.
In order to support correlation, all SIP records for a single communication need to be correlated by the LMISF.  X2 IRI messages generated by the LMISF need to be correlated with access level X2/X3 messages from S-GW/MME. It is therefore recommended that the a single LMISF is used for all S-GWs to ensure simple reliable correlation, especially in S-GW mobility scenarios.
X.3.2	RAN and Core Network Security
The VPLMN should ensure that RAN security is enabled and that a strong algorithm is always used. Ideally the VPLMN should also encrypt the links between the VPLMN nodes which carry SIP signalling bearers using IPSEC or similar mechanisms.
This ensures that the exposure of IMS signalling is limited to the core network of the VPLMN.
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