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7.1 General

The TR identifies three solutions. 

· Solution #1: S-GW/BBIFF based GTP tunnel extraction

· Solution #2: Enhanced Architecture

· Solution #3: Data forwarding from HPLMN.
In Solution #1 and Solution #2, the IMS signalling and media packets are extracted from the GTP tunnels associated with the S8HR APNs. In both solutions, the S-GW/BBIFF will deliver the signalling packets to LMISF, which in turn will deliver the IRI to DF2 using the X2 reference point defined in TS 33.107. The two solutions defer in the method adopted to perform the CC interception: 
· In Solution #1, the S-GW/BBIFF delivers the CC to DF3 using the X3 reference point defined in 33.107. 

· In Solution #2, the S-GW/BBIFF delivers the media packets to LMISF, which in turn, delivers the CC to DF3 using the X3 reference point defined in 33.107. 

Basically, Solution #2, an enhanced architecture of Solution #1, will provide a solution approach to Key issue #14 of correlating the CC with IRI.  In Solution #2, LMISF provides both X2 and X3 interfaces to DF2 and DF3, respectively. Additional advantages, the Solution #2 will have are described in clause 6.2.5.1.3.  The solution approaches to Key Issue #4 to Key Issue #13 are same in Solution #1 and Solution #2. The solution approaches to Key Issue #1 to Key Issue #3 are same in both solutions except for the way the media packets are handled. 
In Solution #3, the HPLMN will deliver the SIP signalling messages of all IMS sessions related outbound roamers (when S8HR approach is used as a roaming architecture) to the VPLMN. The solution provides an alternate approach to support the Retained Data requirements, Key issue #9.  The solution is dependent on the HPLMN delivering the SIP messages to the VPLMN as a part of the normal call (independent of LI or retained data). The SIP messages thus received may also be used to determine whether they are related to a target. This solution is not dependent on SIP messages being unencrypted.  However, any LI solution implemented based on the SIP messages cannot be a complete solution unless a method to intercept the media is also described. Anyway, the solution description does not explore the use of Solution #3 for LI purposes. 
7.2 Evaluation of Key Issues 

7.2.1 Key Issue #1: IMEI targeted LI

Two options are described as solution approaches:   

· detection of target IMEI in the LMISF and 
· detection of target IMEI in the S-GW/BBIFF.
The option where target IMEI is detected in LMISF is closely related to the concept where the target IMEI is detected in P-CSCF in the LBO case. Therefore, this option can be presumed to be feasible. 

The option where the target IMEI is detected in the S-GW/BBIFF cannot really be an option. That is because the S-GW/BBIFF will have to deliver the IMS signalling packets to the LMISF even if the IMEI is not detected as a target for the following reason: 

· A SIP URI or TEL URI can be the target. 
Since the IMS signalling packets have to be delivered all the time for all inbound roamers with S8HR, there is no real use of having an option where S-GW/BBIFF would detect the IMEI as a target.  
7.2.2 Key Issue #2: Tel-URI or SIP-URI targeted LI
The solution approach where the target SIP URI/TEL URI is detected in LMISF is closely related to the concept where the target SIP URI/TEL URI is detected in P-CSCF in the LBO case. Therefore, this solution approach  can be presumed to be feasible. 

7.2.3 Key Issue #3: LI targeted S8 GTP selection criteria
The Key Issue applies to Solution #1 and Solution #2 only.  
The issue is to find a method that may be used to help the S-GW/BBIFF in identifying the packets of which GTP tunnels have to be delivered to LMISF (for Solution #1, also  to DF3 for CC).  
The solution approach described says that whenever a GTP tunnel for IMS signalling associated with an S8HR APN is created, the S-GW/BBIFF will send an indication to the LMISF along with the tunnel ID and the IMSI. The LMISF will pass the information about the Tunnel ID to the LPCF which in turn will tell the S-GW/BBIFF to send the packets from that GTP tunnel to the LMISF. 
Similarly, whenever a GTP tunnel for media is created, the S-GW/BBIFF will send an indication to the LMISF along with the bearer identity and the tunnel ID. The LMISF will verify whether the GTP tunnel used for the media is to be intercepted,  If yes, The LMISF will pass the information about the Tunnel ID to the LPCF which in turn will tell the S-GW/BBIFF, for Solution #1, to construct the CC out of the packets from that GTP tunnel and deliver the CC to DF3 over X2 reference point as defined in TS 33.107, and for Solution #2,  to send the packets from that GTP tunnel to LMISF. 
The steps described above differ from the steps shown in the Process Flow and flow diagrams illustrated in clause 6.1.3 and 6.2.4. The illustrations in clause 6.1.3 and 6.2.4 are more aligned with the approaches given for Key Issues #1 and Key Issues #2.  The following figures (Figure X1 and Figure X2)  compare a partial flow shown in Figure 6.2.4.2 (aligned with Key Issue #1 and Key Issue #2) and the same part of the flow if the approach suggested for Key Issue #3 is taken into consideration: 
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Figure X1: Comparison of partial flow per Key Issue #1, Key Issue #2 and Key Issue #3 (for IMS signalling)
The left part of the diagram shows the steps that happen before the flow of IMS signalling packets from S-GW/BBIFF to the LMISF as per the solution approach for Key Issue #1 and Key Issue #2 and as per clause 6.2.4. The right part of the diagram shows the steps that happen before the flow IMS signalling packets from S-GW/BBIFF to  the LMISF as per solution approach for Key Issue #3.   
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Figure X2: Comparison of partial flow per Key Issue #1, Key Issue #2 and Key Issue #3 (for Media packets)

The left part of the diagram shows the steps that happen before the flow of Media packets from S-GW/BBIFF to the LMISF as per the solution approach for Key Issue #1 and Key Issue #2 and as per clause 6.2.4. The right part of the diagram shows the steps that happen before the flow Media packets from S-GW/BBIFF to the LMISF as per solution approach for Key Issue #3.   

The need for S-GW/BBIFF delivering an event to the LMISF, whenever the GTP tunnels of IMS Signalling Bearer and Media Bearer are created, requires further analysis. 

7.2.4 Key Issue #4: Obtaining network provided location
To obtain the network provided location, the solution approach for this Key Issue suggests that MME forwards the user location information in the Modify Bearer Request message to the S-GW/BBIFF. The S-GW/BBIFF delivers that location information to the LMISF. 
The handling of location information at the LMISF is closely related to the handling of location information at the P-CSCF for the LBO case.  Therefore, with the assumption that the MME impact is feasible, the solution approach for this Key Issue is also feasible. 

7.2.5 Key Issue #5: Intra-access handover or anchor change impact
The solution approach defines two options: 
· Multiple LMISFs

· Single LMISF. 

When multiple LMISFs are in use, the LMISF associated with the old S-GW/BBIFF can be different from the LMISF associated with the new S-GW/BBIFF. In order to continue the interception of SIP signalling messages and the media, the intercept information from the old LMISF to the new LMISF will have to be transferred. For this purpose, the Solution #1 and Solution #2 include the Xid reference point to support the inter-LIMISF communications. However, additional considerations will have to be taken: 
· During the S-GW to S-GW relocation, the Tunnel Id associated with the IMS Signalling Bearer may have to be transferred from the old S-GW/BBIFF to the new S-GW/BBIFF. In addition, the old LMISF information may have to be transferred from old S-GW/BBIFF to new S-GW/BBIFF. 
· The S-GW/BBIFF may have to supply the Tunnel ID of IMS Signalling Bearer when it delivers the IMS signalling packets to the LMISF. The LMISF may have to use this Tunnel Id information to query the old LMISF to determine whether SIP messages belong to a target (this will have to be done since not all SIP messages carry the target information) and if yes, to acquire the target identity.

When single LMISF is used, S-GW passing the Tunnel Id associated with the IMS signalling may still be required. However, the LMISF will be able to associate the Tunnel Id associated with the IMS Signalling Bearer at the new S-GW and old S-GW, locally.  

To reduce the complexity, one recommend the use of single LMISF in the initial implementation of an LI solution for S8HR. 

7.2.6 Key Issue #6: Detecting targeted signalling unknown or unrecognized by the VPLMN
This Key Issue falls more under a policy enforcement rather than an LI issue itself.   
If the SIP messages are encrypted, then the LMISF will not be able to process the messages and therefore, having a passage of unencrypted SIP messages between the UE and the P-CSCF present in the HPLMN is a must for S8HR LI solution to work. If for some reason, the SIP messages are encrypted, then that can lead to have a target communication without providing any LI functions. For that reason, if the VPLMN detects an encryption, a policy that does not allow the communication to occur shall be in place. 
The same rules should be extended for any reason the LMISF is not able to understand the SIP messages.    The policy as well could be tearing down the IMS access for all inbound roamers when S8HR approach is used as a roaming architecture. 
7.2.7 Key Issue #7: Maintaining intra-PLMN and inter-PLMN LI undetectability
This Key Issue falls more under an operational aspect rather than an LI issue itself.   The LI capabilities implemented in S-GW/BBIFF and LMISF are closely related to the LI solution implemented in P-CSCF in an LBO case. Since the LI solutions provided at the P-CSCF is considered to be undetectable, one can assume that LI solution provided in the VPLMN for S8HR is also undetectable. Further points that support the undetectability are listed in clause 6.1.5.7. 
7.2.8 Key Issue #8: Detecting implicit IMS registrations
The solution approach described in clause 6.1.5.8 addresses how the LI functions for implicit IMS registrations are handled. There is no issue in this case and the solution approach should be feasible. 

7.2.9 Key Issue #9: Retained Data
Two different solutions are proposed for this Key Issue. 
· One is specified in clause 6.1.5.9 where the LMISF that has access to all SIP messages (similar to the way P-CSCF has access to all SIP messages in the LBO case) can provide the retained data requirements. 

· Second is specified in clause 6.3 where the HPLMN delivers all the SIP messages for all outbound roamers (with S8HR) to the VPLMN and the VPLMN can store them for retained data purposes. 
With the LI functions implemented in the VPLMN, the functions necessary to provide the retained data will boil down to storing all the SIP messages at the LMISF. However, if no LI solution is implemented in the VPLMN, then the solution specified in clause 6.3 can be considered for providing retained data requirements. 
7.2.10 Key Issue #10: Prevention of unwanted use of confidentiality mechanisms

This Key Issue falls more under a policy enforcement rather than an LI issue itself.  The descriptions given in clause 7.2.6 should apply to this as well. 
7.2.11 Key Issue #11: Non-local number  
The solution approach where the interception of non-local number is handled is closely related to the functions of non-local number interception is done at the P-CSCF in an LBO case. Therefore, this solution approach can be presumed to be feasible. 

7.2.12 Key Issue #12: Non-3GPP codec or 3GPP codec in a non-3GPP mode in CC

Editor’s Note: Text needs to be drafted. However, one can have the following text:

This Key Issue is a case where the target is engaging in a conversation using codec information that is unknown to the VPLMN. Since the codec is not used within the VPLMN to support the target communication, one could fear that law enforcement agencies may not be equipped with the required codec information to interpret the CC. 
Typically, if the target UE uses a non-3GPP or a 3GPP codec in a non-3GPP mode, then the P-CSCF in HPLMN would send a SIP 488 message back to the target’s UE denying the call.   That would ensure that even if the VPLMN does not require to be aware of the codec in use, target will not engage in any conversation using unsupported codec information. If the concern here is trust-level between HPLMN and VPLMN, then further analysis will be required to determine whether the policy enforcement similar to the described in clause 7.2.6 will have to be considered here as well. 
7.2.13 Key Issue #13: Start of interception with ongoing VoLTE call
The solution where the interception is done at the LMISF is closely related to the way the interception is done at the P-CSCF in an LBO case. Therefore, this solution approach can be presumed to be feasible. 

7.2.14 Key Issue #14: Correlation of CC with IRI
The solution approach applies to Solution #2.  With both signalling and media available, the LMISF can easily provide the correlation information between the IRI and the CC.  
Other options that can be considered to provide the correlation information have problems, but never-the-less listed below for evaluation purpose: 

7.2.14.1 DF2 to DF3 Communication based method

In this approach, the S-GW/BBIFF delivers the media packets to the DF3.  DF2 will supply the correlation information along with the media information to the DF3. 

Even though one could consider having such an approach will do the job, the concept has a few drawbacks: 

· Impacts the DF2 and DF3, and therefore, DF2 and DF3 used to provide the LI functions for non-roaming scenarios may not be readily usable.  

· DF3 should be able to determine that the received packets are related to S8HR based VoLTE roaming because it has to do a different processing as compared to the packets received for other LI scenarios.  

· DF3 has to examine every Media packet that it receives.

· A new procedure has to be defined if DF3 receives Media packets before it receives the correlation information from the DF2. 

· A new procedure has to be defined if DF3 never receives the correlation information from the DF2.  

· There can be some stages where the media information (e.g.,  SDP) may change during a call and this would bring additional complexity for coordination. 

· DF2 may not know in advance to which DF3 the BBIFF would deliver the Media packets in the event more than one DF3s are deployed in the VPLMN. 

Based on the above facts, this approach is not recommended as a solution.   With a slight deviation, one can perhaps think of LMISF sending the correlation information to the DF3. Even this approach will have the similar drawbacks as listed above. 

7.2.14.2 Packet Examination at BBIFF

This method describes how a correlation of CC with IRI may be done in Solution #1. 

In this approach, LMISF will supply the correlation information and the media information to the S-GW/BBIFF (either via LPCF per the solution approach defined in 6.1.3 or directly per the solution approach defined for Key Issue #3   S-GW/BBIFF examines the Media packets to determine the correlation with an IMS session.  
This approach will require the S-GW/BBIFF to examine every packets of the GTP tunnel used for Media packets which is the target of interception. For this to happen, the LMISF has to deliver the media information to the S-GW/BBIFF (either via LPCF or directly).  A delivery of media information may involve multiple interactions with the S-GW/BBIFF because the media information may become available at different stages of a call within the LMISF.   Furthermore, the overall strategy of architecture considered within the study is to make the S-GW/BBIFF (which may well be co-located with the S-GW) functions simple. For that reason, S-GW/BBIFF delivers all IMS Signalling packets to LMISF and the examination of IMS signalling packets is done at the LMISF. 

Also, S-GW/BBIFF can change during an IMS session due to target’s mobility. Supplying the needed media information to the new S-GW/BBIFF in time can become an issue. In addition, the S-GW/BBIFF will have to have a design in place for the Media packets that it sees before it receives the media information from the LMISF (either directly or via LPCF). The same complexity exists when the media information changes during the call.   

Based on the above facts, this approach is not recommended as a solution.   

 7.2.14.3 Correlation within the LEMF

In this approach, no correlation is done by the VPLMN. Instead, if the entire Media packets (including the IP address and the port numbers) are sent to the LEMF, then perhaps, the LEMF can examine and correlate the IRI with the CC. 

This approach is not recommended as a solution since the approach will deviate the S8HR LI solution far from LI solution used for LBO case. The possibility is listed here to mention that it is a possibility.   

7.2.15 Key Issue #15: Signalling Compression
The solution approach requires the LMISF to have access to the dictionary and capabilities to detect compression. With those two functions, any compression present on SIP messages can be handled as described in clause 6.1.5.15.
7.3 Summary
The following table compares each of the Key issues in the three solutions studied by providing references to the clauses where the solution approaches are described.  

	Key Issue 
	Solution #1
	Solution #2
	Solution #3

	#
	Description
	
	
	

	1
	 IMEI based interception
	Clause 6.1.5.1 
	 Clause 6.2.5.2
	Not applicable

	2
	SIP URI/TEL URI based interception
	Clause 6.1.5.2 
	Clause 6.2.5.2
	Not applicable

	3
	S8 GTP selection criteria
	Clause 6.1.5.3
	Clause 6.2.5.2
	Not applicable

	4
	Obtaining Network Provided Location
	Clause 6.1.5.4
	Clause 6.2.5.2
	Not applicable

	5
	Intra-access handover or anchor change
	Clause 6.1.5.5
	Clause 6.2.5.2
	Not applicable

	6
	Detecting unknown target signalling
	Clause 6.1.5.6
	Clause 6.2.5.2
	Not applicable

	7
	Intra/inter-PLMN undetectability
	Clause 6.1.5.7
	Clause 6.2.5.2
	Not applicable

	8
	Detecting implicit IMS registrations
	Clause 6.1.5.8
	Clause 6.2.5.2
	Not applicable

	9
	Retained Data
	Clause 6.1.5.9
	Clause 6.2.5.2
	Clause 6.3

	10
	Prevention of confidentiality protection usage
	Clause 6.1.5.10
	Clause 6.2.5.2
	Not applicable

	11
	Non-local number
	Clause 6.1.5.11
	Clause 6.2.5.2
	Not applicable

	12
	Non-3GPP codec or 3GPP codec in a non-3GPP mode
	Clause 6.1.5.12
	Clause 6.2.5.2
	Not applicable

	13
	Start of interception of an ongoing call
	Clause 6.1.5.13
	Clause 6.2.5.2
	Not applicable

	14
	Correlation of CC with IRI
	Not addressed; note 1
	Clause 6.2.5.1
	Not applicable

	15
	SIP signalling compression
	Clause 6.1.5.15
	Clause 6.2.5.2
	Not applicable


Note 1: This applies to the Solution #1.  In order to provide the correlation between CC and IRI, the LMISF will have to provide correlation information and the media identifier information as described in TS 33.107 to the S-GW/BBIFF. This may involve sending the information at various points during a call. Furthermore, the S-GW/BBIFF will have to examine each media packet before delivering the same to the DF3 along with the correlation information.   This may require a change to the solution approach described in clause 6.1.5.3. 
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