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Abstract of the contribution: The version 0.3.30, the architectural solution which was in clause 5 in version 0.2.20 has been moved to clause 6. With this move, some of the Key Issues described in clause 5 that were written based off of the architectural solution in clause 6 appear to be out of space. An updated version of 0.3.0 appears to correct this problem, but not in its entirety. Additional reshuffling will be required. This pCR moves some text from clause 5 to clause 6.  

*** Change 1 ****
6.1.3
Process Flow for Architectural Approach of Solution #1
*** Change 2 ****
6.1.5.2
Approach to key issue #2 – Tel-URI or SIP-URI targeted LI

Since use of TEL-URI or SIP-URI is the essential element of SIP identifying the calling and called parties, the methods used for identifying, retrieving, and reporting any communication associated with a targeted E.164 number can reuse the methods used for the LI service in the HPLMN as well as the LI service where LBO roaming is deployed in the VPLMN.

The following summarizes the key steps of solution #1's approach:
1.
The S-GW/BBIFF provides LMISF withal S8HR bearers carrying IMS signalling over Xia reference point.

2.
The LMISF receives over X1_1 interface the request to activate interception for a target Tel-URI/SIP-URI.

3.
When a call is established involving the target, the LMISF retrieves the Tel-URI/SIP-URI used for the VoLTE call from the IMS signalling retrieved from the signalling bearers received over Xia reference point.

4.
In case of matching between the Tel-URI/SIP-URI provided as target and the Tel-URI/SIP-URI retrieved for the VoLTE call, the LMISF provides the SIP messages for the VoLTE call being intercepted to the DF2 over X2 reference point.

5.
In the case of cc interception,the LMISF triggers the LPCF, via Xic to initiate cc delivery via X3 to the DF3.

6.
If cc is to be provided as part of the LI service, the LPCF then indicates the SG-W/BBIFF to start interception of media (content) for the call. The SG-W/BBIFF extracts the media stream packets for the given bearer and provides it to the DF3 over X3 reference point. 

7.
If LMISF receives the request to stop interception for a target Tel-URI/SIP-URI, the LMISF provides the information over Xic reference point to the LPCF.
8. The LPCF then indicates to the S-GW/BBIFF to stop interception of media (content) for the call. The S-GW/BBIFF stops extracting the media for the given bearer. 

*** Change 3 ****
6.1.5.3
Approach to key issue #3 – LI targeted S8 GTP selection criteria
For any particular inbound roamer where S8HR is deployed, the S8HR VoLTE bearers are always established to a dedicated IMS APN only used for VoLTE traffic. For roaming purposes, the form of the FQDN of the APN is standardized. Further distinction of the VoLTE signalling bearers' GTP tunnels and voice traffic GTP bearers can be distinguished by their QCI values, which are detailed in TR 23.749 [5].
The LMISF shall receive all S8HR IMS signalling extracted from signalling bearer GTP-U tunnels for all inbound roamers where S8HR is deployed. In addition, the LMISF shall maintain and track all IMS registrations, de-registrations and re-registrations.  Furthermore, the LMISF shall be informed of all IMS GTP-U tunnel tear downs, and shall keep a mapping of IMS identities to GTP-U tunnel ID. The LMISF shall trigger LI on applicable IMS Sessions when LI is activated for a target based on an IMS identity.

The following summarizes the key steps of solution #1's approach:
1.
The S-GW/BBIFF checks every GTP-C session management message to see if any P-GW FQDN matches HPLMNs where S8HR is deployed and the APN is an IMS standardized APN.

2.
If there is a match, then the S-GW checks the Bearer Level QOS to distinguish the IMS signalling bearers from the IMS media (content) bearers.

3.
For VoLTE (IMS) signalling bearers, the following steps occur:

a.
The S-GW/BBIFF sends an indication to the LMISF over the Xia reference point that an IMS signalling bearer (GTP session) has been created, modified or deleted along with both the bearer identity (e.g. TEID) as well as the associated IMSI.

b.
The LMISF sends an indication along with the bearer identify from step 3a to the LPCF over Xic

c.
The LPCF sends to the S-GW/BBIFF a TFT rule to activate extraction and delivery of the GTP session specified in step 3b to the LMISF over the Xib reference point. The action in the TFT rule is to provide a copy of all the signalling bearer traffic to the LMISF.

d.
The LIMSF handles the IMS signalling delivered from the S-GW/BBIFF over Xia as follows:

i.
If there is no active LI service targeting the user, then the LMISF retains SIP registration (registrar function) state changes.  The stored registrations will include any observed identity associations between IMS public user identities, private user identities, IMSIs and IMEIs that are available either in related SIP signalling or related EPC signalling in the VPLMN.

ii.
If there is an active LI service targeting the user based on the stored identity associations from step 3di, then the LIMSF reports on the IMS/SIP events to the DF2 over the X2 reference point as occurs at present in the LI service.

4.
For VoLTE (IMS) media/content bearers, the following steps occur:

a.
The S-GW/BBIFF sends an indication to the LMISF over the Xia reference point that an IMS media (content) GTP session has been created, modified or deleted along with both the bearer identity (e.g. TEID) as well as the associated IMSI.

b.
The LMISF will detect in the IMS/SIP RTP media session creation, modification or deletion during an active IMS/SIP session in the extracted SIP signalling from step 3d.

c.
If there is an active LI service targeting the user based on the stored identity associations from step 3di and content is to be delivered to the LEA, then the LMISF will send a notification to the LPCF via the Xic reference point with the bearer identities from step 4a to start extracting the communication content and delivery to the LEA.

d.
The LPCF sends to the S-GW/BBIFF a TFT rule to activate extraction and delivery of the GTP session specified in step 4a to the SW/BBIFF over the Xib reference point.  The action in the TFT rule is to provide a copy of the media traffic on the specified bearers to the DF3 over X3.

e.
The S-GW/BBIFF starts the delivery of RTP media (content) extracted from the GTP IMS media tunnels to the DF3 via the X3 reference point based on the TFT rules from step 4d.

Editor's Note: SA2's work on DECOR and eDECOR may provide some opportunities for optimizations of this. If this is the case, a description on high level use should be included.

Editor's Note: The issue of what needs to be extracted from the media bearers in DF 3 needs to be established – in essence the bearer identities, which may be IP port/address pairs, the RTP media flow identities within the bearer tunnels, which may be the inner IP port/address pairs, along with the correlation identifier to include in the DF3 delivery to LEAs for the usual DF2/DF3 correlation.

*** Change 4 ****
6.1.5.4
Approach to key issue #4 - Obtaining network provided location
6.1.5.4.1
Obtaining location

The LMISF obtains the target's location from other network elements in the VPLMN for a targeted inbound roaming user where LBO is deployed.  In the following clauses, example flows are highlighted showing the application to the S8HR LI service network elements.
6.1.5.4.2
MME provided location

The following summarizes the key steps when the source of network provided location is the MME;
1.
The MME includes user location information in Modify Bearer Request messages sent to S-GW/BBIFF at least for all inbound roaming users. 

2.
The S-GW/BBIFF forwards this information to LMISF via the Xia reference point.

3.
The LMISF retains the updated user location information for all registered inbound roaming users where S8HR is deployed.

4.
The LMISF retrieves the stored location information and delivers it to the DF2 via the X2 reference point with the appropriate call state event report.

6.1.5.4.3
LCS provided location 

In this approach the target’s location is obtained by means of the Lawful Access Location Services (LALS) currently under development in 3GPP Release 13/14 (see TS 33.107 [3], clause 19).

*** Change 5 ****
6.1.5.5
Approach to key issue #5 - Intra-access handover or anchor change impact
6.1.5.5.0 
General

a. Scenario 1: Multiple LMISFs
In case of S-GW relocation, the LMISF may change as well. If the IMS session is started let’s say under SGW1, the LMISF1, based on the analysis of the IMS bearer is able to recover SIP signalling and may start sending intercepted SIP messages over X2. If at time t1, the target moves to S-GW2, LMISF2 will start receiving the bearer from S-GW2 but at that point in time LMISF2 needs to recover IMS related information, which LMISF2 didn’t receive when the VoLTE call was started.
· A new interface/reference point is needed between LMISFs to allow the transfer of IMS information retrieved from LMISF1 to LMISF2 in case a S-GW relocation occurs. 

· The S-GW relocation procedure, controlled by the MME shall be enhanced. In case a S-GW relocation occurs, the MME, which is in charge to control the whole S-GW relocation, will provide the S-GW2 with LMISF1 address, so allowing LMISF2 to contact LMISF1 over the new interface and retrieve the needed information.

· The MME shall store the LMISF address as part of the UE context. This will also solve issues related to possible MME relocation indicated in clause 5.5.1.
Editor’s Note: These requirements impact the S-GW relocation and MME change and needs to be addressed by SA2.
b.
Scenario 2: Centralized LMISF

In case of S-GW relocation, the LMISF will not change. The new S-GW shall interface the same LMISF by using the Xia interface.
NOTE:
which scenario is applicable is a network implementation option.

6.1.5.5.1
Scenario 1: Multiple LMISFs

1.
When the UE connects to the EPC network, the MME shall store the LMISF address, provided by the S-GW, as part of the UE context.
2.
The LMISF1 and LMISF2 addresses shall be provided in the GTPv2 signalling used during S-GW relocation or MME change as follows:
a.
The LMISF1 addresses shall be provided to the new SGW (S-GW2) in the GTPv2 Create Session Request signalling. 
b.
The S-GW2 shall provide the LMISF1 address to the LMISF2.
3.
LMISF2 shall retrieve the IMS information over a new inter-LMISF interface and inform S-GW2’s LPCF of the required policies. 
4.
S-GW2 then continues with bearer modification procedure towards PDN-GW. This will allow LI functionality to not miss any traffic.
5.
S-GW2 includes LMISF2 address in Create Session Response.
6.1.5.5.2
Scenario 2: Centralized LMISF

1.
After the S-GW relocation, the new S-GW will start sending IMS related bearers to the LMISF.

6.1.5.6
Approach to key issue #6 - Detecting targeted signalling unknown or unrecognized by the VPLMN

The following summarizes the key steps of this approach:

1.
The LMISF provides the operator policy function for detecting unknown or unrecognized IMS/SIP protocol aspects not otherwise given IMS/SIP error treatment.

2.
The LMISF initiates the action specified by operator policy when an unknown or unrecognized IMS/SIP protocol aspect is detected and not otherwise given an IMS/SIP error treatment.  This can include but not limited to OAM&P element interaction for offline actions, reporting the elements to the LEA and/or initiate PCC controls to terminate any IMS sessions for the user.

*** Change 6 ****
6.1.5.7 Approach to key issue #7 – Maintaining intra-PLMN and inter-PLMN LI undetectability

Editor’s Note: The text needs to be drafted. 
*** Change 7 ****
6.1.5.8 Approach to key issue #8 –Detecting implicit IMS registrations 
All public identities registered for a UE will be available at the LMISF.   
According to 24.229 [2], sub-clause 5.4.1.2.2.F, the registered distinct public user identity and its associated set of implicitly registered public user identities is sent to UE from S-CSCF in the "200 (OK)" message. Thus, this information is available in the LMISF. 
The LMISF tracks both IMS registration requests as well as the registration responses, in order to be able to make sure all implicitly registered IMS user identities are tracked.
*** Change 8 ****
6.1.5.9 Approach to key issue #9 – Retained Data 

All SIP signalling shall be available at the LMISF. 
All SIP signalling are stored, and hence, have all relevant data and can produce the retained data records.
*** Change 9 ****
6.1.5.10
Approach to key Issue # 10 - Prevention of unwanted use of confidentiality mechanisms

LMISF receives a copy of all traffic the IMS signalling bearers belonging to all inbound roamer. If the LMISF detects non-SIP traffic on the signalling bearer, this may be due to encryption of the SIP signalling traffic. LMISF informs LPCF, which then acts according to VPLMN policy, which is enforced by S-GW/BBIFF. 

LMISF is also aware of SIP IEs used for setting up media plane security, i.e. SDP offer, cf. TS33.328[xx]. If the LMISF detects such IEs, LMISF informs LPCF, which then acts according to VPLMN policy, which is enforced by S-GW/BBIFF.
*** Change 10 ****
6.1.5.11
Approach to key Issue # 11 – Non-local number  
Editor’s Note: The text needs to be drafted.
*** Change 12 ****
6.1.5.12
Approach to key issue #12 – Non-3GPP codec or 3GPP codec in a non-3GPP mode in CC

Editor’s Note: Text need to be drafted. 
*** Change 13 ****
6.1.5.13
Approach to key issue #13 – Start of interception with ongoing VoLTE call

The LMISF shall store some IMS information retrieved at setup and during the session, as the P-CSCF is required to do in case of LBO, as specified in 3GPP TS 33.107 (clause 7A.3.1) [3], hence the LMISF needs to get the GTP-U related to the S8HR IMS signalling bearer for all VoLTE inbound roamers even if they are not target of interception. In case LI is activated for an inbound roamer over X1_1 interface (thus becoming a target), the LMISF shall check to see whether any VoLTE call is active on that target; in such case, LI shall start for the ongoing VoLTE call.

Information to be stored by the LMISF and events to be reported over X2 interface are the same as for a CSCF, as specified in 3GPP 33.107 (clause 7A.3.1) [3]. 
*** Change 14 ****
6.1.5.14
Approach to key issue #14 - Correlation of CC with IRI  
Editor’s Note: Text need to be drafted. 

*** Change 15 ****
6.2.5.1
Approach to key issue #14 - Correlation of CC with IRI
*** Change 16 ****







*** End of all changes ****
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