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************  CHANGE 1  **************
7.4
Packet Data related events

7.4.1
Mobile Station Attach

For attach an attach-event is generated. When an attach activation is generated from the mobile to serving 3G G SN this event is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Failed attach reason

	IAs (if applicable)


7.4.2
Mobile Station Detach

For detach a detach-event is generated, this is for the common (end) detach. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	IAs (if applicable)


7.4.3
Packet Data PDP context activation

When a PDP context activation is generated a PDP context activation-event is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	Failed context activation reason

	IAs (if applicable)

	Initiator (optional)

	QoS (optional)

	NSAPI (optional)


7.4.4
Start of interception with PDP context active

This event will be generated if interception for a target is started and if the target has at least one PDP context active. If more than one PDP context is open, for each of them an event record is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	Old Location Information (optional)

	IAs (if applicable)

	QoS (optional)

	Initiator (optional)

	NSAPI (optional)


Presence of the optional Old Location Information field indicates that PDP context was already active, and being intercepted. However, the absence of this information does not imply that interception has not started in the old location SGSN for an active PDP context. 

Start of interception with PDP context active shall be sent regardless of whether a Start of interception with mobile station attached has already been sent.

7.4.5
Packet Data PDP context deactivation

At PDP context deactivation a PDP context deactivation-event is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type

	Event Time

	Event Date

	Correlation number

	Access point name

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Deactivation cause

	Initiator (optional)

	NSAPI (optional)

	ULI Timestamp


7.4.6
RA update

For each RA update an update-event with the elements about the new location is generated. New SGSN shall send the event, and the old SGSN may optionally send the event as well. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (only for the new SGSN)

	Old Location Information (only for the old SGSN)

	IAs (if applicable)


NOTE:
Once target moves out of the interception area, an RAU event reported by the old SGSN may not be comprehensive since normally, the old SGSN does not receive the new SGSN's RAI, while the new SGSN does receive the old SGSN's RAI from UE with the RAU Request message.

7.4.7
SMS

For MO-SMS the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall occur either when the 3G SGSN receives the SMS from the target MS or when the 3G SGSN receives notification that the SMS-Centre successfully receives the SMS; for MT-SMS the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall occur either when the 3G SGSN receives the SMS from the SMS-Centre or when the 3G SGSN receives notification that the target MS successfully received the message. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	SMS

	SMS Initiator

	IAs (if applicable)


7.4.8
Packet Data PDP context modification

This event will be generated if an active PDP context for the target is modified. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Initiator

	QoS


7.4.9
Serving System

The Serving System report event is generated at the HLR, when the HLR has detected that the target has roamed. The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving System Address


7.4.10
Start of interception with mobile station attached

This event will be generated if interception has started for the already attached target. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	IAs (if applicable)


7.4.11
Packet Data Header Information 

7.4.11.0
Introduction

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.  

7.4.11.1
Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target.  These elements will be delivered either directly to DF2 or via another network entity if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	PDP address of observed party

	Event Type

	Event Time

	Event Date

	Correlation Number

	Access Point Name

	PDP Type

	Network Element Identifier

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)


7.4.11.2
Packet Data Summary Report

This event is used to report:

1)
the source and destination information derived from the packet headers, including:

a)
source and destination IP Addresses,

b)
IP next-layer protocol,

c)
Layer-4 ports, and

d)
Flow label, if the packet is IPv6

2)
summary information for the number of packets and bytes transmitted or received by the target for each unique packet flow within a PDP context,  and 

3)
the date and the time of the first and last packets associated with that packet flow.  A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol, and PDP Context.

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.    

The event provides packet summary reports for each unique packet data session (PDP context) and packet flow, and is triggered by one of the following:

-
start of a packet flow associated with a PDP Context

-
an interim report for a packet flow associated with a PDP Context is to be reported

-
end of a packet flow associated with a PDP Context (including end of the PDP Context itself).

An interim report can be triggered by

-
The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;

-
A per-intercept configurable count threshold is reached;

These elements will be delivered either directly to DF2 or via an MF for each packet flow if available:
	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	PDP address of observed party

	Event Type

	Event Time

	Event Date

	Correlation Number

	Access Point Name

	PDP Type

	Network Element Identifier

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)


If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[39].

If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [40].

If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.
7.4.12
HLR subscriber record change
This event will be used to report any change of association between IMSI or MSISDN of the target.

The following elements, such as old and new IMSI or MSISDN will be delivered to DF2, if available: 
	New observed MSISDN 

	New observed IMSI 


	Old observed MSISDN 

	Old observed IMSI 

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HLR id...)

	IMSI or MSISDN change type

	Other update: carrier specific


7.4.13
Cancel location

This event "Cancel Location" will be used to report to DF2 when HLR send to SGN one cancel location or purge to serving system.

The following elements such as the previous serving system of the target will be delivered to DF2:

	Observed MSISDN 

	Observed IMSI 


	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HLR Id...)

	Previous serving system identifier (VPLMN id…)


7.4.14
Register location

This event will be used to report one update location message to the HLR for a target. The elements of previous and current serving system ID will be delivered to DF2, if available: 
	Observed MSISDN 

	Observed IMSI 

	Event Type 

	Event Time 

	Event Date

	Network Element Identifier (HLR id...)

	Previous serving system identifier (Previous VPLMN id)

	Current serving system identifier (Current VPLMN id)


7.4.15
Location information request
This event will be used to report any location information of the target request activity.

The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to DF2, if available:

	Observed MSISDN 

	Observed IMSI 


	Requesting network identifier (country identifier included)

	Requesting node type

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HLR id...)


7.4.x
LCS update

For each LCS update an update-event with the elements about the new location is generated. LCS shall send the event. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information 

	Old Location Information

	IAs (if applicable)


************  END of CHANGE  **************

