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************  CHANGE 1  **************
7.3
Provision of Intercept Related Information

7.3.0
General
Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, Serving System, Packet Data Header Information, and SMS events.

Other HLR, LCS related and Serving System events reporting are national options.

Packet Data Header Information reporting is a national option.  

Figure 21 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the 3G GSN, LCS or the Home Location Register (HLR) sends the relevant data to the DF2. For Packet Data Header Information reporting, a 3G GSN either isolates the relevant data and sends it to the DF2 or sends the packet stream to another entity in the network (e.g., DF3) for isolation which then provides the relevant data to the DF2.

See clause 7A for multi-media Intercept Related Information produced at the CSCF.
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Figure 21: Provision of Intercept Related Information

7.3.1
X2-interface

The following information needs to be transferred from the 3G GSN, LCS or the HLR to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (MSISDN, IMSI, IMEI);

-
events and associated parameters as defined in clauses 7.3.2 and 7.4 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception;
-
Correlation number;

-
Quality of Service (QoS) identifier;
-
Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.

The 3G GSN detects packets containing packet data header information in the communications path but the information needed for Packet Data Header Information reporting may need to be transferred from the 3G GSN either directly to the DF2 or via another entity in order to allow the DF2 to perform its functionality.

7.3.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the 3G GSN, LCS or the HLR and can be suppressed in the DF2.

The following events are applicable to 3G SGSN:

-
Mobile Station Attach;

-
Mobile Station Detach;

-
PDP context activation; 

-
Start of interception with mobile station attached (national option);

-
Start of intercept with PDP context active;

-
PDP context modification;

-
PDP context deactivation;

-
RA update;
-
SMS;

-
Packet Data Header Information.

NOTE:
Void

3G GGSN interception is a national option. Location information may not be available in this case. If interception is performed at the 3G GGSN, then Packet Data Header Information reporting shall also be performed at the 3G GGSN and not at the 3G SGSN.

If 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then both the SGSN and the GGSN shall perform the interception of intercept related information.

When the SGSN connects an UE to a S-GW through the S4 interface ([10]), the SGSN is not required to report events PDP context activation (successful), Start of intercept with PDP context active, PDP context modification, PDP context deactivation; the SGSN shall report unsuccessful PDP context activation event.

The following events are applicable to the 3G GGSN:

-
PDP context activation;

-
PDP context modification;

-
PDP context deactivation;

-
Start of interception with PDP context active ,

-
Packet Data Header Information.

The following events are applicable to the HLR:

-
Serving System,

-
HLR subscriber record change; 
-
Cancel location; 
-
Register location; 
-
Location information request..

The following events are applicable to the LCS:; 
-
Location information request;

-
Location Update

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from 3G GSN, LCS or HLR to DF2, perhaps via a MF in the case of Packet Data Header Information. Available IEs from this set of elements as shown below can be extended in the 3G GSN or HLR, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

Table 2: Information Events for Packet Data Event Records

	Observed MSISDN

MSISDN of the target.

	Observed IMSI

IMSI of the target.

	Observed IMEI

IMEI of the target,it shall be checked for each activation over the radio interface.

	Event type

Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with PDP context active, PDP context deactivation, SMS, Serving System, Packet Data Header Information, Cell and/or RA update, HLR subscriber record change, Cancel location, Register location, Location information request.

	Event date

Date of the event generation in the 3G GSN or the HLR.

	Event time

Time of the event generation in the 3G GSN or the HLR. Timestamp shall be generated relative to GSN or HLR internal clock.

	PDP address

The PDP address of the target . Note that this address might be dynamic. In case the PDP type is IPv4v6, the parameter may carry two IP addresses.

	Access Point Name

The APN of the access point. (Typically the GGSN of the other party).

	Location Information

Location Information is the Service Area Identity (SAI), RAI and/or location area identity that is present at the GSN or present in the LCS at the time of event record production. Country and network IDs can be considered as location information.

	Old Location Information

Location Information of the subscriber before Routing Area Update, or present in the LCS

	PDP Type

The used PDP type.

	Correlation Number

The correlation number is used to correlate CC and IRI.

	SMS

The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre address.

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Failed attach reason

Reason for failed attach of the target.

	Failed context activation reason

Reason for failed context activation of the target .

	IAs

The observed Interception Areas.

	Initiator

The initiator of the PDP context activation, deactivation or modification request either the network or the 3G MS.

	SMS Initiator

SMS indicator whether the SMS is MO or MT.

	Deactivation / termination cause

The termination cause of the PDP context.

	QoS

This field indicates the Quality of Service associated with the PDP Context procedure.

	Serving System Address

Information about the serving system (e.g. serving SGSN number or serving SGSN address).

	NSAPI

Network layer Service Access Point Identifier

The NSAPI information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane.

This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [14], Annex F.

	ULI Timestamp

Indicates the time when the User Location Information was acquired.

The parameter is specified in 3GPP TS 29.060 [37].

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count 

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.  

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

	Other update: 

Carrier specific information related to its implementation or subscription process on its HLR


************  END of CHANGE  **************
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