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[bookmark: _Ref96274622]Introduction

The incoming LS from RAN plenary requests information on lawful interception solutions approaches currently under consideration in order to assess their impact on the RAN. This contribution highlights some aspects of the ProSe security architecture relevant to lawful interception and suggests a response to the incoming LS. 

Discussion
While traditionally lawful interception occurs within the network core [1], ProSe introduces out of coverage services both for single UE-to-UE communication and one-to-many group communication. Invariably this moves the point of interception for out of coverage scenarios outside the network and to the RAN.
In [2] the case of out of coverage group communication is investigated. It is observed following agreements in SA2, UE’s are pre-configured with ProSe UE configuration parameters including group security material and assumes this provides sufficient information for a pre-provisioned UE operated by a LEA to perform lawful interception. However such an assumption results in undesirable security properties in order to support mid-call interception. 
In particular since a LEA operated UE could derive the session key at any time during a communication based solely on the pre-provisioned information, then it follows if the pre-provisioned information of any UE in the group is leaked, then the group communication is vulnerable until the configuration parameters of every UE in the group are re-provisioned. 
As is done in many communication systems today, one way of mitigating this risk could be to deriving the session key partially from the pre-provisioned configuration information and partially from information not pre-provisioned but made available to UEs at call set up. However whether this or any alternative approach to providing key freshness can be modified to support mid-call interception and whether such a modification would impact RAN requires further investigation.

An alternate approach outlined in [2] is to disable the out of coverage service and force UE to reconnect to the network. Unfortunately this would break the following LI requirement [3] as being forced to rejoin the network is a detectable event: 
· Interception shall be performed in such a manner as to avoid detectability by the Target or others.

Conclusion
This contribution raises unresolved issues concerning the case of direct one-to-many out of coverage ProSe communication.
It is therefore proposed to inform RAN plenary further progress on security aspects in SA2 and SA3 are necessary before SA3-LI can conclude on potential impacts to the RAN. 
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