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1. Overall Description:

SA3-LI wishes to provide input to SA2 based on lawful interception (LI) requirements relative to ProSe.  

SA3-LI would like SA2 to take the following into account for ProSe-based services.
1. For Lawful Interception purposes, target communications must be identified and associated w/the target.  Specifically in the case of a ProSe UE-Network relay, the ability of the operator/core network to separately identify the remote UE versus relay UE is critical to correctly identifying the target of communications.  Consequently, SA3-LI would kindly request SA2 to ensure that the work on the ProSe Relay functionality support the ability of the network operator/core network to identify the actual originating/terminating ProSe UE behind the ProSe Relay.  
2. Consider developing mechanisms to enable direct communications and associated signalling to/from the target (e.g., ProSe UE) to be made available in the network for LI (and other) purposes.   These mechanisms can be toggled (enabled/disabled per target and, if possible, per service) and should be designed as undetectable as possible (i.e., SA3-LI recommend a generic/multipurpose mechanism to minimize LI detection). According to 3GPP TS 33.107, the following EPS nodes can provide LI functionality:  S-GW, P-GW, and MME.  If needed, the ProSe Function can also be considered for LI purposes. 

2. Actions:

To SA2
ACTION: 
SA3-LI kindly requests SA2 to take the above information account in developing ProSe. 
3. Date of Next SA3-LI Meetings:

SA3-LI#53
29 April-01 May, 2014
New Orleans, LA, USA

SA3-LI#54
22 – 24 July, 2014
Amsterdam, Netherlands

