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1. Introduction
Post SA3LI#51 an email discussion on Proximity Services (ProSe) started, with several commenters and issued raised.  The following discusses ProSe Services from LI Services requirement view point, and whether they are aspects in ProSe that need changes within the LI standards from this operators view point.
.
2. Discussion
When reviewing SA2 draft TR 23.703 which is evaluating the architectural issues of ProSe, we can start to see some aspect that SA3LI may need to review and or comment on.
TS23.703, Section 4.2 Architectural Requirements;

· accommodate the ProSe related security functions related to privacy, support for regulatory functions including Lawful Interception, and authentication upon ProSe discovery and ProSe communication; enable the operator to authorize and authenticate the third party applications before making use of the ProSe feature;

The Solution shall support ProSe direct communications without need of ProSe discovery (as defined in TS 22.278 [3]
The statement defines 2 services, Discovery and Communications.

The last requirement may be intended for Public Safety, for in a commercial system the network operator should always have network control, and thus ProSe discovery.
5.5.1
General description

Relays are specific to public safety use cases. The relays can be used for both ProSe communication one-to-one and one-to-many.

6
Solutions

This section describes several solutions to the architecture issues listed in section 5

6.1.1.2.4.2
Lawful Interception

The Lawful Interception requirements and related procedures will be defined by SA WG3 LI Group.

This is iterates in several of the solutions proposals.  They are expecting SA3LI to have solutions as well.
6.1.2
Solution D2: Solution for direct discovery
NOTE 2:
A "private expression code" is essentially an application-specific identity that hides the real identity of the user and provides identity confidentiality. A ProSe-enabled application in the UE can retrieve only the private expression codes for the friends received in step 2
Will new identities be required for TS 33.108?  Will this require access to the ProSe Servers, or is the information available at existing LI nodes?
Application identities will also describe a subservice associated with the communications, ie Service X

6.1.4
Solution D4: EPC-level ProSe discovery

In this solution a ProSe Function resides in the EPC and has the following functions:

-
stores subscriber's ProSe profile;

-
acts as a location services client (LCS client or SLP client);

-
interacts with a Third party App Server (AS) via the PC2 reference point;

-
interacts with the UE via the PC3 reference point;

-
communicates with ProSe Function peers in other PLMNs over the PC6 reference point to support cross-PLMN EPC-level ProSe discovery scenarios;

-
provides the UE with information to assist with WLAN Direct discovery and WLAN Direct communication;

-
may have interfaces to the charging architecture.

The 3rd party App Server hosts the following functions:

-
stores user's profile for applications relying on ProSe service (e.g. application IDs, authentication credentials, user's discovery settings per application, a list of application IDs and ProSe IDs of buddies per application, etc.);

-
interacts with both UE (out of 3GPP scope) and ProSe Function (in 3GPP scope).

It is assumed that the user has a permanent user identifier for ProSe service referred to as its "ProSe ID". The ProSe ID is encoded in a way that identifies both the user and the PLMN to which it is subscribed (e.g. user@operator.com) and may also include a reference identifying the ProSe Function (e.g. user@proseserver.operator.com). Although an existing permanent identifier (e.g. SIP URI) could be used as the ProSe ID, it is preferable to use a ProSe-specific user identifier in order to prevent unnecessary sharing of user identifiers with the 3rd party Application Server.
Will the ProSe Server require a LI interface, or are ID and Locations services available elsewhere in the network and served by LI components today?

6.1.4.2.1
Overall call flow for EPC-level ProSe discovery
1.
UEs register for ProSe with the ProSe Function residing in their Home PLMNs;

2.
UE A makes a proximity request for UE B, i.e. requests that it be alerted for proximity with UE B (possibly indicating a window of time during which the request is valid). ProSe Function A can request periodic updates from ProSe Function B regarding UE B's location, or it can request an update whenever UE B moves beyond a given threshold;

3.
UE locations are reported to the ProSe Functions intermittently. Whenever ProSe Function A receives a location update from ProSe Function B, it performs proximity analysis on UE A and UE B's locations;

4.
When ProSe Function A detects that the UEs are in proximity, it informs UE A that UE B is in proximity and provides UE A with assistance information for WLAN Direct communications with UE B. ProSe Function A may inform ProSe Function B, which in turn informs UE B of the detected proximity and provides UE B with assistance information for WLAN Direct communications with UE A (this is optional when the procedure is used for EPC-level discovery only).

Editor's note:
It is FFS whether the existing GMLC capability for location calculation can be re-used for proximity analysis on UE A and UE B's locations in step 3
Is the capability of determining “proximity” in step 3, especially to Associates, a parameter that may need to be transferred to LEA?

With WLAN Direct capabilities, information is to be defined for LI when proximity analysis is calculated.
6.1.4.2.4
UE Location Reporting

6.1.4.2.4.1
Specific to the architecture using C-plane location services

TS 23.271 [9] stipulates that if a UE is in idle mode when a location report is requested, the network will bring the UE into connected mode to perform location estimation. However, it would be preferable if an LCS client (e.g. the ProSe Function) could indicate whether the network should bring the UE into connected mode for location estimation or defer location estimation until the UE is again in connected mode with the option of returning the UE's latest location estimate (w/ time stamp) in the meantime. This additional attribute in the LCS Location Reporting Request is referred to as "Idle/Connected Sensitivity" and is expected to be defined as an LCS enhancement. Here is an example of how the ProSe Function could make use of the proposed "Idle/Connected Sensitivity":
Issue is how long will it stay disconnected without a location update.  For some administrations, location tracking is a permitted function of a user even while idle.  Some guidance on this operation should be provided.

6.1.5
Solution D5: IMS based ProSe architecture
6.1.5.1.2.1.1
Reference point UE to ProSe Watcher Proxy Function - PC3
Uses Presence to trigger ProSe services, and in the model, WLAN direct mode.
We need to define LI capabilities.
6.1.8.2.2
ProSe ID allocation

The ProSe ID is a temporary user identity specific to an application instance of which the ID is assigned by the ProSe Server. Each application instance, to which proximity service can be provided, will be allocated a unique ProSe ID during the ProSe registration. The ProSe ID also indicates whether it is allocated for open discovery or restrictive discovery. For intra-MME mobility, the ProSe ID doesn't need to be reassigned. For inter-MME mobility, the application needs to perform ProSe registration and new ProSe ID is reassigned. In this case the new ProSe ID needs to be sent to application server and distributed to the friends who are allowed to discover this user.

Does LEA require capture of this ID?  PTMSI is likely still used for delivery to the device. Similar to 6.1.2 and 6.1.4 above
6.1.13
Solution D13: Network controlled ProSe discovery service
6.1.13.5
ProSe_Code
A ProSe_Code is allocated per UE and per application
New ID for every Service the user subscribes. Similar to above on ID’s
6.1.13.9
Solution Evaluation
Pros:

-
the Lawful Interception e.g. of the discovery proximity results, which are made available to the UE via SGi interface, whilst in other solutions are made directly available to UEs without possibility of intercept.
Implies an LI interface is required on this interface.  It hints at only IRI information, and not CC but this section is Discovery.
6.2
ProSe Communication

6.2.4
Solution C4: Network-authorized LTE direct communication (one-to-one)
6.2.4.7.1
Lawful interception

In this solution this is based on the disabling of the direct Path so that traffic goes via the EPC. Then the interception is happening as normal over the EPC and should be transparent to user since this is controlled from the network like e.g. SIPTO activation. The detailed requirements and procedures will be defined in SA WG3 and SA WG3-LI Group.

Requirements and procedures are expected from SA 3LI.

Main concern is Detect-ability of an active intercept based upon the solution proposed see below.
6.3
ProSe Relays
6.3.10
Solution R10: L2 ProSe UE-to-Network Relay with Bearer sharing

It is assumed that this is a Public Safety service.

Collection of location and other parameter, as the target is using the relay through another device which may not be subject to active capture? For LI support are there any hints the network might set , ip address, apn, etc that may used by the user to determine they are an active target?
Reporting the relay function,
6.5
EPC Support for WLAN Direct Communications
Uses WLAN as Device to Device rather than LTE

Issues is user experience, and whether a Active tap can be detected. Whether disabling the Devices WLAN direct mode will allow the user to detect an active tap
In some administrations, use of WLAN may be considered Personal use, while in others, the Service Provider is the enabler providing a service layer to complete the communications and is thus a Service provider service for the WLAN service, and subject to LI.

What parameters need to be captured, and or controlled for an active Intercept?
--------------------------------------------------------------------------------------------------------------------------------
In TS33.106, Section 5.2.1.3 Security of the Process; “To be effective, interception must take place without the knowledge of any party to the communication.”

If the quality or bandwidth in Direct mode is always higher than in Network Assist Mode, the user experience may provide a hint to an active interception.

If the user can detect Direct mode and Network Assist modes, either via the user interface then the user may determine an active intercept as proposed in 6.2.4.7.1 above.
3. Proposal

Review some of the proposed solutions 
4. Recommendation
Discussion on proposed architecture issue that may affect Legal Intercept of ProSe communications.
