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Introduction

3GPP along with ETSI M2M have been working on Machine Type Communications (MTC) for some time. While MTC devices (eg in smart meters) share some capabilities with normal 3GPP UEs, they usually do not provide CS or direct voice capabilities. Therefore from an LI perspective many of these MTC devices will be of little or no interest to law enforcement. However, it is important that 3GPP and MTC technology in general supports the possibility of LI in instances where it is required. 

In most countries there is a mandatory requirement to be able to intercept communications based on MSISDN, IMSI & IMEI. For the purpose of this tdoc it is assumed that MSISDN is not applicable to many MTC devices as they are data only devices. IMSI based intercept should be supported ok as per traditional UEs based on MTC specifications in 3GPP as defined in 22.368 (Stage 1) and 23.368 / 23.682 (Stage 2).
MTC devices will typically use embedded UICCs with the ability to change subscription remotely over the air. Therefore the most predictable identity for identifying an MTC device is the hardware device ID which should remain static for the life of the MTC device.  TS 22.268 defines a new MTC device identity which is largely intended to provide identification of the device at the applicable layer (eg serial number of the smart meter) but the format of this is not specifically defined in 3GPP. This ID may be of use in some LI scenarios, so it may be necessary to extend 33.107 and 33.108 to support MTC device ID as a target identity, accepting the issue of lack of hard format.

Unfortunately while IMEI is in theory required, there are currently some issues. Firstly, while TS 22.268 requires the MTC device to support standard UE features (which would include IMEI), it doesn’t specifically mandate it to be present. Secondly the IMEI includes a manufacturer ID field. Many MTC device manufacturers are unlikely to have a registered IMEI manufacturer ID and therefore cannot use the IMEI as currently defined. Thirdly the IMEI is only 14 usuable digits long. If each household was to have a few as 10 smart devices, it is clear that MTC devices would very quickly exceed the total IMEI range, assuming it was just an unformatted / constrained number. Therefore as currently specified in R12, IMEI cannot potentially be used reliably for LI targeting of all MTC devices.
Conclusions
Given the importance of IMEI interception capabilities to LEAs, SA3-LI should request that SA1 clarify their specification to make support of IMEI as per standard UEs explicitly mandatory. Additionally SA3-LI should ask CT4 to confirm the impact of potential IMEI range exhaustion and any expected applicable formatting changes required.
