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3GPP™ Work Item Description

Title *
 : Lawful Interception Rel-12

Acronym *
 : LI12

Unique identifier *
 : 570032

1
3GPP Work Area *

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items

2.0
Primary classification *

This work item is a … *

	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	470020
	Study on Alternatives to E.164 for Machine-Type Communications  (FS_AMTC)
	Outcome may result in LI feature changes or additions being required

	530054
	Study on Mobile Relay for E-UTRA (FS_LTE_mobRelay)
	Outcome may result in LI feature changes or additions being required

	570035
	Study on Security Assurance Methodology for 3GPP Network Elements (FS_SECAM)
	Outcome may result in LI feature changes or additions being required

	560039
	Study on IP Flow Mobility support for S2a and S2b Interfaces (FS_NBIFOM)
	Outcome may result in LI feature changes or additions being required

	410043
	Study on Multi Access PDN connectivity and IP flow Mobility (FS_MAPIM)
	Outcome may result in LI feature changes or additions being required

	560037
	Study on Optimized Offloading to WLAN in 3GPP-RAT mobility (FS_WORM)
	Outcome may result in LI feature changes or additions being required

	510061
	Study on S2a Mobility based on GTP and WLAN access to EPC (FS_SaMOG)
	Outcome may result in LI feature changes or additions being required

	490034
	Study on IMS based Peer-to-Peer Content Distribution Services (FS_IMS-P2P_CDS)
	Outcome may result in LI feature changes or additions being required

	500035
	Study on Continuity of Data Sessions  to Local Networks (FS_CSN)
	Outcome may result in LI feature changes or additions being required

	480032
	Study on enhancements for Machine-Type Communications (FS_MTCe)
	Outcome may result in LI feature changes or additions being required

	590032
	Study on RAN aspects of Machine-Type and other mobile data applicatiojns Communiction enhancements (FS_MTCe_RAN)
	Outcome may result in LI feature changes or additions being required

	530044
	Study on Proximity-based Services (FS_ProSe)
	Outcome may result in LI feature changes or additions being required

	580038
	Study on LTE Device to Device Proximity Services (FS_LTE_D2D_Prox)
	Outcome may result in LI feature changes or additions being required


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) *


	Unique ID
	Title
	Nature of relationship

	490030
	SIPTO Service Continuity of IP Data Session (SIPTO_SC)
	Outcome may result in LI feature changes or additions being required

	520027
	IMS Network-Independent Public User Identities (INIPUI)
	Outcome may result in LI feature changes or additions being required

	570021
	Further enhancements to H(e)NB mobility – Part 3 (EHNB_enh3)
	Outcome may result in LI feature changes or additions being required

	570008
	Interworking between a PLMN with WLAN to access the EPC and a PDN (Stage 3) (SAES_WLAN_EPC_intwk)
	Outcome may result in LI feature changes or additions being required

	560030
	Extended IMS media plane security features (Stage 2) (eMEDIASEC)
	Outcome may result in LI feature changes or additions being required

	520031
	Security enhancements for usage of Generic Bootstrapping Architecture (GBA) from the browser (Stage 2) (Web_GBA)
	Outcome may result in LI feature changes or additions being required

	560026
	WLAN Network Selection for 3GPP :Terminals (WLAN-NS)
	Outcome may result in LI feature changes or additions being required

	560025
	IMS Business Trunking for IP-PBX in Static Mode of Operation (BusTI)
	Outcome may result in LI feature changes or additions being required

	560022
	Machine-Type and other mobile data applications Communications enhancements (MTCe)
	Outcome may result in LI feature changes or additions being required

	520029
	Short Message Service (SMS) submit and delivery  without MSISDN in IMS (SMSMI)
	Outcome may result in LI feature changes or additions being required

	500028
	LIPA Mobility and SIPTO at the Local Network (LIMONET)
	Outcome may result in LI feature changes or additions being required

	570027
	IMS access via Digital Video Broadcast – Return Channel via Satellite (IMSSat)
	Outcome may result in LI feature changes or additions being required

	560019
	Eplicit Communication Transfer Blind (ECT Blind) service interactions (ECTB)
	Outcome may result in LI feature changes or additions being required

	530042
	IMS-based Telepresence (IMS_TELEP)
	Outcome may result in LI feature changes or additions being required

	580059
	Proximity-based Services (ProSe)
	Outcome may result in LI feature changes or additions being required

	560020
	Group Communication System Enablers for LTE (GCSE_LTE)
	Outcome may result in LI feature changes or additions being required

	580065
	Mobile stereoscopic 3D services extensions (M3DC_Ext)
	Outcome may result in LI feature changes or additions being required

	580066
	IMS-based Streaming and Download Delivery Enhancements (IMS_SDE)
	Outcome may result in LI feature changes or additions being required

	580061
	Language and Modality Information for communications (LangInfo)
	Outcome may result in LI feature changes or additions being required

	580060
	Sequential Flexible Alerting (SEQ_FA)
	Outcome may result in LI feature changes or additions being required

	580062
	Web Real Time Communication (WebRTC) Access to IMS (IMS_WebRTC)
	Outcome may result in LI feature changes or additions being required

	580020
	IM-SSF Application Server Service Data Descriptions (IMS_SSFDD)
	Outcome may result in LI feature changes or additions being required

	580016
	Stage-3 SAE Protocol Development (SAES3, SAES3-CSFB, SAES3-non3GPP)
	Outcome may result in LI feature changes or additions being required

	580012
	Single Radio Voice Call Continuity (SRVCC) before ringing (bSRVCC)
	Outcome may result in LI feature changes or additions being required

	590043
	MBMS Improvements (MI)
	Outcome may result in LI feature changes or additions being required

	590044
	End-to-end MTSI extensions (E2EMTSI) 
	Outcome may result in LI feature changes or additions being required

	590014
	Dual Radio VCC enhancements (eDRVCC)
	Outcome may result in LI feature changes or additions being required

	580013
	IMS Stage-3 IETF Protocol Alignment (IMSProtoc6)
	Outcome may result in LI feature changes or additions being required

	600117
	HNB Positioning for UTRA(UTRA_HNB_Pos)
	Outcome may result in LI feature changes or additions being required


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … *

	X
	Stage 1 (go to 2.3.1)

	X
	Stage 2 (go to 2.3.2)

	X
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *


	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: *
 

Go to §3.

2.3.3

Stage 3 *

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification


	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: *
 

Go to §3.

2.3.4

Test spec *

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3 Justification *

SA WG3-LI will study all relevant function and services of Rel. 12 to fulfil the national requirements on interception.

LI Considerations are necessary at least for following topics: 

· IMS Media security,

· MTC

· IMS Enhancements
· EPS Enhancements
· Enhanced Location Reporting
· H(e)NB also with Local IP Access and Selected IP Traffic Offload

· Mobile Cloud

· Network Hardening / Common Criteria 

· GBA for web Services

· Enhancements to support GSMA VoLTE profiles

· Multi-media messaging services focussing on GSMA RCS and RCSe services

4 Objective *

The objective of this work item is to update lawful interception specifications for the latest Rel-12 architecture and services as described in the above justification.

The enhancements to specifications TS 33.106, TS 33.107 and  TS 33.108 addresses the additional work to specify LI Service Requirements, LI Architecture, LI functions and the HI2 (Intercepted Related Information) and the HI3 (Content) interfaces to delivery to the Law Enforcement Monitoring Facilities for 3GPP networks for Release 12. 

5
Service Aspects

SA WG3-LI will consider both traditional generic architecture based and service specific based interception in order to meet 3GPP LI requirements. However, SA WG3-LI have not specifically identified any impacts to 3GPP services at this time.

6
MMI-Aspects

No impact.

7
Charging Aspects

No impact.

8
Security Aspects

SA WG3-LI may require normative standardisation in SA WG3 security standards (eg IMS media security) to provide underlying security features to support LI capabilities specified by SA WG3-LI.

9
Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	X
	
	
	
	

	Don't know
	
	X
	X
	
	X


10
Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	33.106
	
	
	SA#62 Dec 2013
	Lawful Interception Requirements

	33.107
	
	
	SA#62 Dec 2013
	Lawful Interception Architecture and Functions

	33.108
	
	
	SA#62 Dec 2013
	Handover Interface for Lawful Interception

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s) *

	TS 33.106 Lawful interception requirements
	JASPERS, Koen
	PIDS

	TS 33.107 3G security; Lawful interception architecture and functions
	JASPERS, Koen
	PIDS

	TS 33.108 3G security; Handover interface for Lawful Interception (LI)
	Jacobson, Terry
	ALU


12

Work item leadership *



SA3

13

Supporting Individual Members *

	Supporting IM name

	BT Group Plc

	Telefon AB LM Ericsson

	Ministry of Economics and Technology (DE)

	Rogers

	National Technical Assistance Centre (UK)

	Ministere de l'economie des finances et de l'industrie (FR)

	PIDS (NL)

	AT&T

	Alcatel-Lucent

	VODAFONE Group Plc

	Federal Office for the Protection of the Constitution (DE)

	Technical Program Section (USA)

	Nokia Siemens Networks

	Research In Motion UK Ltd


�Consider the title of the work item carefully, and keep the text reasonably brief.  Avoid titles already in use, including in previous Releases.  Do not mention the intended Release in the title, since timescales may change and move the item to a later Release. Once assigned, avoid changing the title in any substantive way, even if this means the title no longer embraces the full scope of the intended work, as the contents of that work becomes clearer with the passage of time.


�This code will appear in the work plan and is to be used on Change Requests relating to this work item; see�"A word on WI codes/acronyms" at http://www.3gpp.org/Management/WorkPlan.htm . The code proposed by the originator of the work item may be changed at approval time by the TSG if the original proposal is deemed inappropriate.


�Leave this blank for new work items. For revisions, insert the unique_id value allocated by the Work Plan Coordinator; see �http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm .


�Put an X in one or more of the boxes.


�Put an X in one of the boxes in the table below. A work item must be classed as one and one only of the listed categories.  For more guidance, see 3GPP TR 21.900 §6.0.2.


�WIs are identified by their�	title: see guidance above �	unique_id: a numeric value which, once allocated, never changes�	alphabetic (or alphanumeric) code (acronym): for guidance, see "A word on WI codes/acronyms" at http://www.3gpp.org/Management/WorkPlan.htm .


�Identify any work, possibly in a previous Release, which gave rise the current Feature.


�Normally, put an X in one box only.  In simple cases, a single WID can be used to specify two or more stages. For guidance on the definition of stages, see 3GPP TR 21.900 §4.1.


�Identify any requirements specified in, eg, an OMA specification, and which need to be considered during the elaboration of the current stage 1 work.


�It is recommended that the stage 1 specification justifying the stage 2 work be identified. This will typically be in a 3GPP stage 1 TS (give the TS number if already allocated) or, if no TS is yet available, in the corresponding WID (give the Unique_ID value).  Alternatively, it is possible that the stage 1 is to be found in the publication of another body, in which case the second table should be used; be as explicit as possible in identifying the stage 1.


�Briefly explain why no stage 1 is necessary. If the stage 1 is specified by a body other than 3GPP, then identify the source and explain why stage 1 harmonization with 3GPP is not needed.  This situation is exceptional.


�It is recommended that the stage 2 be identified, or, if none, the stage 1 work which gives rise to the stage 3 WID being specified. Occasionally a stage 3 work item will arise from implicit provisions of another stage 3 TS, or even a Change Request to an existing stage 3 TS (which must itself be associated with a work item).


�Briefly explain why no stage 2 is necessary. If the stage 21 is specified by a body other than 3GPP, then identify the source and explain why stage 2 harmonization with 3GPP is not needed.  This situation is exceptional.


�All testing items must be associated with the provisions of a testable, stage 3, requirement.


�This clause is intended to be used in rare cases where the work does not fit into the foregoing classifications.


�For guidance on the use of work tasks, see 3GPP TR 21.900 §6.0.2


�Explain in sufficient detail why this work is needed.


�Give details of the goals to be achieved under this work item.  The level of detail required is explained in 3GPP TR 21.900 §6.0.2. Generally, the deeper the work item is in the heirarchy, the greater the level of technical detail need in the WID.  For high level items (Study Items, Features), the text of this clause should avoid technical language insofar as possible, and concentrate on the benefits which the work will bring to the 3GPP system or its usrs.


�Put an X in one or more boxes.  Use the "don't know" row only if the impacts are unpredictable at the time of writing the WID, not as an excuse for failure to consider the greater picture.


�The time scale for the work is implied by the plenary TSG meeting at which the resulting deliverables will be seen and approved.  There is no need to revise the WID if these initial estimates change during the course of the work, unless other significant changes (eg a change of objectives) are also required, in which case the plenary meetings can be corrected and, if known, the formal numbers for the new TSs and TRs given in place of the original placeholder numbers.


�List, in the top part of the table:�	the new specification(s) which will be produced under this work item�		if possible, give the spec series intended (see 3GPP TS 21.900 §4.0);�		identify the remaining three digits with a temporary designation - eg 34.tpw�		in the case of TRs, indicate whether the TR is:�			xx9xx = intended for publication by the Organizational Partners; or�			xx.8xx = for interal use of 3GPP and not to be published


�List, in the bottom part of the table:�	existing specifications


�The name of a physical person. If the person is new to 3GPP work, give full contact coordinates, in particular, email address. 


�Identify the lead working group (or parent Technical Specification Group) responsible for coordination of the work.  Mention also any other groups from which input may be required.


�See 3GPP Working Procedures, article 39, which specifies the minimum number of supporting IMs required (four, at the time of creating the present form), and the duties of those organizations. There is no upper limit to the number of supporting IMs.





