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Abstract of the contribution: This contribution identifies a lack of clarity regarding the protocol definition and procedures for the Get_Keys message indicated in Clause 7A.7.2.1 of 3GPP TS 33.107.  
1. Introduction
Clause 7A.7.2 of 33.107 defines the use of the get_keys message and get_keys_response message to retrieve the encryption key information from the KMS server.  

The protocol and procedures for the detailed definition and use of these messages do not appear to be defined.  The following sentence appears before Table 7A.7.2.1:

Table 7A.7.2.1 provides the list of parameters, which shall be carried by the message get_keys, in order to transfer to the KMS the information, as specified in [25], needed to provide the session encryption keys:

Reference [25] is 3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".  However, we could not readily find the “get_keys” message in that document.  If this is a new message defined in 33.107, then we should define it properly in a Stage 3 format and define the procedures for how to use these messages including error procedures (e.g., what happens if no response is received ).  Topics that need to be considered include:

1) How long should the DF/MF wait for a response?

2) What should it do if it does not get a response? For example, should it resend?

3) What if the response indicates an error?

4) What transport protocol is used (e.g., TCP), 

If the protocol and procedures related to the get_keys and get_keys_response messages are defined in another standard, a clear reference to that standard should be provided.  If not, SA3-LI should consider enhancing 33.107 to address the above issues.
2. Proposal

Determine if the protocol and procedures related to the get_keys and get_keys_response messages are defined in another standard and if so, provide a clear reference to that standard in 33.107.  If not, SA3-LI should consider enhancing 33.107 to address the above issues.
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