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*** FIRST MODIFICATION ***
[bookmark: _Toc350431990][bookmark: _Toc350432184]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TS 101 331: "Telecommunications security; Lawful Interception (LI); Requirements of Law Enforcement Agencies".
[2]	ETSI ES 201 158: "Lawful Interception; Requirements for network functions".
[3]	ETSI ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".
[4]	GSM 01.33: "Lawful Interception requirements for GSM".
[5]	GSM 02.33: "Lawful Interception - stage 1".
[6]	GSM 03.33: "Lawful Interception - stage 2".
Editor's note: 
References 4, 5 & 6 are not cited in the body of the present TS, and anyway they do not exist in this Release.
[7]	3GPP TS 33.106: "3G Security; Lawful Interception Requirements".
[8]	ANSI J-STD-025‑A: "Lawfully Authorised Electronic Surveillance".
[9]	IETF RFC 2806: "URLs for Telephone Calls ".VOID
[10]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".
[11]	3GPP TS 33.108: "3G Security; Handover interface for Lawful Interception".
[12]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[13]	3GPP TS 21.905: "Vocabulary for 3GPP Specifications".
[14]	3GPP TS 23.234: "3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[15]	3GPP TS 23.008: "Organization of subscriber data".
[16]	3GPP TS 29.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 3".
[17]	3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; User Equipment (UE) to network protocols; Stage 3".
[18]	IETF RFC 1122: "Requirements for Internet Hosts -- Communication Layers".
[19]	IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support".
[20]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".
[21]	3GPP TS 24.147: "Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[22]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[23]	3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".
[24]	3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[25]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security".
[26]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[27]	(void)
[28]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[29]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[30]	3GPP TS 23.272: “Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2”
[31]	3GPP TS 22.220:  “Service Requirements for Home NodeBs and Home eNodeBs”.
[32]	3GPP TS 36.300:  Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network  (E-UTRAN); Overall description; Stage 2”.
[33]	3GPP TS 25.467:  “UTRAN architecture for 3G Home Node B (HNB); Stage 2”
[34]	3GPP TS 33.320:  “Security of Home Node B (HNB) / Home evolved Node B (HeNB)”.
[xx]	IETF RFC 3966: "The Tel URIs for Telephone Numbers ".  December 2004

*** End FIRST MODIFICATION ***

*** SECOND MODIFICATION ***
[bookmark: _Toc350431993]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:
3GMS	3rd Generation Mobile Communications System
3G GGSN	3rd Generation Gateway GPRS Support Node
3G GSN		3rd Generation GPRS Support Node (GGSN/SGSN)
3G MSC		3rd Generation Mobile Switching Center
3G SGSN	3rd Generation Serving GPRS Support Node
3G UMSC	3rd Generation Unified Mobile Switching Centre
AAA	Authentication, Authorization, and Accounting
ADMF	Administration Function
AN	Access Network
AP	Access Provider
BM-SC	Broadcast-Multicast Service Centre
CC	Content of Communication
CS	Circuit Switched
CSCF	Call Session Control Function 
CSG	Closed Subscriber Group
DF	Delivery Function
DSMIP		Dual Stack Mobile IP
ECT	Explicit Call Transfer
EPC	Evolved Packet Core
ePDG	Evolved PDG
EPS	Evolved Packet System
E-UTRAN	Evolved UTRAN
FTP	File Transfer Protocol
GGSN	Gateway GPRS Support Node
GPRS	General Packet Radio Service
GSM	Global System for Mobile communications
GSN	GPRS Support Node (SGSN or GGSN)
HA	Home Agent 
HeMS	HeNB Management System
HeNB	Home enhanced NodeB
HeNB GW	HeNB Gateway
H(e)NB	Home and Home enhanced NodeB
HI	Handover Interface 
HMS	HNB Management System
HNB	Home NodeB
HNB GW	HNB Gateway
HRPD	High Rate Packet Data
HSS	Home Subscriber Server
IA	Interception Area
ICEs	Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)
IETF	Internet Engineering Task Force
IMEI	International Mobile station Equipment Identity
IMS	IP Multimedia Core Network Subsystem
IMSI	International Mobile Subscriber Identity
INEs	Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)
IP	Internet Protocol
IRI	Intercept Related Information
I-WLAN	Interworking WLAN (3GPP WLAN interworking subnetwork)
LAN	Local Area Network
LDI	Location Dependent Interception
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility 
LIPA	Local IP Access
MBMS	Multimedia Broadcast/Multicast Service
ME	Mobile Entity
MIP	Mobile IP
MME	Mobility Management Entity
MN	Mobile Node
MSISDN	Mobile Subscriber ISDN Number
NAI	Network Access Identifier
NO	Network Operator
PDG	Packet Data Gateway
PDN 	Packet Data Network
PDN-GW	PDN Gateway
PMIP	Proxy Mobile IP
PoC	Push to talk over Cellular
PS	Packet Switched
RA	Routing Area
RAI	Routing Area Identity
SAI	Service Area Identity 
SeGW	Security Gateway
SGSN	Serving GPRS Support Node
SIP	Session Initiation Protocol
SMS	Short Message Service
S-GW	Serving Gateway
TEL URIL	"tel" URIL, as defined in RFC 2806 3966 [9xx]
TLS	Transport Layer Security
UE	User Equipment
UMTS	Universal Mobile Telecommunication System
URI	Universal Resource Identifier
URL	Universal Resource Locator
VoIP	Voice over IP
WLAN	Wireless LAN

*** END OF SECOND MODIFICATION ***

*** THIRD MODIFICATION ***




[bookmark: _Toc350431995]5	Activation, deactivation and interrogation
Figure 2 is an extraction from the reference intercept configuration shown in figures 1a through to 1e which is relevant for activation, deactivation and interrogation of the lawful interception.


Figure 2: Functional model for Lawful Interception activation, deactivation and interrogation
In addition to the typical 3G ICEs functional entities, a new functional entity is introduced - the ADMF - the Lawful Interception administration function. The ADMF:
-	interfaces with all the LEAs that may require interception in the intercepting network;
-	keeps the intercept activities of individual LEAs separate;
-	interfaces to the intercepting network.
Every physical 3G ICE is linked by its own X1_1-interface to the ADMF. Consequently, every single 3G ICE performs interception (activation, deactivation, interrogation as well as invocation) independently from other 3G ICEs. The HI1-interface represents the interface between the requester of the lawful interception and the Lawful administration function; it is included for completeness, but is beyond the scope of standardisation in this document.
The target identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can be at least one of the following: IMSI, MSISDN or IMEI.
NOTE 1:	Some communication content during a mobility procedure may not be intercepted when interception is based on MSISDN (only PS interception) or IMEI. The use of the IMSI does not have this limitation. For the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to TS 23.060 [10].
The target identities for multi-media at the CSCF can be one or more of the following: SIP URI or TEL URIL. Other identities are not defined in this release.
The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of the target identities in the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15], TS 29.234 [16] and TS 24.234 [17].
NOTE 2:	The NAI may be a temporary ID, therefore the use of MSISDN or IMSI is recommended.
NOTE 3:	 Void
The target identities for 3GPP HNB interception can be IMSI, MSISDN, IMEI, or ME Id.  
Use of the HNB ID or the CSG Identity as a target identity is FFS.
In the case of location dependent interception the following network/national options exist:
-	target location versus Interception Areas (IAs) check in the 3G ICEs and Delivery Functions (DFs);
-	target location versus IAs check in the DFs (physical collocation of the DFs to the 3G ICEs may be required by national law);
-	location dependent interception is not applicable to CSCF.
NOTE 4:	The IA is previously defined by a set of cells. From the location of the target this set of cells permits to find the relevant IA.
NOTE 5:	It is not required that the 3G GMSC or the 3G GGSN are used for interception when Location Dependent Interception is invoked and the location of the target is not available.
Editors' note:	Location dependent intercept for the 3G MSC Server is not defined for this release.
The ADMF shall be able to provision P-CSCFs independently from S-CSCFs. If both P-CSCFs and S-CSCFs are administered within the network for intercept, redundant multi-media IRI may be presented to the agency as a result.

***END OF THIRD MODIFICATION ***

*** FOURTH MODIFICATION ***
[bookmark: _Toc350431997]5.1.1	X1_1-interface
The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the:
-	target identities (MSISDN, IMSI, IMEI, SIP URI or TEL URIL, NAI) (see notes 4, 5, 6);
-	information whether the Content of Communication (CC) shall be provided (see note 1);
-	address of Delivery Function 2 (DF2) for the intercept related information (see note 2);
-	address of Delivery Function 3 (DF3) for the intercepted content of communications (see note 3);
-	IA in the case of location dependent interception.
NOTE 1:	As an option, the filtering whether intercept content of communications and/or intercept related information has to be provided can be part of the delivery functions. (Note that intercept content of communications options do not apply at the CSCF, HLR and AAA server). If the option is used, the corresponding information can be omitted on the X1_1-interface, while "information not present" means "intercept content of communicationsand related information has to be provided" for the ICE. Furthermore the delivery function which is not requested has to be "pseudo-activated", in order to prevent error cases at invocation.
NOTE 2:	As an option, only a single DF2 is used by and known to every 3G ICE. In this case the address of DF2 can be omitted.
NOTE 3:	As an option, only a single DF3 is used by and known to every 3G ICE (except at the CSCFs, HLR and AAA server). In this case the address of DF3 can be omitted.
NOTE 4:	Since the IMEI is not available, interception based on IMEI is not applicable at the 3G Gateway. Moreover, in case the IMEI is not available, interception based on IMEI is not applicable at 3G ICEs.
NOTE 5:	Interception at the CSCFs is based upon either SIP URI or TEL URIL. SIP URI and TEL URIL as target identities are not supported by the other ICEs.
NOTE 6:	Interception based on NAI is only applicable at AAA server, PDG, and WAG. As the NAI could be encrypted or based on temporary identity at the PDG and WAG, interception based on the NAI is not applicable in those cases in these nodes.
NOTE 7:	Void
If after activation subsequent Content of Communications (CC) or Intercept Related Information (IRI) has to be activated (or deactivated) an "activation change request" with the same identity of the target is to be sent.


Figure 3: Information flow on X1_1-interface for Lawful Interception activation
Interception of a target can be activated on request from different LEAs and each LEA may request interception via a different identity. In this case, each target identity on which to intercept will need to be sent via separate activation messages from ADMF to the 3G ICEs on the X1_1-interface. Each activation can be for IRI only, or both CC and IRI.
When several LEAs request activation on the same identity and the ADMF determines that there is an existing activation on the identity, the ADMF may (as an implementation option) send additional activation message(s) to the 3G ICEs. When the activation needs to change from IRI only to CC and IRI an activation change message will be sent to the 3G ICEs.
In the case of a secondary interception activation only the relevant LEAs will get the relevant IRIs.
[bookmark: _MON_1005661453][bookmark: _MON_1005705562][bookmark: _MON_1005705717][bookmark: _MON_1005662157][bookmark: _MON_1005662023][bookmark: _MON_1005662107][bookmark: _MON_1005662116]
***END OF FOURTH MODIFICATION ***

*** FIFTH MODIFICATION ***

[bookmark: _Toc350432048]7A.2	Provision of IRI
SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure 22 below, all SIP messages executed on behalf of a target subscriber are subject to intercept at the S-CSCF and Optionally P-CSCF. Based upon network configuration, the ADMF shall provision P-CSCFs, or S-CSCFs, or both P-CSCFs and S-CSCFs with SIP URI or TEL URIL target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal across the HI2 interface.
For roaming scenarios, interception at the P-CSCF shall be Mandatory, in order to provide IRI Interception in the visited network, where the P-CSCF is located in the Visited Network. Where the P-CSCF is located in the Home Network, interception at the P-CSCF shall be Optional, subject to national regulation.
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Figure 22: Provision of Intercept Related Information for multi-media

***END OF FIFTH MODIFICATION ***

*** SIXTH MODIFICATION ***
[bookmark: _Toc350432049]7A.3	Multi-media events
-	All SIP messages to or from a targeted subscriber, and all SIP messages executed on behalf of a targeted subscriber for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant information from being reported to DF2.
-	Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or executed on behalf of a target subscriber then the CSCF shall report both the original message and the modified message to the DF2.
-	Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is the subject of interception, then both the original and modified SIP messages shall be reported to DF2.
-	Where a CSCF which provides lawful interception changes identities within a SIP message (eg IMPI/IMPU changes or due to call forwarding etc) and the new identity is not the subject of interception, then both the original and modified SIP messages shall be reported to DF2.
-	P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.
-	The IRI should be sent to DF2 with a reliable transport mechanism.
-	Correlation for SIP to bearer shall be supported within the domain of one provider. 
-	An intercepted SIP event sent to DF2 is shown below:
-	Observed SIP URI
-	Observed TEL URIL
-	Event Time and Date
-	Network element identifier
-	SIP Message Header
-	SIP Message Payload
[bookmark: _Toc350432050]***END OF SIXTH MODIFICATION ***

*** SEVENTH MODIFICATION ***

[bookmark: _Toc350432058]7A.7.5	Start of interception for an already established IMS media secured session
This function is invoked when LI is activated in the network for a target who has already established an IMS session with secure media.
In order to provide information needed to decrypt the content of communication, the LI function in the CSCFs needs to have access to SDP information and SIP headers exchanged in the SIP signalling between the parties during the IMS session setup for possible later retrieval in case LI is activated during the ongoing session.
With reference to fig. 7A.7.1, if LI is activated by the ADMF over the X1_1 interface for a target subscriber, the CSCF shall check if the given target has an ongoing IMS media secured session. In this case, the CSCF shall provide a “Start of interception with established IMS secure session” to the DF2/MF over the X2 interface, including the parameters and information listed in table 7A.7.5.1, if available:
Table 7A.7.5.1 Start of interception with established IMS secure session event
	Observed SIP URI

	Observed TEL URIL

	Event type

	Event Time

	Event Date

	Network Element Identifier

	SIP message header offer (NOTE)

	SIP message header answer (NOTE)

	SDP offer

	SDP answer

	Correlation information



NOTE: The SIP messages that carry the SDP offer and answer shall be reported. In case there are multiple SDP offers/answers during the session establishment, the SIP messages that carry the latest SDP offer/answer shall be provided.
Upon reception of Start of interception with established IMS secure session event, the DF2/MF shall check if a MIKEY-TICKET is included in the SDP. In this case the DF2/MF, in addition to forwarding the event to the LEMF over HI2, shall contact the KMS to resolve the ticket and retrieve the session keys and additional encryption related information as specified in in section 7A.7.2.

*** END OF SEVENTH MODIFICATION ***

*** EIGHTH MODIFICATION ***


[bookmark: _Toc350432101]11.3.2	IMS Conference Events and Event Information
The following events are applicable to AS/MRFC:
-	Start of Conference
-	Party Join;
-	Party Leave;
-	Conference Bearer Modification;
-	Start of Intercept on an Active Conference;
-	End of Conference;
-	Creation of Conference;
-	Update of Conference.
NOTE 1:	Reporting of Floor Control events from the MRFP is FFS.
A set of possible elements as shown below that may be reported with the events. Information associated with the events is transmitted from the AS/MRFC server to DF2. 
Table 11.3.1 Information Elements for Conference Events
	Element

	Observed IMPU
IMS Public User identity (IMPU) of the target subscriber (monitored subscriber).  In some cases, this identity may not be observed by the MRFC. Also see Note 1.

	Observed IMPI
IMS Private User identity (IMPI) of the target subscriber (monitored subscriber). In some cases, this identity may not be observed by the MRFC.  Also see Note 1.

	Observed Other Identity
Target Identifier with the NAI of the target subscriber (monitored subscriber).

	Event Type
Description which type of event is delivered: Start of Conference, Party Join, Party Leave, Start of Intercept on an Active Conference, Conference End.

	Event Date
Date of the event generation in the AS/MRFC.

	Event Time
Time of the event generation in the AS/MRFC server. Timestamp shall be generated relative to the AS/MRFC internal clock.

	Correlation Number
The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  

	Network Element Identifier
Unique identifier for the element reporting the ICE.

	Initiator
The initiator of a request, for example, the target, the network, a conferee.

	Join Party ID
Identity of the party successfully joining or attempting to join the conference.

	Leave Party ID
Identity of the party leaving or being requested to leave the conference.

	List of Potential Conferees
Identifies each of the parties to be invited to a conference or permitted to join the conference (if available).

	Observed Conference URI
A URI associated with the conference being monitored.

	Temporary Conference URI
A temporarily allocated URI associated with a conference being monitored.

	List of Conferees
Identifies each of the conferees currently on a conference (e.g., via SIP URI or TEL URIL).

	Failed Conference Start Reason
Provides a reason for why a conference start attempt failed.

	Failed Party Join Reason
Provides a reason for why a party join attempt failed.

	Party Leave Reason 
Provides a reason for the party leaving.

	Failed Party Leave reason
Provides a reason for why a party leave attempt failed.

	Conference End Reason
Provides a reason for why the conference ended.

	Potential Conference Start Date and Time
The expected start date and time of the conference, if start time information is configured in the system.

	Potential Conference End Date and Time
The expected end date and time of the conference, if such end information is configured in the system.

	Recurrence Information
Information indicating the recurrence pattern for the event as configured for the created conference.

	Identity(ies) of Conference Controller
Identifies the parties that have control privileges on the conference, if such information is configured in the system.

	Bearer Modify ID
Identifies the party modifying a conference bearer.

	Failed Bearer Modify Reason
Provides a reason for a bearer modification attempt failed.

	Failed Conference End Reason
Provides a reason why a conference end attempt failed.

	Join Party Supported Bearers
Identifies the bearer types supported by the party joining the conference.

	List of Waiting Conferees
Identifies each of the parties that have called into a conference but have not yet joined.

	Media Modification
Identifies how the media was modified (i.e., added, removed, changed) 

	Parties Affected by Bearer Modification
Identifies all conference party identities affected by the bearer modification.

	Supported Bearers
Identifies all bearer types supported by a conferee in a conference.

	Update Type
Indicates what update was done to a conference (e.g., update List of Potential Conferees, update of Start Time, update of End Time, Update of Recurrence Information, Cancellation of Conference, etc.).



Editor’s Note:  We should consider whether H.248 Context Identifier should be added to help correlate CII and CC
NOTE 2:	In most cases, either the IMPU or IMPI may be available, but not necessarily both.

*** END OF EIGHTH MODIFICATION ***

***END OF MODIFICATIONS ***
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