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1 Welcome

On behalf of North American Friends of 3GPP, the Chairman welcomed delegates to Chicago.
2 Apologies

Apologies were received from Scott Williams.
3 Approval of Agenda



SA3LI13_035r2
This was approved.

3.1 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report Dublin


SA3LI13_0363 002 SA3LI#48 Meeting Report 

SWG Secretary
The report was approved.
4.1Review of Future Meeting Dates
After discussion, the following dates and possible locations were agreed for SA3-LI meetings in 2014:

4-6 Feb 2014 in Europe, probably Sophia Antipolis

29 April – 1 May in US

22-24 July in Europe or Asia

28-30 Oct in US

4.2
Review Action Points
	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing - still an issue

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing 

	AP 12-01
	Vendors
	Provide decrypted CC for Mediasec
	Closed – see Tdoc 43r2 here

	AP12-02
	All
	Review need for updates to 108 from 671 HI2Operations module
	Ongoing

	AP12-03
	Sprint
	Propose formal statement for use in 33 106 sections indicating that stage 2&3 details missing from this release
	Ongoing

	AP12-04
	Sprint
	Propose clean way to deal with Rel-12 onwards for release independent LEA requirements
	Ongoing (Note gap analysis in SA3LI13_021)

	AP12-05
	All
	Consider LI solution for early media routing
	Ongoing

	AP13-01
	All
	Study SA2 age of location CRs for LI impact
	Ongoing


5 Reports of other bodies which are relevant to SA3-LI
5.1 
SA#59
Vienna, Austria

Latest approved versions of specifications are:

TS 33.106 


v12.0.0


TS 33.107



v 12.2.0

TS 33.108

v12.0.0

5.2 
SA WG3 

The Chairman noted the following from SA3#71 in Valencia:

· SA3 is actively looking to set up a sub WG for SECAM, the security assurance for 3GPP network elements

· S3-130301 was a query from plenary regarding ETSI specification references in 106, 107 and 108. The Chairman asked Koen and Terry to consider this. Terry proposed that a specific reference should be made for each TC LI spec version in the references sections of 106, 107 and 108. This was agreed.

· There had been a long discussion about IMEI as a trigger for LI. The need for functionality to provide LI based on terminal id was accepted and the incoming LS from SA3 refers (Tdoc 42).
· There is no security solution for Public warning yet.

· On M2M, LI identifiers are not usable at present and there are two ways to transmit data – big, and small, which require careful examination. Adrian Escott provided a reference for information on options – 5.8.5 of S3-130521/TR33.868. Ed O’Leary noted that small data had been around for some time in North America using SS7 features in AMPS. There was further discussion and the Chairman placed this action on the meeting:
	AP13-02
	All
	Study impact and requirements for M2M small data LI
	New


5.3   ETSI TC LI

Koen Jaspers said there was no report as there had been no meetings since SA3-LI in Dublin.

5.4 
ETSI E2NA / NTECH
The Chairman noted this group is now up and running.
5.5
WTSC-LI 

Peter Musgrove gave a verbal report on progress in the group. The plan is to finalise the letter ballot for PoC in Minneapolis next week. Other work proceeding includes call content for VoIP, the North American delta document and UTC offset timestamp coding. He also noted joint work with PTSC on the Cloud.
5.6 ATIS PTSC LAES 
SA3LI13_054  ATIS PTSC-LAES Status Report 

Alcatel-Lucent

Presented by Terry Jacobson, the report was noted.

5.7
TR 45 / TR-45.8 Lawful Interception Group
SA3LI13_055 TIA TR-45.8 Lawful Intercept Group (LIG) Status Report 
Alcatel-Lucent
This was report was also presented by Terry and noted.
5.8
WiMAX Forum

There was no report.
5.9
Other bodies

No reports.
6 Incoming liaisons

There were three related liaisons, Tdocs 42, 57 and 59 from SA3, SA2 and CT1 respectively on IMEI. The Chairman said they would be taken under agenda item 10.3 New Business, IMS. Additionally there were Tdoc 38 from OIPF taken in 10.4 and Tdocs 56 and 58 from SA1 and 2 on ProSe taken in 10.5.
7 TS 33.106

7.1 Release 11 
33.106 v 11.1.1
No contributions.
7.2 Release 12 
33.106 v 12.0.0
No contributions.

8 TS 33.107

8.1 Release 11
33.107 v 11.3.0
No contributions.
8.2 Release 12
33.107 v 12.2.0
SA3LI13_037 IMS mid Session Interception Clarification 33.107 
BT Group 
The Chairman explained the need for this CR. Eoin asked about information that would have to be stored at the CSCF to enable decryption. The Chairman replied that this CR does not address decryption which was covered by the Ericsson KMS CR at the previous meeting, SA3-LI#48. Nag Rao said he was presenting in SA3LI13_044 the SDES CR for an already established IMS session.
Maurizio asked for clarification in the first sentence to say that activation is specifically on a target. He also preferred referring to stored data rather than retained data to avoid confusion with retained data issues. He suggested stating that this new functionality applies in addition to existing IMS LI functions. 
Greg pointed out that content may flow through CSCFs, eg for IM, and suggested a clarification adding “media” to what the CSCF reports when media session information has been stored.

The Chairman made the edits and the CR was provisionally approved as SA3LI13_037r1 pending review of NSN’s Tdoc 44 for any impact. Secretary’s note: there was no impact and SA3LI13_037r1 was merged with SA3LI13_044 into SA3LI13_060 which was approved as SA3LI13_060r1. SA3LI13_037r1 was therefore noted.
SA3LI13_044 Start of interception for an already established IMS media secured session (SDES crypto) 
Nokia Siemens Networks
Nag presented this CR which was related to the previous one, concerning mid session interception. He based the content on the CR presented and approved at SA3-LI#48 by Ericsson but addressing SDES.
Jean pointed out some clause and figure numbering issues. The Chairman agreed with the principle of the CR and suggested some editorial rearrangements to satisfy the comments and to fit in and merge with the previous CR, SA3LI13_037r1.  After some edits proposed by Jean and Maurizio, the merged CR was approved as SA3LI13_060r1 
and SA3LI13_044 was noted. 
SA3LI13_043 107 CR_Provision on Unencrypted CC 
TPS
Jean proposed a stage 2 description for the network to decrypt CC before onward transmission to the LEMF, which is a national requirement in some countries.
Maurizio suggested adding explicitly to the text of the CR that this applies to meet national requirements. Eoin queried the benefit of figure 7A.1 and after consideration and discussion, Jean added some clarifying text. Maurizio asked for time for further consideration but the Chairman felt the meeting agreed with the change and it was approved as SA3LI13_043r2.

SA3LI13_051 Separated VoIP Delivery 
TPS
Jean presented this CR, for discussion at this stage. She explained she had taken CS events in 33.107 as a basis and added others appropriate for VoIP services. The aim is to cover VoLTE and MMTEL within this work. Nag and Maurizio remarked that SIP and TEL URI should appear rather than CS information elements.
Greg asked about the scope and definition of the work which he felt was essential before the detail could begin. He said a major challenge is to identify distributed information elements across the architecture of EPS and where to place IAPs. Sprint offered to propose a reference architecture to progress the work.
Nag offered to present to the meeting a document he had prepared on VoIP CC interception for WTSC which might illuminate discussions. The Chairman thanked him for the offer. It (Tdoc 62) was taken in AOB.

The Chairman said it fell to SA3-LI to make progress on the topic. The LEAs had need of it and the work would not be progressed in any other group. The discussion had raised many issues of scope and definition and he proposed taking this forward through an email discussion before the next meeting. Jean offered to be a point of focus for this. The email discussion is to collect questions for clarification and areas of concern for a potential liaison to GSMA, who developed the VoLTE profile the group is using as the basis of service.
The document was noted.

9 TS 33.108

9.1 Release 11   33.108 v 11.4.0
No contributions.
9.2  Release 12  33.108 v 12.0.0
SA3LI13_039r1 33.108 CR reference and version TS 101 671 
PIDS
Withdrawn.

SA3LI13_040r1 33.108 CR reference 331 

PIDS
This was approved.

SA3LI13_045 Start of interception for an already established IMS media secured session 
Ericsson
Maurizio presented this stage 3 part to the Tdoc 24r1 CR approved at SA3-LI#48. Ed noted that there might be other relevant information such as location present in the CSCF cache. The Chairman said it may be necessary to enhance the function to cater for multiple sessions in the future and location information could be considered then.
With the removal of the note under Table 7.1, the CR was approved as SA3LI13_045r1.
SA3LI13_046 Missing references to annex B.9 for PS and IMS interception 
Ericsson
Approved.

SA3LI13_050 Use of OCTET STRING Encoding 
TPS
Jean explained that TPS had carried out a review of 33.108 ASN.1 with respect to OCTET STRING encoding and concluded that comments should be added to clarify usage in order to assist encoding and decoding.
Jean took note of remarks from the meeting and observing drafting guidelines, made some edits.  SA3LI13_050r2 was approved.

10 Continued Discussion and New Business

10.1 WID
SA3LI13_052 Proposed revision to LI12 work item 
Sprint
Greg presented this update to the WID based on a trawl of approved new items. The Chairman thanked him for his work and the WID was approved.
10.2 WebRTC
SA3LI13_047 WebRTC Overview 
Rogers Wireless

Ed presented a comprehensive overview of WebRTC together with regulatory considerations. He indicated that it could be used as a basis for building browser Skype like applications. He noted that IMS is not necessarily needed for call control and that work in SA1 is starting. Pierre noted secure media is possible through the use of SRTP. Nag suggested interception should be approached through the application level.
The Chairman thanked Ed for his contribution and encouraged all to consider the implications.

10.3 IMS

The following three incoming liaison statements were taken together as they all relate to the IMEI issue:
SA3LI13_042 Reply LS SA3 IMEI 

SA3
SA3LI13_057 Reply LS on enhancing IMEI based Lawful Interception in IMS. 
SA2

SA3LI13_059SA39 Reply LS on 'Enhancing IMEI based Lawful Interception in IMS' 
CT1
Greg introduced the incoming LS from SA3 in response to SA3-LI’s LS regarding IMEI. He noted the SA3 view that IMEI is untrustworthy and therefore should not be used as an identifier. Nick asked if the LEAs still required it to be and the response was yes. Ed raised possible interactions with 3GP2 and EIR compatibility issues if any changes should be made to IMEI relating to the IMS.  
The Chairman felt that after discussion in the meeting, SA3-LI could reply to the first three questions posed by SA3 and offered to prepare the response which also considers the reply to SA2 about where the IMEI requirement applies. The use of GRUU (Globally Routable User Agent URI) as an alternative identifier was discussed but it was felt further study was required.
The Chairman offered to draft the outgoing LS in 
SA3LI13_063 Reply LS on IMEI based Lawful Interception in IMS

In discussing the reply, Maurizio said we should request to be kept informed of progress in SA2 and 3 in the actions and to qualify that IMEI interception is mandatory in many countries. Eoin felt it might be wise to delay the response in order to check with colleagues about IMEI tamper resistance measures but it was agreed to proceed, changing “tamper resistance” to “assurance”. With these changes the outgoing LS was approved as SA3LI13_063r1.
Nick introduced the third incoming LS from CT1 which gave information on the availability of IMEI in IMS from release 10 on and the storage of IMEI by the S-CSCF after registration. The Chairman and Greg questioned whether all device and CSCF vendors supported this and Greg referenced a note in TS 24.229, item c under 5.1.1.2.1. All of the vendors present were asked to check these two points with colleagues before the next meeting where a full response to the LS could be made.
10.4 OIPF (Open IPTV Forum)

SA3LI13_038 OIPF Liaison 

OIPF
This incoming LS was to alert SA3-LI that the Forum has started work on LI for IPTV and, as it utilises the IMS as core technology, it wishes to establish a relationship with this WG. It will also do so with TC LI.
Ed explained OIPF builds on work carried out in other SDOs such as TISPAN and ATIS and chooses the most appropriate for its members which include many organisations involved in TV, media and communications. Nick asked about its relationships with other bodies. It was noted that there is an MoU with ETSI. Maurizio asked if OIPF would develop its own LI standard or look to one of the LI specialist groups. Ed said this would be an issue for a response LS. On this topic, the Chairman suggested deferring a response until TC LI had seen the liaison. TC LI would be in the better position to develop a standard if use in the US was not expected and if any IMS extensions were needed, that would be a role for SA3-LI.
The LS was noted at this stage.

SA3LI13_048 OIPF Discussion 

Rogers Wireless

In this PowerPoint, Ed gave a comprehensive introduction to the OIPF technology and typical applications. He noted the change towards a single integrated broadband delivery pipe for video content and communications services such as IM and social media.
There was discussion about LI aspects of OIPF. Peter Musgrove said intercepted video to a target could quickly fill up pipes if sent to LEAs. Koen said LEAs would not normally be interested in broadcast media, only in end users communicating. Ed said system design might be able to segregate social media interactions from broadcast media and perhaps generate metadata about the video.

The Chairman thanked Ed for the insight Ed gave through his presentation which was noted.

10.5 ProSe

SA3LI13_056 LS on Feedback on Proximity Services and Lawful Interception 
SA1

SA3LI13_058Reply LS on Proximity Services and Lawful Interception 

SA2

The above two incoming LSs from SA1 and 2 were in response to questions posed in the LS from SA3-LI from the last meeting in Dublin #48.
SA2 acknowledged the LI requirements in 33.106 and said they had just started the stage 2 architecture work. Greg asked if anyone was reviewing the five architecture options. Jean said SA3-LI needs to decide whether to take an active approach to the development of ProSe, attending meetings as necessary, or not. The Chairman suggested LEA representatives here speak to their respective national attendees in SA1 and 2 to ensure LI interests are taken into account.  The liaisons were noted.

10.6 MNO Cloud Services

SA3LI13_041 Mobile Cloud Living Document v0.1.2 

Rapporteur

Ed said this was essentially the agreed output from the previous meeting with some editorial corrections and new figures created as requested. As it is a Living Document rather than an official report or specification, it was decided colour was acceptable for clarity in places. 

The Chairman asked all to review for the next meeting where a decision should be made about the future of the LD. Gerry said it may be imported into the Cloud work in TC LI which is taking a general view of the Cloud rather than the mobile centric considerations here.

SA3LI13_053 Proposed Section 5 Mobile Cloud Living Document 

Rogers Wireless
In this document, Ed provided material for the Derived Requirements section of the LD. Koen asked why he had introduced the term “Lawful Access” in 5.1. Ed said it was a wider term than LI, encompassing all the needs that LEAs might have related to the Cloud. Gerry supported the use of the term and Ed added a clarifying definition. The Chairman noted that this WG is not restricted to the EU Data Retention Directive.

There was discussion on several of the requirements and Ed added Editor’s notes and created SA3LI13_053r1. The Chairman asked the LEAs to provide feedback for the next meeting. The document was noted.
10.7 GBA and LI

SA3LI13_049 GBA and Lawful Interception 
Nokia Siemens Networks
Nag presented information on the function and architecture of GBA. There was discussion of the LI difficulties that would result if employed. Adrian described the additional problem if the NAF was outside of the operator’s network as might well be the case.
The Chairman asked NSN what they propose to do to assist LEAs. Nag said they will aim to provide keys to the LEA and possibly make the BSF an IAP. The Chairman asked NSN to bring a proposed solution for GBA to the WG. He thanked Nag for raising the issue and the document was noted.

11 GSM LI documents

These documents are also under the control / responsibility of SA3 LI:

11.1 3GPP TR 41.033 V11.0.0 (2012-09) old 01.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 11)
11.2 3GPP TS 42.033 V11.0.0 (2012-09) old 02.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 11)
11.3 3GPP TS 43.033 V11.0.0 (2012-09) old 03.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 11)

12 Review meeting output / agreed

The following CRs were approved:
SA3LI13_40r1
SA3LI13_046
SA3LI13_045r1
SA3LI13_060r1
SA3LI13_50r2
SA3LI13_043r2
WID:
SA3LI13_052
13 Outgoing Liaisons

SA3LI13_063r1
14 Meeting dates and venues for next meetings

	Organization
	Date
	Venue
	Notes

	TC LI#33
	11 – 13 Jun
	Joensuu, Finland
	

	SA#60
	17 – 19 Jun
	Oranjestad, Aruba
	

	SA3 LI#50
	25 – 27 Jun
	Sophia Antipolis
	

	SA3#72
	8 – 12 Jul
	Qingdao, China
	

	SA1#63
	19 – 23 Aug
	Zagreb, Hungary
	

	SA#61
	9 – 11 Sep
	Porto, Portugal
	

	TC LI#34
	24 – 26 Sep
	Edinburgh, UK
	

	SA3 LI#51
	22 – 24 Oct
	US
	

	SA3#73

SA1#64
	11 – 15 Nov
	San Francisco,US
	

	SA#62
	9 – 11 Dec
	Korea
	R12 Freeze Date

	SA1#65

SA3#74
	20 – 24 Jan
	Taipei, Taiwan
	2014

	TC LI#35
	28 – 30 Jan
	Milan, Italy
	

	SA3-LI 52
	4-6 Feb
	ETSI
	Proposed

	SA#63
	3 – 5 Mar 14
	Singapore
	

	SA3-LI#53
	29 April – 1 May 14
	US
	Proposed

	SA3#75

SA1#66
	12 – 16 May
	Sapporo, Japan
	SA3 (TBC)

	SA#64
	16 – 18 Jun
	Sophia Antipolis, FR
	

	SA3-LI#54
	22-24 Jul
	Eu (Asia)
	

	SA1#67
	18 – 22 Aug
	US
	

	SA3#76
	25 – 29 Aug
	Sophia Antipolis, FR
	

	SA#65
	15 – 17 Sep
	Edinburgh, UK
	

	SA3-LI#55
	28-30 Oct
	US
	

	SA1#68
	17 – 21 Nov
	Sophia Antipolis, FR
	

	SA#66
	15 – 17 Dec
	US
	


15 AOB

SA3LI13_062  CC Interception for VoIP Call (WTSC Presentation) 

Nokia Siemens Networks

The Chairman invited Nag to make the above presentation as offered in 8.2 under Separated VoIP Delivery. He provided it for information in connection with the subject and ended with a list of WTSC-LI issues for which may have relevance for SA3-LI.
The Chairman thanked him for his contribution to the topic.
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Annex B
List of Actions

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing 

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing 

	AP12-02
	All
	Review need for updates to 108 from 671 HI2Operations module
	Ongoing

	AP12-03
	Sprint
	Propose formal statement for use in 33 106 sections indicating that stage 2&3 details missing from this release
	Ongoing

	AP12-04
	Sprint
	Propose clean way to deal with Rel-12 onwards for release independent LEA requirements
	Ongoing (Note gap analysis in SA3LI13_021)

	AP12-05
	All
	Consider LI solution for early media routing
	Ongoing

	AP13-01
	All
	Study SA2 age of location CRs for LI impact
	Ongoing

	AP13-02
	All
	Study impact and requirements for M2M small data LI
	New
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