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1. Overall Description:

SA3-LI wishes to thank SA2 & SA3 for their previous reply LSs on IMEI based Lawful Interception requirements. In relation to the questions raised in both the SA2 LS  S2-131522 and SA3 LS S3-130505, SA3-LI would like to provide the following guidance;

On the issue of IMEI trustworthiness, SA3-LI can confirm that despite the possible short comings of IMEI security in some terminals, IMEI based interception is a mandatory requirement for all 3GPP IP-CANs and services. Therefore in line with existing CS and PS capabilities, SA3-LI confirm that IMEI based interception for IMS which provides an equivalent level of integrity / tamper resistances to that provided via CS / PS RAN mechanisms used to exchange IMEI is required.  

On the issue of backwards compatibility for pre-release 12 UEs / networks, SA3-LI confirm that while IMEI interception is a mandatory requirement for IMS since release 5, denying services to pre-release R12 UEs which don’t support any new mechanism or security enhancements to existing mechanisms is impractical. Any such decision would be a local Operator policy or national regulatory requirement issue. However, while SA3-LI require a permanent solution for R12 onwards, SA3-LI confirm that network manufacturer proprietary or interim solutions could be used to address the requirement for legacy UEs / networks. 

On the issue of whether the IMEI requirement only applies to 3GPP-RAT, SA3-LI consider that the IMEI should be available for all 3GPP RAT equipped UEs gaining access to IMS regardless of the IP-CAN used to access the IMS (ie if the UE is equipped with a 3GPP RAT access capability and therefore has an IMEI, it should be made available in IMS). For non-3GPP RAT access, SA3-LI consider that the MAC address or other applicable access network identifiers (layer 2 or layer 3) should be provided to the IMS for LI purposes.

On the issue of GRUU or other alternative identifiers to IMEI, SA3-LI can confirm that while IMEI based interception has been written in national law in many countries, the fundamental requirement is to intercept the communications of a given UE (mobile handset, phone box, Femto etc).  Therefore, if the IMEI requirement cannot be met, and if there is an equivalent to IMEI which provides the same assurance of UE identity and functionality of the IMEI for CS / PS, then this would potentially meet LI requirements; however, the acceptance of this suitable substitution would be up to national regulations.
Specifically on GRUU, SA3-LI will need to give further study to the exact functionality offered by GRUU and seek additional clarifications on optionality of this mechanism from other 3GPP groups at future SA3-LI meetings.
2. Actions:

To SA3 and SA2
ACTION: 
SA3-LI kindly requests SA3 and SA2 to take the above information account in developing new or enhanced functionality to support regulatory requirements for IMEI based interception in IMS.
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