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*** FIRST MODIFICATION ***
[bookmark: _Toc350432184]12.X	Separated EPS VoIP Interception and Delivery 
12.X.1 Background
This section describes a Separated EPS VoIP (SEV) interception and delivery solution.  
The network elements that are involved with interception for SEV include the:
· Multimedia Telephony Application Server (MMTEL AS). IRI to SEV sessions.
· MME – mobility management events
· HSS – serving evolved packet system event
· S-GW – SEV CC interception and delivery
· PDN-GW – SEV CC interception and delivery
Based on the lawful authorization and national requirements, a SEV intercept may need to be enabled.
Only the capabilities described in this section are to be reported for SEV interception and delivery (SEVID).
12.X.2 IRI for Separated EPS VoIP Interception and Delivery
In addition to the reference configurations applicable to EPS interception, the following figure contains the reference configuration applicable for the lawful interception in the MMTEL AS:
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Figure 12.x.1:	MMTEL AS Intercept configuration












The following events are applicable to the MMTEL AS:
Call Related Events:
-	Call Establishment;
-	Answer;
-	Supplementary Service;
-	Handover;
-  Redirection;
-	Release;
-  Media Modification and Address Reporting;
-  Subject Signal;
-  Network Signal.
Non Call Related Events:
-	Location Update;
-	Subscriber Controlled Input.
The following events are applicable to the MME:
-	Attach;
-	Detach;
- 	Tracking Area Update;
- 	Start of interception with E-UTRAN attached UE.
The above events associated with the MME as defined in Clause 12.2 shall apply
- 	Circuit Switched Fallback
	The CSFB Event is a new event defined in this Clause.
The following events are applicable to the Serving GW and PDN GW:
-	Bearer activation (valid for both Default and Dedicated bearer); 
-	Bearer modification;
-	Bearer deactivation;
-	UE Requested Bearer Resource Modification.
The above events associated with a Serving GW and PDN GW as defined in Clause 12.2 shall only be reported when those events are associated with a bearer that is to transport CC for the VoIP session.
The following events are applicable to the HSS:
· Serving Evolved Packet System.
HSS related events are defined in Clause 12.2.3.8.
The remainder of this Clause defines the MMTEL AS events to be reported as well as a new MME CSFB event indication.  CC to be reported for a VoIP session is addressed in Clause 12.X.3.




Table 1: Information Elements for VoIP Event records
	Observed MSISDN
	Target Identifier with the MSISDN of the target subscriber (monitored subscriber).

	Observed IMSI
	Target Identifier with the IMSI of the target subscriber (monitored subscriber).

	Observed IMEI
	Target Identifier with the IMEI of the target subscriber (monitored subscriber),
	It shall be checked for each call over the radio interface

	event type
	Description which type of event is delivered: Establishment, Answer, Supplementary service,
	Handover, Redirection, Release, Media Modification and Address Reporting, Subject Signal, Network 
              Signal,  Location update, Subscriber controlled input

	event date
	Date of the event generation in the EPS Intercepting Node

	event time
	Time of the event generation in the EPS Intercepting Node

	Input address information
	Target dialled or signalled address information before address modification, IN-modification etc.  May also 
               include subsequent translation input

	Connected party address
	Address of the answering party

	Calling party address
	Address of the party originating the call.  

	Called party address
              Address of the party intended to receive the call.  

	call direction
	Information if the monitored subscriber is calling or called e.g. MOC/MTC or originating/ terminating
	In or/out

	Correlation number
	Unique number for each call sent to the DF, to help the LEA, to have a correlation between each
	Call and the IRI

	Network Element Identifier
	Unique identifier for the element reporting the ICE.

	Location Information
	Location information is the service area identity and/or location area identity that is present at the EPS 
              Intercepting Node at the time of event record production. In some traffic cases the available location 
              information can be the one received from the MME, i.e. the Tracking Area Identity (TAI) and/or the E-UTRAN 
              Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 [30].

	basic service
	Information about Tele service or bearer service or media information.

	Supplementary service
	Supplementary services used by the target e.g. CF, CW, ECT

	Forwarded to address
	Forwarded to address at for a call diversion service

	call release reason
	Call release reason of the target call

	SCI
	Non call related Subscriber Controlled Input (SCI) which the MMTEL AS receives from the ME

	Forked Calls
              Identifies the call legs and destinations for forked calls (e.g. forked INVITE)

	Transit Carrier ID
              Identifies the transit carrier who will attempt to connect the call from the target to the called party.

	Redirected From Party ID(s)
              Identifies the Party(ies) which invoked call redirection towards the target.  This is provided if available.

	Redirected To Party ID
              Identifies the Party to whom is being redirected by the target. 

	Visited System ID
              Identifies the system to which the call has been redirected, when a call to a target is redirected to another 
              carrier and the system identity of that carrier is known. Examples include:  “sip.provider.com”  and 
             “2025551234.”

	Contact Address(es)
              An address(es) signalled by a target to the other party or vice versa.

	Target Contact Address(es)
            An address(es) signalled by a target to the other party.

	Other Party Contact Address(es)
            An address(es) signalled by the other party to the target.

	Signalling Party ID
            Identifies the Target.

	Signalled To Party Id
            Identifies the Other Party (e.g., result of any final translation).

	User Signal
            Identifies the dialling or signalling by the intercept subject to control a feature or service.

	Refer
           Identifies any SIP Refer information that may be available.

	Network Signal
           Identifies the signal, tone or message initiated, generated or sent by the VoP network toward the target, 
           or the signal, tone or message reported to the VoP network as having been initiated, generated or
           sent toward the target.



[bookmark: _Toc350432013]12.X.2.1	Call Related events
[bookmark: _Toc350432014]12.X.2.1.1	Call establishment
For call establishment a call establishment-event is generated. This event is generated at the beginning of a call when the MMTEL Application Server attempts to reach the subscriber. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	event type

	event date

	event time

	Called party address

	Calling party address

	Input address information

	call direction

	Correlation number 

	Redirected From Party ID(s)

	Network Element Identifier

	Location Information

	basic service

	Supplementary service

	Forked Calls

	Transit Carrier ID



[bookmark: _Toc350432015]12.X.2.1.2	Answer
If the called party answers, an answer- event is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	event type

	event date

	event time

	Called party address

	Calling party address

	Input address

	Connected party address

	call direction

	Correlation number

	Redirected From Party ID(s)

	Network Element Identifier

	Location Information

	basic service

	Supplementary service



[bookmark: _Toc350432016]12.X.2.1.3	Supplementary Services
For supplementary services events are generated with the information regarding which supplementary service is used e.g. Call Forwarding (CF), Call Waiting (CW), Explicit Call Transfer (ECT), Multi Party (MPTY), Call Hold and information correlated to the service like the forwarded to number. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	event type

	event date

	event time

	Called party address

	Calling party address

	Input address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	basic service

	Supplementary service

	Forwarded to Address



[bookmark: _Toc350432017]12.X.2.1.4	Handover
For each handover that is realised in the EPS due to a change in target location information, a handover-event with the new location information is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	event type

	event date

	event time

	Correlation number

	Network Element Identifier

	Location Information



[bookmark: _Toc350432018]12.X.2.1.5	Redirection
For the redirection of a target call, a redirection event with the following information is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	event type

	event date 

	event time

	Calling Party Address

	Called Party Address

	call direction

	Redirected From Party ID(s)

	Redirected To Party ID

	Transit Carrier ID

	Correlation number

	Network Element Identifier

	Location Information

	basic service – media information

	Visited System ID



12.X.2.1.6	Release
For the release or failed attempt of a target call, a release event with the following information is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	event type

	event date 

	event time

	Calling Party Address

	Called Party Address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	basic service

	call release reason

	Contact Address(es)






12.X.2.1.7 	Media Modification and Address Reporting
For the release or failed attempt of a target call, a release event with the following information is generated, if this information would not already be reported by another event.. This information will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	event type

	event date 

	event time

	call direction

	Correlation number

	Network Element Identifier

	basic service

	Target Contact Address

	Other Party Contact Address



12.X.2.1.8	Subject Signal
When an intercept subject sends a signal to the network, a subject signal events with the following information is generated, if this information would not already be reported by another event. This information will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	event type

	event date 

	event time

	Signalling party ID

	Signalled party ID

	call direction

	Correlation number – Only included if Network Signal is associated with a call.

	Network Element Identifier

	Input Address Information

	User Signal

	Refer



12.X.2.1.9	Network Signal
When a network signal is being sent to the intercept subject of a target call, a network signal event with the following information is generated, if this information would not already be reported by another event. This information will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	event type

	event date 

	event time

	Signalled-to party ID

	other party media information

	Correlation number – Only included if Network Signal is associated with a call.

	Network Element Identifier

	Network Signal

	Refer




[bookmark: _Toc350432019]12.X.2.2 Non Call Related events
[bookmark: _Toc350432021]12.X.2.2.1	Location update
For location updates a Location update-event is generated, with the new location information. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information



[bookmark: _Toc350432022]12.X.2.2.2	Subscriber Controlled Input (SCI)
SCI includes subscriber initiated changes in service activation and deactivation. SCI does not include any information available in the CC. For subscriber controlled inputs - a SCI-event is generated with information about the SCI. This information will be delivered to the DF2 if available:

	observed MSISDN 

	observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	SCI



12.X.2.2.3	Circuit Swtiched Fallback (CSFB) from MME
The CSFB event is detected and reported by an MME when the MME determines that the UE should connect to a 2G or 3G circuit switched network to establish voice calls.  

	observed MSISDN 

	observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	Visited System ID (ID of the 2G or 3G system)




12.X.3 Separated EPS VoIP CC Interception and Delivery
The S-GW and the PDN-GW shall perform the CC interception and Delivery for EPS VoIP.  
The access method for the delivering of CC for Separated EPS VoIP Interception and Delivery Product is based on duplication of VoIP CC packets without modification at S-GW and the PDN-GW. The duplicated packets with additional information in a header, as described in 12.X.3.1, are sent to DF3 for further delivery to the LEA.
12.X.3.1 ICE to MF Interface
In addition to the intercepted Separated EPS VoIP content of communications, the following information needs to be transferred from the S-GW and PDN-GW to the DF3 in order to allow the DF3 to perform its functionality:
-	target identity;
-	correlation number;
-	time stamp - optional;
-	direction (indicates whether T-PDU is MO or MT) - optional;
-	the target location (if available) or the IAs in case of location dependent interception.
NOTE: location dependent interception for EPC is FFS.

*** END OF MODIFICATIONS ***
