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1. Introduction
The Generic Bootstrapping Architecture (GBA) is a generic security enabler that provides an application server and a UE with one or more shared secrets based on the cellular credentials. This secret can be used to protect communications, data, media or used for authentication or authorization. The Generic Bootstrapping Architecture is specified in TS 33.220. GBA was designed to allow efficient and secure deployment of a large range of services requiring cellular based security. For example, GBA allows reducing the amount of calls to be made to the HLR/HSS, reduces the amount of potential synchronizaiton errors between UE and HSS/HLR and offers high application security by ensuring key separation for different services (i.e. each service has its own cryptographic key). This discussion paper only applies to systems that are utilizing GBA.

2. GBA and LI
One reason for the GBA architecture below is to lighten the key management burden for the HSS/HLR.


Figure TS33.220: GBA Architecture
The Bootstrapping Server Function (BSF) acts as a key generation and management server that hands out applications specific keys to the applications (NAF – Network Application Function). The application specific keys are generated in the BSF based on a master key (Ks) and some application server specific data. The HLR/HSS is only aware that the master key has been generated, to subsequent application key generation the HLR/HSS is oblivious, in particular this implies that there will be no load to the HSS/HLR for further establishment application security associations for other services.
The NAF can be operatated by the network operator, but it can also be hosted and run by a third party. It should be noted, that the NAF can be an “Internet” application server, which is not a classical telecommunication node or service. The company that runs the NAF may not be accustomed to the duty of providing LI-support, also there might be quite many NAFs and frequent changes on the business relationships between MNO and NAFs of which the LI agencies might be unaware. 
The HSS/HLR is the subscriber database hosting the cryptographic cellular credentials and hands out the authentication vectors. The SLF (Subscriber Locator Function) is only there to communicate to the BSF on which HSS/HLR actually “this” particular subscriber can be found.
The NAF can be, for example, a web server that offers communication services using Javascript and web browser (e.g. based on Web_GBA work item). Other services are HTTPS security (TS 33.222), provisioning of subscriber certificate (TS 33.221), secure communication set-up (TS 33.259), Single Sign On (TR 33.924, TR 33.980) or MBMS (TR 33.246). GBA can also be used to secure e.g. the Ut interface.
The Ub and Ua interfaces can be over the cellular network, but this is not mandatory. The basic requirement is to have IP connectivity, for GBA Push, the NAF-UE communication might even based on SMS.
The nodes interact as outlined in the following sketch; please consult TS 33.220 for details:
(1) The UE contacts the NAF service on the Ua interface.
(2) The NAF indicates that it needs GBA security.
(3) If no master key is available, then the UE will make a “bootstrapping run” over Ub interface, In this bootstrapping run, the UE contacts first the BSF (address is preconfigured) and the BSF fetches the authentication vectors from the HSS/HLR (via Zh) and performs an AKA authentication run with with the UE. The BSF and the UE then generate then the master key and the application specific key.
(4) The UE indicates to the NAF the key name (B-TID). 
(5) Using the key name (B-TID), the NAF contacts the BSF over Zn interface to obtain the application specific key
(6) The UE and the NAF have now a common shared key, that they can use to secure their communication.
If the communication between terminals or between terminal and some third party communication service is somehow protected using GBA, the LI agency would not be able to decrypt the received information. The LI agency would on the HI2 and HI3 just get a copy of the information from the Ua interface, communication content and it would be useless to them, since it is GBA protected and the LI agency would not be able to decrypt it due to the lack of  NAF specific encryption keys.



Figure TS 33.107: Circuit switched intercept configuration


Figure TS 33.107: Packet Switched Intercept configuration
The intercept concept contacting the HLR/HSS is also not providing the application specific keys, since essential data is missing, that is needed to generate the application specific keys. 


Figure TS 33.107: HLR Intercept configuration
The intercept concept for KMS based IMS Media Plane Security mechanism defines an interface between DF2 and KMS. The DF2 requests key material from KMS when SIP message delivered towards LEMF contains KMS ticket information. As the DF2 query is triggered by information in the intercepted SIP message, this solution cannot provide the GBA related encryption and application information. The KMS server is a ticketing server, which provides a different functionality than the GBA-BSF server. On the other hand, KMS and BSF are both generic security enablers which may assist in providing security. 


[bookmark: _GoBack]TS 33.107: Figure 7A.7.1: KMS Intercept configuration

3. Proposal
It is proposed to study the possibilities, the requirements and architectural impacts to intercept GBA protected communications further.
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