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1 Introduction
SA1 is completing Draft TR 22.803, Feasibility Study for Proximity Services (ProSe).  ProSe stage 1 service requirements will be added to TS 22.278, Service Requirements for the Evolved Packet System (EPS).  Since this is a Release 12 service, SA2 has just begun to work on it, and in their discussions last week, there were questions on the applicability of LI to ProSe and if so, what the LI requirements are that they need to consider in their development of the ProSe architecture.
2 Summary of Proximity Service 
There are two aspects of Proximity Service – discovery of devices in local proximity and communication with devices in local proximity.  As well there are two classes of uses of Proximity Service – Public Safety personnel, and consumer/commercial users.
This service enables handsets to “discover” the identities of other handsets within their proximity, which is roughly defined roughly as within UE radio reach, and communicate with those handsets directly (i.e., UE-UE radio communication).   Service realizations can use either the discovery aspect or the communication aspect alone, or both in combination (see TR 22.803 for use case examples of various combinations). Service realization can also integrate network based services so such things as network assisted discovery and seamless handover between network and ProSe communication may be possible. 
UEs can invoke ProSE services either under network control or independent of network control.  However the exact control mechanisms are still to be clarified.  Network control can range from spectrum and timing assignment to signaling control to subscription and service control.  Multiple simultaneous ProSE sessions are supported per UE and these can be over multiple diverse radio paths.
ProSe also includes the concept of a “relay” where one UE (e.g., a handset or another type of portable radio repeater or relay) would “relay” ProSE communication (signaling and user plane) to another UE that is not under network coverage or within proximity (e.g., eNB-relay UE-UE and UE-UE-UE).  The configurations and functions of the relays are still to be defined as this is a RAN and architecture consideration.  The number of hops and paths that are relaying is initially limited to a single “hop” rather than supporting complicated mesh scenarios.  The ability to have redundant relays is not well defined at this time.[footnoteRef:2]   [2:  There is text in the clause 4.2 referencing relaying radio resource management control information.  ] 

ProSe assisted WLAN direct communication is a capability based on an 802.11-2012 direct communication capability where the EPC will identify UEs in proximity so they may communicate directly.  This probably will be similar to Bluetooth PC-PC communication initially.   There may be no WLAN infrastructure involved.   
There are also requirements for ProSe service continuity where the UEs may change one or more of the existing communications paths (between the core network path, ProSe path and ProSe assisted WLAN communication paths) without informing the user.  Traffic may transition “back” to original paths based on policy (e.g., when the UE returns to network coverage or if network congestion is eased).
Also note that currently, there has not been any definition of what traditional network services will be available in the off network states nor what services are available through relays.
Lastly, there is a use case that mentions enhancements to location and presence services.  ProSe discovery can take place without location information (the exact form and technology available for this location capability is a stage 2 & 3 issue and may not be the traditional form of communication that LEA are familiar.  The intention is that ProSe would somehow integrate user location information with location information available by other means.
As stated earlier, there are some capabilities/requirements that have been identified for “Public Safety” (i.e., not intended for commercial subscribers).  The table below identifies the major capabilities and notes which of these SA1 segregates as “Public Safety only”.  An “X” means that the capability is identified for that user community.
	Capability/Requirement
	Commercial
	Public Safety

	
	
	

	Discovery – In Coverage
	X
	X

	Discovery – Out of Coverage
	N/A
	X

	Communication – In Coverage
	X
	X

	Communication – Out of Coverage
	N/A
	X

	EPC support of ProSe communication over WLAN
	X
	X

	Group communication
	X
	X

	Broadcast services
	X
	X

	Relay
	N/A
	X

	Presence
	X
	X

	Charging/Accounting
	X
	X

	Security
	X
	X

	Service Continuity
	X
	X



Note:  Group communications and broadcast services will be defined by another SA1 WID, GSCE.  However, these capabilities are listed here for interworking considerations with ProSe.
3 Discussion
SA1 has agreed to include the following, “When operating ProSe, the EPS shall be able to support regional or national regulatory requirements, (e.g. lawful interception, PWS)” in its TR and currently in their proposed CR for TS 22.278.  
It is proposed that SA3-LI discuss the following areas and consider sending a liaison statement to SA1/SA2.  
3.1 Discussion Points
a. While SA1 has made a split between “Public Safety” and commercial users, should SA3-LI view all capabilities for LI impact, since 3GPP cannot enforce this segregation or should SA3-LI align the LI requirements with this split?
b. There was a statement made in SA1 that some nations require that LI be possible on (radio) communications over the operator’s spectrum that does traverse a network node (either eNB or core network). Is this a statement that SA3-LI can confirm as a ProSe requirement?  One potential mechanism to address this is the use of a toggle (as we have discussed for use in other cases).  Should SA3-LI address potential mechanism(s) to address this concern?
c. Can SA3-LI provide, out of the Dublin meeting, any guidance to SA1/SA2?  Or do SA3-LI members need more time to review the TR/TS CRs.  If guidance can be provided, some potential text is provided in Section 3.2.
d. If there are LI requirements, is the text in TS 33.106 sufficient?  If not, can SA3-LI agree specific ProSe requirements (after discussion/drafting in the Dublin meeting) for agreement in TS 33.106?
e. Are there any specific LI requirements/concerns for ProSe Relays?  
1) If the Relay UE is the target of interception?
2) If the target of interception is the endpoint of a ProSe Relay?
f. Are there any specific LI requirements/concerns for the ProSe location capabilities?
1) Should we “encourage” SA2 to resolve our trusted IMS location requirement that is FFS?
g. Are there any specific LI requirements/concerns for the ProSe group and broadcast capabilities?  SA2 has not determined if existing broadcast capabilities will be used or enhanced.  Can we provide any guidance from our MBMS LI solution?  (This is a GCSE issue, not Prose) and the GCSE requirements are still be determined at this time.
h. Since Presence is part of ProSe capabilities, are there any specific LI requirements for ProSe Presence?  
1) Should changes to the target’s presence be reported to the LEA?
2) Should changes to the associate’s presence sent to the target be reported to the LEA?
i. Are there requirements specific to ProSe concerning encryption, compression, and transcoding?  Is the existing text in the LI specifications sufficient?  Should we cite the existing text to SA1/SA2?

3.1 Potential Requirements for SA2
It is proposed that SA3-LI discuss the following areas and consider sending a liaison statement to SA1/SA2.  For the purposes of this discussion, the term “ProSe” includes all the ProSe service capabilities (e.g., discovery, communications, ProSe communication over WLAN).  These points are provided for consideration in drafting a liaison if the group agrees.

a. There are LI requirements for ProSe.  In general, LI should be invoked when the transmission of information or an event takes place that involves the target.  This may be limited by national regulations, specifically for UE-UE direct communications, and by the type of communications the target is using.  This needs to be balanced with the requirement for non-detectability of the LI operations.
a. Options to support these national requirements may be to either move the communications of a UE under surveillance from off network communication to the network unless radio conditions dictate otherwise, or toggle/disable UE-UE direct capabilities for UEs under surveillance.    SA3-LI would be interested in discussing any other options that SA2 can identify. 
b. In order for LI to be accomplished, the network shall be able to identify and isolate the communications and signaling of a target (e.g., device, subscriber) by service.  
c. Correlation shall be provided to the target’s intercepted communications that undergo a radio access technology change or a domain change with Service Continuity. Can this be done in a non-detectable manner?  
d. Depending on national requirements, the location of the target may be required to be reported at the beginning and end of IMS sessions or at the beginning and end of calls and sessions on a per warrant and a per intercept basis.  There may also be a requirement for location reporting during on-going communications.  The location information reported to Law Enforcement shall be trusted location information (i.e., the location information is either network derived or network verified).  SA3-LI understands that IMS trusted location information is under study so how this is reported for LI is FFS at the current time.  It would be of interest to SA3-LI if any ProSe location enhancements/solutions could be used to meet LI requirements.  It may be a national option to allow the reporting of UE provided location, which is generally considered untrusted, but, if so, it must be clearly identified as user provided locaiton.  SA3-LI requests that SA2 keeps them informed on the type of location information that will be available to be reported for the various ProSe communications.  
e. When encryption is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decrypted, or encrypted with keys and additional information to make decryption possible. End-to-end encryption implemented in the user equipment based on encryption features provided by the operator is considered to be a network-managed encryption and is subject to the same requirements.  Encryption not provided or managed by the network (e.g., user provided end-to-end encryption), cannot be removed by the network. In the case that the Communication Service Provider (CSP) provides encryption keys to the subscriber or customer but does not provide the encryption itself, the CSP shall provide the keys to the LEA if required by national regulations.  SA3-LI will work with SA3 to determine the impact of ProSe encryption to LI.  
4 Proposal
SA3-LI should review TR 22.803 and CRs SA1 agreed last week for inclusion to TS 22.278 and discuss the LI impact/requirements for ProSe.  SA3-LI should consider sending a liaison to SA1/SA2/SA3 to provide requirements to be taken into consideration in their ProSe development.




