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1 Introduction

This contribution provides an analysis of Release 11 LI capabilities across TS 33.106/33.10733.108 and is provided for information and discussion.  There are two highlighted comments that pose questions on possible required CRs for alignment.
The methodology used was to find specific text across all three specifications to provide a general assessment of support for each requirement in TS 33.106.  Also documented was where Stage 2/3 support was found for capabilities for which specific requirements were not found in TS 33.106.  What was not completed is to align/compare this capabilities to Release 11 (and previous) general network (UMTS/LTE) services and capabilities.

2 Release 11 Gap Analysis
	Ref #
	TS 33.106 v11.1.1
	TS 33.107 v11.3.0
	TS 33.108v11.4.0

	
	
	
	

	1
	Encryption

When encryption is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decrypted, or encrypted with keys and additional information to make decryption possible. End-to-end encryption implemented in the user equipment based on encryption features provided by the operator is considered to be a network-managed encryption and is subject to the same requirements. Encryption not provided or managed by the network, e.g. user provided end-to-end encryption, cannot be removed by the network. In the case that the Communication Service Provider (CSP) provides encryption keys to the subscriber or customer but does not provide the encryption itself, the CSP shall provide the keys to the LEA if required by national regulations.

Where the CSP provides decryption of the communication, it is the operator’s choice where in the network this decryption is performed. However, following decryption, all IRI and CC shall be provided to the LEMF using handover mechanisms as per an unencrypted communication.

An encryption solution shall not prohibit commencement of Interception and decryption of an existing communication.
	Not applicable to CS.  

PS:  Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary to be transferred from the 3G GSN or the HLR to the DF2 in order to allow a DF2 to perform its functionality.

IMS:  Clause 7A.7 LI for KMS based IMS Media Security.  No support to provide unencrypted CC to the LEMF. No explicit SDES text.

MBMS de-encryption support FFS.

EPS E-UTRAN access and GTP based S5/S8:  encryption parameters (keys and associated parameters for decrypting CC), if available and necessary to be transferred from the EPS nodes or the HSS to the DF2 in order to allow a DF2 to perform its functionality

EPS E-UTRAN access and PMIP based S5/S8 interfaces:  encryption parameters (keys and associated parameters for decrypting CC), if available and necessary to be transferred from the PDN-GW to the DF2 in order to allow a DF2 to perform its functionality.

EPS (for trusted non-3GPP IP access): encryption parameters (keys and associated parameters for decrypting CC), if available and necessary to be transferred from the S-GW, PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality

EPS (for untrusted non-3GPP IP access): encryption parameters (keys and associated parameters for decrypting CC), if available and necessary, to be transferred from the PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality
	Clause 4.4:  In case MIKEY ticket based solution is used for IMS media security as specified in 3GPP TS 33.328, upon reception of the IRI related to an encrypted session the IRI mediation function queries the network key management server and retrieves the media decryption keys; the IRI mediation function then delivers the keys to the LEMF.

Clause 4.4.2:  The port HI3 shall transport the CC of the intercepted telecommunication service to the LEMF. The CC shall be presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional, communication of the interception subject. However, in case MIKEY ticket based solution is used for IMS media security as specified in 3GPP TS 33.328 [54] and CC is presented in encrypted format, the decryption keys and the associated information shall be delivered to the LEMF via appropriate IRI over the HI2.

NOTE 1:
Additional information needed for decryption, e.g. roll-over counter, will be available as part of intercepted CC.

NOTE 2:
In this version of the standard, in case of interception starting on ongoing encrypted communication, some information needed for decryption might not be available.

NOTE 3:
In this version of the standard, immediate rekeying is not supported from the LI perspective.

Clause 7 (Multimedia/IMS) defines a “Media Decryption key available REPORT Record” 
CS:  The Content of Communication shall be presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional, communication of the interception subject. It may contain voice or data.

	2
	When compression is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decompressed, or compressed with information to make decompression possible.
	No text for explicit support.
	All other compression text is in Annex H: United States lawful interception (PS domain and IMS)

	3
	When encoding is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decoded, or encoded with capability (e.g., codec information) to make decoding possible.
	No text for explicit support.
	No text for explicit support.

	4
	Location Dependent Interception (LDI) 
	Not defined for CS.  

Support in PS.  

Not supported in IMS (not applicable).  

EPS is FFS.
	Optional “LDI event” in PS domain Location Information Update REPORT Record.

A PS-domain PDP Context Activation (successful) BEGIN Record  is triggered when the target entered an interception area and has at least one PDP context active.  

In B.3 (HI2 PS):  LDI event parameter defined in ASN.1.  IA parameter is not defined in ASN.1, although identified in 107 events.

The EPS BEGIN message is sent when the target entered an interception area and has at least one EPS bearer/tunnel active (FFS). 

	5
	In general, Lawful interception should be invoked when the transmission of information or an event takes place that involves the target.  The requirement for lawful interception is that all telecommunications services in the 3GPP network standards should be capable of meeting the requirements within this document.
 It is a national option that LI, as delivered to the LEMF, may be restricted to specific target subscribed services offered by the CSP or third party providers with a service level agreement with the CSP.
	The following have some LI support:

CS Voice/SMS

PS Data/SMS/I-WLAN

IMS     SIP events (includes PoC and SMS)

            KMS-based IMS Media Security

            Conferencing

MBMS 

EPS 
	The following have some LI support:

CS Voice/SMS 

PS Data/SMS/I-WAN

IMS          SIP events 

                 Conferencing

                 KMS-based IMS Media Security

MBMS

EPS

	6
	The CSP shall securely administer the intercept (e.g., to activate, deactivate, show, or list targets) within the 3GPP network as quickly as possible. The CSP’s administration function shall use appropriate authentication and audit procedures. When LDI is used, the administration function shall allow specific IAs to be associated with target subscribers.   Authentication, encryption, log files and other mechanisms may be used to maintain security in the system. 
	Clause 8 Security supposedly for “whole Lawful Interception System”, but “rules and procedures shall be used for all involved entities, 3G GSN and the DF”.

No explicit EPS security support.


	Clause 5.3.3 (CS): The process of access verification and additional (optional) authentication between the MF and the LEMF shall not delay the set up of the CC.

For the protection and access verification of the Content of Communication delivery call the ISDN supplementary services CLIP, COLP and CUG shall be used when available in the network involved.
Generally any authentication shall be processed before the set-up of the CC links between the MF and the LEMF is completed. If this is technically not feasible the authentication may be processed after completion of the CC connection in parallel to the existing connection.

Clause 6.3 (PS), 8.3 (I-WLAN), 9.3 (MBMS), 10.3 (EPS) & 11.3 (IMS Conferencing):  Security is defined by national requirements.

Clause 7.3 (IMS):  When KMS based IMS media security 3GPP TS 33.328 [54] is adopted in the network, the HI2 shall have strong integrity and confidentiality protection. In this case, the HI2 should be protected by TLS. FTP delivery should be done over TLS as specified by IETF RFC 4217 [58]. TLS and certificate profiling shall be according to TS 33.310 [60].
Additional security is defined by national requirements.

Clause 7.5 (IRI for IMS ):  In some cases the CC is encrypted according to one of the IMS media security solutions specified in 3GPP TS 33.328 [54]. In these cases the LEMF receives encrypted CC and decrypts it based on the decryption information received over the HI2 interface.

NOTE 1: Delivery of decrypted CC in the above scenario is FFS.

NOTE 1a: GSN has no possibility to decrypt SIP messages based on the IMS security architecture.

NOTE 2:
Security mechanisms for protecting delivery of key material over the HI2 in line with 3GPP TS 33.328 [54] are FFS.

	7
	CSPs shall ensure that its equipment, facilities, or services that provide a subscriber with the ability to originate, terminate, or direct communications are capable of facilitating authorized communications interceptions and access to intercept related information unobtrusively and with a minimum of interference with any subscriber's telecommunications service and in a manner that protects:

- the privacy and security of communications (both signalling and content of communication) not authorized to be intercepted; and

- information regarding the LEA’s interception of communications.
	No explicit text
	No explicit text

	8
	Correlation

The 3GPP network shall provide the means to allow correlation of different phases (e.g., changes in domains or radio access) of a target’s intercepted communication.  When only IRI is delivered, an unambiguous correlation shall be established between associated IRI within the single domain for the same communication or session (for example, different legs in CS).

When both IRI and CC are delivered, an unambiguous correlation shall be established between associated IRI, IRI and CC, and associated CC within the single domain (for example different legs in CS or different packets in PS). 

Correlation shall be provided to the target’s intercepted communications that undergo a radio access technology change or a domain change with Service Continuity.
	CS:  MSC provides a unique number for each call sent to the DF, for all call-related events.

PS:  3G SGSN and/or GGSN provides

Correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one PDP context.  The correlation number shall be generated by using existing parameters related to the PDP context. 

IMS:  Correlation in SIP Message events for SIP to bearer shall be supported within the domain of one provider.  JCT Note:  but no correlation number listed for IMS SIP event.  Perhaps a CR is needed?
WLAN-I:  The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  In case of the AAA server, the Correlation Number is only used to correlate IRI records.  Not used for WLAN Access and Termination events.

MBMS Correlation Number used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  Generation of correlation number is FFS.  Not found in any MBMS events.

IMS Conferencing correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  Information passed between the MRFC and MRFP for correlation has to uniquely identify the mixing of associated media streams for a conference distinct from any other mixing or media handling.  An example is how H.248 uses a context identifier to do this.  There is a note to consider whether H.248 Context Identifier should be added to help correlate CII and CC.  It is in all events except Creation of Conference and Update of Conference events.

EPS/ E-UTRAN access and GTP based S5/S8: The correlation number is used to correlate CC and IRI.

For the delivery of the CC and IRI the S-GW and/or, per national option PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.  The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one EPS bearer.  The correlation number shall be generated by using existing parameters related to the EPS bearer.  In Bearer Activation, Bearer Modification, Bearer Deactivation, and Start of interception with active bearer events.

EPS/ E-UTRAN access and PMIP based S5/S8 interfaces:  The correlation number is used to correlate CC and IRI.  For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.  The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes.  The correlation number shall be generated by using existing parameters related to the IP-CAN session.  In all events.

EPS/trusted non-3GPP IP access:  The correlation number is used to correlate CC and IRI.  For the delivery of the CC and IRI, the S-GW and/or PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.  The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one IP-CAN session. However, when different protocols (i.e. GTP and PMIP) are used in the network, different values can be generated by different nodes.  The correlation number shall be generated by using existing parameters related to the IP-CAN session.  In all events except PDN-GW reallocation upon initial attach on s2c and Serving Evolved Packet System.

EPS/untrusted non-3GPP IP access:  The correlation number is used to correlate CC and IRI.  For the delivery of the CC and IRI, the PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.  In all events except Serving Evolved Packet System and PDN-GW reallocation upon initial attach on s2c.

EPS/interworking between SGSN and PDN-GW over Gn/Gp interfaces:  The PDN-GW shall use the same correlation number in records when the PDP context/EPS bearer modification signalling is detected due to the handover between different accesses involving a Gn/Gp interface (i.e. from E-UTRAN to 2G/3G and vice versa).  After the handover, the PDN-GW shall report the events applicable to the new access and continue to use the same correlation number inside the same PDP context/EPS bearer.
	CS:  To assure correlation between the independently transmitted CC and IRI of an intercepted call the following parameters are used:

- Lawful Interception IDentifier (LIID), 

- Communication IDentifier (CID), which contains the Network IDentifier (NID) and the Communication Identity Number (CIN).  Intercepting Node ID is used for the NID in the UMTS system.  The correlation number is used for the CIN.

- CC Link IDentifier (CCLID)

PS:  The Correlation Number is unique per PDP context and used for the following purposes:

- correlate CC with IRI,

- correlate different IRI records within one PDP context.  As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging ID.

NOTE:
The Correlation Number is at a minimum unique for each concurrent communication (e.g. PDP context) of a subject within a lawful authorization.

IMS:  The GPRS Correlation Number is unique per PDP context and used for the following purposes:

-  correlate CC with GSN IRI,

-  correlate different GSN IRI records within one PDP context.

As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging ID. 

NOTE 1:
It is an implementation matter how CSCF generates Correlation number value. However, in this release CSCF should use gPRSCorrelationNumber ASN.1 parameter as a container.

If two PDP contexts are used for the communication (one for signalling and one for bearer) also two correlation numbers may be delivered via the CSCFs.

Different identifiers may be used for correlating target's various SIP messages such as:

-  LIID;

-  implementation dependent number.

NOTE 2:
The implementation dependent number may be e.g. a 'Call-id'. However, when CSCF acts as a back-to-back user agent CSCF can have different 'Call-id' values for different legs of signalling. Therefore some other number would be needed in such a case.

NOTE 3:
The LIID may be used to associate SIP messages with respective GSN IRI records. In case the target has a single SIP session active, the LIID is sufficient to correlate IMS IRI records with GSN IRI records. In case the target has multiple SIP sessions active, a combination of the LIID and an implementation dependent number may be used to correlate the IMS IRI records with the GSN IRI records.

In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.

SIP correlation number is used to correlate events of one specific SIP session.

I-WLAN:  The Correlation Number is unique per I-WLAN tunnel and used for the following purposes:

-  correlate CC with IRI (in the PDG),

-  correlate different IRI records within one I-WLAN tunnel (for both PDG and AAA server).

NOTE:  The Correlation Number is at a minimum unique for each concurrent communication (e.g. I-WLAN tunnel) in a specific node (e.g., AAA server or PDG) of an intercept subject within a lawful authorization.

MBMS:  The Correlation Number is unique per subject MBMS service and MBMS session. The correlation number is used for the following purposes:

·  Correlate different IRI records within one MBMS service and MBMS session.

NOTE: Correlation only applies to MBMS service usage.  Correlation of subscription management events is not required and the ASN.1 subscription event records in Annex B.8 do not provide support for correlation numbers. Such Subscription management report record events are asynchronous, can occur at any time and are likely to occur infrequently. 

EPS

The Correlation Number is unique per EPS bearer/tunnel and is used for the following purposes:

-  correlate CC with IRI,

-  correlate different IRI records within one EPS bearer/tunnel.

NOTE:
The Correlation Number is at a minimum unique for each concurrent communication (e.g. EPS bearer/tunnel) of a subject within a lawful authorization. However when different protocols (i.e. GTP and PMIP) are used in the networks, different values for the correlation number can be generated by different nodes for the same communication.

In case of handover between different accesses involving a Gn/Gp interface (i.e. from E-UTRAN to 2G/3G and vice versa), the same correlation number for the PDP context/bearer shall be used before and after the handover during the same IRI transaction.

	9
	There may be regional or national requirements on the timing requirements for delivery of IRI and CC. This includes the requirement for the CSP to timestamp IRI and CC delivery with a time zone indication (e.g., UTC offset) as part of the timestamp.
	Event date and time reported in 

· All CS and PS events

· IMS SIP events except IMS Media Security events

· All MBMS events

· All IMS Conferencing events

· All WLAN-I events

· All EPS events

No explicit text on UTC offset
	CS (Clause 5.2.2.1):  Date & time (TimeStamp, see clause B.3a) Date & time of record trigger condition.  The parameter shall have the capability to indicate whether the time information is given as Local time without time zone, or as UTC. Normally, the operator (NO/AN/SP) shall define these options.

PS (Clause 6.2.1):  Each IRI data record shall contain a time-stamp, based on the intercepting nodes clock that is generated following the detection of the IRI triggering event. The timestamp precision should be at least 1 second (ETSI TS 101 671 [24]). Defining the required precision of an IRI timestamp however is subject to national requirements.

IMS (Clause 7.2.1):  Each IRI data record shall contain a time-stamp, based on the intercepting nodes clock that is generated following the detection of the IRI triggering event. Subject to national requirements, IMS specific IRI timestamp should have higher precision than 1 second.

EPS (Clause 10.2.1):  Each IRI data record shall contain a time-stamp, based on the intercepting nodes clock that is generated following the detection of the IRI triggering event. The timestamp precision should be at least 1 second (ETSI TS 101 671 [24]). Defining the required precision of an IRI timestamp however is subject to national requirements.

Timestamp parameter defined for events in CS, PS, IMS, I-WLAN, MBMS, EPS, and IMS conferencing.

	10
	If the target accesses the 3GPP network via another access network (e.g., an Interworking Wireless Local Area Network (I-WLAN)), the 3GPP network shall provide the LEA with the identity of the access network (as known by the 3GPP operator). When the target’s communications or signalling information is no longer available to the 3GPP network due to redirection or handover to another network operator, it is a national option that the 3GPP network shall provide, when available, the LEA with the identity of the network operator that has access to the target’s communications or signalling information.
	WLAN:  WLAN Operator Name

The name of the WLAN operator name serving the target subscriber is available from the AAA server.

EPS non-3GPP Access:  Observed Network Access Identifier (NAI) supported as a target identity for trusted non-3GPP IP access and untrusted non-3GPP IP access.

Serving System Events are available for PS interception.

Serving Evolved Packet System events are available for

· E-UTRAN access and GTP based S5/S8

· E-UTRAN access and PMIP based S5/S8 interfaces

· trusted non-3GPP IP access

· untrusted non-3GPP IP access
	

	11
	Clause 5.8 CAT
	None
	None

	12
	Clause 5.9 CRS
	None
	None

	13
	Clause 5.10 H(e)NB
	UE attached to H(e)NB only.  No support for target CSG or target H(e)NB
	None

	14
	Depending on national requirements, the CSP may be required to report the location of the Target at the beginning and end of CS calls and PS and IMS sessions on a per warrant or per intercept basis.  

It may also be a national requirement for the CSP to report the location of the Target during on-going communications.  

The location information reported to the LEA shall be trusted location information (i.e., the location information is either network derived or network verified).
	CS Location Information is the service area identity and/or location area identity that is present at the 3G MSC Server at the time of event record production. In some traffic cases the available location information can be the one received from the MME, i.e. the Tracking Area Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 [30].  Available in all events.

PS Location Information is the Service Area Identity (SAI), RAI and/or location area identity that is present at the GSN at the time of event record production.  Available in all but Serving System event.

IMS Location – nothing defined.  Location reporting is not supported in IMS domain.  JCT Note:  There is a 3GPP work item to define a trusted network location for IMS which may provide this in the future.
EPS Location Information for E-UTRAN access and GTP based S5/S8 is the Tracking Area Identity (TAI), TA List assigned to the UE, E-CGI and/or location area identity that is present at the node at the time of event record production. In case of Tracking Area Update event, the last visited TAI of the UE may be applicable.

EPS Location Information for E-UTRAN access and PMIP based S5/S8 interfaces provides, if received from the PCRF, location information of the target subscriber.

EPS Location information for trusted non-3GPP IP access is the location information of the target subscriber, e.g. 3GPP2-BSID [26]. Provided if available from the PCRF.

EPS location information for untrusted non-3GPP IP access is not provided.
	

	15
	The 3GPP network shall be able to support the delivery of IMS VoIP, and the IMS VoIP supplementary services (e.g., call forwarding), to the LEMF via one of the following two methods:

- Intercepted IMS VoIP communications (e.g., IRI or IRI/CC) are delivered separately from other IMS services,

- Intercepted IMS VoIP communications are delivered as part of all other services.
	No support for separate delivery of IMS VoIP.
	No support for separate delivery of IMS VoIP.

	16
	IMS Conferencing, WLAN Interworking, and MBMS 

– no specific Stage 1 text in 33.106
	LI events defined in TS 33.107.

Floor control events for IMS Conferencing FFS…impacts of other IMS conferencing enhancements (e.g., cascading foci) unknown.


	LI support for the events defined in TS 33.107.

Floor control events for IMS Conferencing FFS…impacts of other IMS conferencing enhancements (e.g., cascading foci) unknown.



	17
	Target Identities are not specified in Stage 1/33.106
	The target identities for 3GMS CS and PS interception at the SGSN, GGSN, 3G MSC Server and 3G GMSC Server can be at least one of the following: IMSI, MSISDN or IMEI.  NOTE 1:
Some communication content during a mobility procedure may not be intercepted when interception is based on MSISDN (only PS interception) or IMEI. The use of the IMSI does not have this limitation. For the availability of the target identities IMSI, MSISDN and IMEI (PS interception), refer to TS 23.060 [10].

The target identities for multi-media at the CSCF can be one or more of the following: SIP URI or TEL URL. Other identities are not defined in this release.

No explicit target identities specified for IMS Conferencing, other than Conference URI/Conference Factory URI.   Observed IMPU/IMPI and 

Observed Other Identity (NAI), observed conference URI and temporary conference URI in parameter table and event tables

The target identities for 3GPP WLAN Interworking interception can be MSISDN, IMSI or NAI. For the availability of the target identities in the I-WLAN nodes (AAA server, PDG, WAG), refer to TS 23.234 [14], TS 23.008 [15], TS 29.234 [16] and TS 24.234 [17].  

No explicit target identities specified for MBMS, observed IMSI and “observed other identity” in parameter table, but only IMSI in event tables.

The messages sent from the ADMF to the 3G ICEs (X1_1-interface) contain the target identities (MSISDN, IMSI, IMEI, SIP URI or TEL URL, NAI) (see notes 4, 5, 6)

NOTE 4:
Since the IMEI is not available, interception based on IMEI is not applicable at the 3G Gateway. Moreover, in case the IMEI is not available, interception based on IMEI is not applicable at 3G ICEs.

NOTE 5:
Interception at the CSCFs is based upon either SIP URI or TEL URL. SIP URI and TEL URL as target identities are not supported by the other ICEs.

NOTE 6:  Interception based on NAI is only applicable at AAA server, PDG, and WAG. As the NAI could be encrypted or based on temporary identity at the PDG and WAG, interception based on the NAI is not applicable in those cases in these nodes.

EPS/ E-UTRAN access:  The target identities for interception at the MME, HSS, S-GW and PDN-GW are IMSI, MSISDN and ME (Mobile Equipment) Identity. 

NOTE 1:
Details about information included in the ME Identity and the relationship with IMEI needs to be considered. The term Mobile Equipment Identity is used in this text according to [22] so as to indicate that the EPC should support multiple equipment identity formats (e.g. those from 3GPP2, WiMAX, etc) as well as the IMEISV.

NOTE 2: 
In case of local breakout the PDN Gateway is in the VPLMN. In this case LI relevant information in the H-PLMN might be available at the H-PCRF.  Interception at the H-PCRF is FFS.

NOTE 3:
In case the ME Identity and/or MSISDN is not available in a node, interception based on the missing identity is not applicable at that node. 

NOTE 4:
MSISDN is a possible identity available in the EPC nodes, which may be provided by the HSS to the MME and then forwarded to the S-GW/PDN-GW.

EPS/non-3GPP IP access:  Interception in the S-GW and PDN-GW shall be based on IMSI or NAI.  NOTE:
The NAI may be a temporary ID, therefore the use of IMSI is recommended.

EPS/cdma2000 access:  MME shall intercept the attach event received from the HRPD AN based on IMSI. 

Interception at S-GW and PDN-GW shall be done according to the requirements given for EPS/E-UTRAN access. 
	CS:  A call could be intercepted based on several identities (MSISDN, IMSI, IMEI) of the same target.  Interception based on IMEI could lead to a delay in start of interception at the beginning of a call and interception of non-call related events is not possible.

PS  observed identifiers:  MSISDN, IMSI, IMEI, PDP Address

IMS observed identifiers:  SIP URI, TEL URL

I-WLAN observed identifiers:  MSISDN, IMSI, NAI  

MBMS observed identifier:  IMSI

EPS observed identifiers:  MSISDN, IMSI, ME Id, MN NAI

IMS Conferencing observed identifiers:  IMPU, IMPI



	18
	Push-to-Talk over Cellular (PoC) 

– no specific Stage 1 text in 33.106
	No explicit Stage 2 events defined per Clause 7A.5:  

PoC is a service of the IMS Domain and interception is done according the definitions in clause 7A.3. Interception of CC is available with the current implementations in the GSNs.

SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure 22 below, all SIP messages executed on behalf of a target subscriber are subject to intercept at the S-CSCF and Optionally P-CSCF. 

From 7A.3:  An intercepted SIP event sent to DF2 is shown below:

- Observed SIP URI

- Observed TEL URL

- Event Time and Date

- Network element identifier

- SIP Message Header

- SIP Message Payload

Interception of the content of communications for GSN packet data services is explained in clause 7.2. No additional content of communications intercept requirements are identified. Activation and invocation of multi-media service does not produce interception of content of communications, which must be in case of GPRS / UMTS (PS domain) intercepted at the GSN under a separate activation and invocation.

Note: Interception at the GSN is only possible for a basic call. Content of communication for forwarded or transferred calls is for further study.
	No explicit Stage 3 support defined.

	19
	SMS

– no specific Stage 1 text in 33.106
	SMS in CS: generated in 3G MSC Server.

SMS in PS: generated in 3G SGSN.

SMS over IMS (Clause 7A.6):  SMS over IMS shall be intercepted in accordance with normal IMS interception as described in 7A.3.  SMS IRI (including originating and destination addresses, SMS direction, and SMS Centre Address) are reported, if available, for IRI-only intercepts.

SMS in WLAN-I:  LI for SMS in the 3GPP-WLAN Interworking case is described in Clause 7A.4.

JCT Note:  7A.4 is Multi-media Call State Control Service Scenarios and states, “Annex C shows examples of the delivery of intercepted events and product under various call scenarios.”  Should this not reference 7A.6?  If so, a CR should be generated.
SMS in EPS:  no explicit text.  Clause 12 includes these statements:

In addition to the reference configurations applicable to PS interception, the following figures contain the reference configuration applicable for the lawful interception in the EPS nodes ([22], [23])

When the SGSN is used as node in the Evolved Packet System, to support 2G/3G access and mobility between E-UTRAN and pre-E-UTRAN 3GPP radio access technologies, it is subjected to all the related PS requirements specified throughout this document.
	SMS in CS delivered as IRI.

SMS in PS delivered as IRI.
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	MMS

– no specific Stage 1 text in 33.106
	Interception of MMS messages shall be performed at the GSN in exactly the same way as for other PS-domain bearer services. The GSN is not responsible for recovering individual MMS messages from the user PDP context IP stream.  No MMS specific HI2 records are defined to be delivered to the LEMF over the DF2 other than those listed in clause 7.4 of this specification. CC records shall be sent to the LEMF over the DF3 as specified in clause 7.3.  Interception of a user PDP context IP stream will occur as described in clause 7.2. Such a stream may or may not contain MMS messages.
	No explicit Stage 3 support defined.


3 Conclusion and Recommendation
This contribution is provided for information.  The group may use the information provided to discuss needed areas of contributions.  The group may consider the two highlighted area and if there is agreement, CRs may be needed.
� I added the bold.  
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