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1. Introduction

This contribution proposes a new use case for discussion and inclusion into the ‘Mobile Cloud Services Lawful Interception Impact Evaluation’ living document
This use cases describes a scenario in which a Mobile Operator who provides a managed cloud service to its subscribers could steer the traffic in order to fulfil its LI obligation. To achieve this outcome, the Mobile Operator makes use of the ANDSF (Access Network Discovery and Selection Function) mechanism that is embedded in its core network.

2. 



3. Discussion
A user of cloud-type service wants to download a file while he is connected to a Wi-Fi network (e.g. user is in a coffee shop that provides a Hotspot-type service). User is a subscriber of a mobile data service from a Mobile Network Operator and has a subscription to a cloud based service which is a managed and provided by the same Mobile Network Operator. 

The cloud service itself is hosted by a third party, a Cloud Service provider (CSP) and is provided to the Mobile Network Operator as a ‘White labelled’ service (transparent to the user, in such that user does not know it’s from a third party).

Since the user is invoking a Mobile Network Operator’s managed service (cloud service in this particular case) when he downloads his file, and user is under electronic surveillance, the Mobile Network Operator under these circumstances must be able to route user’s traffic through its core network so that this particular traffic can be captured, the mobile operator uses ANDSF feature to provide the routing   


4. Proposal 
***********************First addition******************************
1 Use cases

A. Cloud Service using ANDSF (Access Network Discovery and Selection Function).

a. Overview

The MNO only allows File sharing services that control by a policy server (ANDSF) to subscribers on its and Non 3GPP access networks.

a. The Cloud Facilities are external to the MNO domain but only accessible via the MNO 

b. The service can be offered with or with out IMS services

b. Actors

The user is John
Mobile Anywhere is a Mobile Network Operator (MNO)
McCloud is a Cloud Service Provider (CSP)

c. Preconditions

· John is a subscriber to a mobile data service from Mobile Anywhere
· . John has a subscription to a cloud service, type of DaaS – Data as a Service (e.g. data storage in the cloud) from Mobile Anywhere
. There is a business relationship between Mobile Anywhere and McCloud such as that McCloud provides ‘White-labeled’ cloud services to Mobile Anywhere 
· 

John carries a UE that has WLAN capabilities (i.e. dual mode handset, Wi-Fi + cellular) and an installed ANDSF client. 


Mobile Anywhere operates an ANDSF Server in its network. The server is under its full control and provides policies that could be used by the mobile device regarding:

Access network discovery 

ISMP (Inter System Mobility Policy)

ISRP (Inter System Routing Policy)
Mobile Anywhere can provision John’s UE with its policies by using the ANDSF mechanism

· John’s UE has an ANDSF client that can connect securely with the ANDSF server to get periodical updates
, which may change based on John’s location, time of day, or other attributes.
Mobile Anywhere can configure a list of its managed services and their associated routing policies, e.g.:

· Cloud Services -- traffic must be routed through core network

· VoIP – traffic must be routed through core network

· Other services (e.g. web browsing) -- may not be routed through core network
UE is configured with enhanced operator’s policies to enable rules to route traffic for different applications between the Wi-Fi and cellular networks in general and may invoke policies in case of Lawful Intercept

d. Actions

i. The Mobile Anywhere surveillance facilities identify that a target of LI has initiated communication covered by the LI authorization and begins delivery of the communication to the LEA.  

ii. The 3gpp-istan Police Department begins receiving John’s intercepted communications (i.e., IRI and CC for all required services as identified in the lawful authorization).  The IRI and CC for the File Sharing service is delivered separately and the CC is the media that is sent to/from John’s (the Subject).

Editors note: copied from tele-presence, its unclear if the iri/ and cc is delivered separately form other iri and cc

iii. John connects his UE to an available Wi-Fi network 
iv. John, as a subscriber of cloud service, decides to retrieve a file from his cloud service account
v. Based on the Mobile Anywhere’s policies provisioned in the UE, John’s traffic leaving Wi-Fi network is routed through operator’s core network, instead of going directly to the internet, and access to the cloud service occurs
vi. The file requested from the cloud service passes through Mobile Anywhere’s Network and is delivered to John’s UE
vii. During this time IRI is generated, CC is generated
e. Interaction with other services
Other application on johns UE may have polies set by the ANSDF to egress through the hotspot to the public internet and are not passed to Mobile Anywhere
Local break with Femto cell and access to local shares and or use of Cellular Hub (cellular modem that terminates in wifi or Ethernet access) on John’s personal network is for further Study
f. Roaming
When John roams to other networks, his DaaS service travels with him and is accessible.  Roaming Rates for data services may apply

John can access the file from local hotspots

Local Break out services in the visited network is for further study

g. Post-conditions
· 
i. John was the subject of legal interception, and he accessed a file from his cloud service
ii. Mobile Anywhere’s is able to intercept John’s file while transiting Mobile Anywhere’s network. through the use of its ANDSF policy server and UE client application
iii. The 3gpp-istan Police Department received the IRI and CC of John’s communications.  Using that information in their investigations, they prevent a crime from occurring.

iv. Mobile Anywhere met their regulatory obligation to unobtrusively deliver communication to the authorized LEA.

***************************End of first addition**********************************

5. Recommendation

Discuss and adopt the proposed Use case in the Mobile Cloud Services living document.
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