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* * * First Change * * * 
12.2.1.2

Structure of the events 

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the EPC nodes or the HSS and can be suppressed in the DF2. The network procedures for which the events are generated are defined in [22].

The following events are applicable to the MME:

-
Attach;

-
Detach;

- 
Tracking Area Update;
- 

UE requested PDN connectivity; 

- 
UE Requested PDN disconnection;

- 
Start of interception with E-UTRAN attached UE.

The following events are applicable to the Serving GW and PDN GW:
-
Bearer activation (valid for both Default and Dedicated bearer); 

-
Start of intercept with bearer active;

-
Bearer modification;

-
Bearer deactivation;
-
UE Requested Bearer Resource Modification.
The following events are applicable to the HSS:

· Serving Evolved Packet System.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option.

	Observed MSISDN

MSISDN of the target subscriber (monitored subscriber).

	Observed IMSI

IMSI of the target subscriber (monitored subscriber).

	Observed ME Id

ME Id of the target subscriber (monitored subscriber); when it coincides with the IMEI, it shall be checked for each activation over the radio interface.

	Event type

Indicates which type of event is delivered: Attach, Detach, Tracking Area Update, UE requested PDN connectivity, UE Requested PDN disconnection, UE Requested Bearer Resource Modification, Bearer activation, Start of intercept with bearer active, Start of interception with E-UTRAN attached UE, Bearer deactivation, Bearer modification, Serving Evolved Packet System.

	Event date

Date of the event generation in the ICE.

	Event time

Time of the event generation in the ICE. Timestamp shall be generated relative to ICE internal clock.

	PDN Type

The parameter is applicable to the MME only and provides the IP version (IPv4, IPv4/IPv6, IPv6) requested by the UE.

	PDN Address Allocation

The parameter is applicable to the S-GW and PDN-GW; it provides the IP version (IPv4, IPv4/IPv6, IPv6) and IP address(es) allocated for the UE.

	Protocol Configuration Options

Are used to transfer parameters between the UE and the PDN-GW (e.g. Address Allocation Preference by DHCP).

	Attach type

Indicates the type of attach (may carry indication of handover in case of mobility with non-3GPP access).

	Location Information

Location Information is the Tracking Area Identity (TAI), TA List assigned to the UE, E-CGI and/or location area identity that is present at the node at the time of event record production. In case of Tracking Area Update event, the last visited TAI of the UE may be applicable.

	PDN address(es)

The UE IP address(es) for the PDN connection.

	APN

When provided by the MME, the parameter carries the Access Point Name provided by the UE. When provided by the S-GW/PDN-GW, it is the Access Point Name used for the connection.

	RAT type

The Radio Access Type

	APN-AMBR

The Aggregate Maximum Bit Rate for the APN.

	Handover indication from GTP
Provides information that the procedure is triggered as part of a handover.

	Procedure Transaction Identifier

Identifies a set of messages belonging to the same procedure; the parameter is dynamically allocated by the UE.

	EPS bearer identity

An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN. The EPS Bearer Identity is allocated by the MME.

	Bearer activation/deactivation type

Indicates the type of bearer being activated/deactivated, i.e. default or dedicated.

	Linked EPS bearer identity

Indicates, in case of dedicated bearer, the EPS bearer identity of the default bearer.

	Initiator

The initiator of the procedure, either the network or the UE.

	Switch off indicator

Indicates whether a detach procedure is due to a switch off situation or not.

	Detach type

Parameter sent by the network to the UE to indicate the type of detach.

	Traffic Flow Template (TFT)

The EPS bearer traffic flow template (TFT) is the collection of all packet filters associated with that EPS bearer.

	Traffic Aggregate Description (TAD)

The TAD consists of the description of the packet filter(s) for the traffic flow aggregate.

	Serving MME address

The address of the serving MME.

	Old Location Information

Location Information of the subscriber before Tracking Area Update.

	Correlation Number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Failed attach reason

Reason for failed attach of the target subscriber.

	Failed bearer activation reason

Reason for failed bearer activation for the target subscriber.

	Failed Bearer Modification reason

The reason for failure of Bearer Modification.

	IAs

The observed Interception Areas.

	Bearer Deactivation cause

The cause of deactivation of the PDP context.

	EPS Bearer QoS

This field indicates the Quality of Service associated with the Bearer procedure.

	Request type

Indicates the type of request in an UE requested PDN connectivity, i.e. initial request or handover.


* * * Next Change * * * 
12.2.3.3
Bearer activation

When a bearer activation is generated a bearer activation-event is generated by the S-GW/PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	RAT type (note 1)

	PDN address allocation (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Location Information

	Failed bearer activation reason

	IAs (if applicable)

	EPS bearer QoS (note 2)

	APN-AMBR (note 3)

	EPS bearer id  (NSAPI)

	Protocol Configuration Options 

	Initiator

	Procedure Transaction Identifier

	Linked EPS bearer identity (note 2)

	Traffic Flow Template(s) (TFT) (note 1)

	Handover indication from GTP


NOTE 1: Only in case of default bearer activation; the parameter includes both PDN type and PDN address(es).

NOTE 2: In case of unsuccessful default bearer activation, the parameter carries the requested EPS bearer QoS, otherwise it carries the EPS bearer QoS associated to the established bearer. 

NOTE 3: In case of unsuccessful default bearer activation, the parameter carries the subscribed APN-AMBR, otherwise it carries the APN-AMBR used for the established bearer.

* * * Next Change * * * 
12.2.3.5
Bearer modification

When a bearer modification is detected, a bearer modification event shall be generated. These elements will be delivered by the S-GW/PDN-GW to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Location Information

	IAs (if applicable)

	Initiator

	EPS Bearer QoS (Note 1)

	EPS bearer id

	Procedure Transaction Identifier

	RAT type

	APN-AMBR (Note 2)

	Traffic Flow Template(s) (TFT)

	Handover indication from GTP

	Failed Bearer Modification reason


NOTE 1:
In case of unsuccessful default bearer modification, the parameter carries the requested EPS bearer QoS, otherwise it carries the EPS bearer QoS associated to the modified bearer.

NOTE 2:
In case of unsuccessful default bearer modification, the parameter carries the subscribed APN-AMBR, otherwise it carries the APN-AMBR used for the modified bearer.

* * * End of Changes * * * 
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