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1 Welcome

The Chairman welcomed delegates to Barcelona and Maurizio Iovieno welcomed them on behalf of European Friends of 3GPP.
2 Apologies

There were none.
3 Approval of Agenda



SA3LI12_001r2
This was approved.

3.1 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report San Francisco


SA3LI12_002 SA3LI#43 Meeting Report 

SWG Secretary 
Approved.
4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing – although the window to influence will close soon.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Ongoing

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	Ongoing

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	Ongoing

	AP11-07
	Ericsson and NSN
	Consider SAI reference and sub net mask changes for 108
	Closed with approval of SA3LI12_006 in meeting.

	AP11-08
	Manufacturers and Operators
	Identify low impact solution for IMEI trigger for IMS LI
	Ongoing

	AP11-09
	SPRINT, Rogers, LEAs
	Develop scope for Cloud LI
	Closed with documents approved in 10.6


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA#54
Berlin, Germany
At the plenary all CRs from the last meeting were approved resulting in the following latest versions of documents:

TS 33.106 

V11.1.1

TS 33.107



v 11.0.0 (no change at SA#54)
TS 33.108
v11.1.0 (no change at SA#54)
5.2 
SA WG3 #66 Vancouver, Canada 6 Feb 12
There have been no SA3 meetings since SA3LI#43. The next meeting starts on the above date.
5.3   ETSI TC LI

Peter van der Arend said there have been no TC LI activities since SA3LI#43. He noted that ETSI is still working on the restructuring of its Technical Bodies but it appears that TC LI will remain in its current form as a horizontal group. 
5.4 
TISPAN WG 7

No report. This group is likely to disappear with the ETSI restructure.
5.5
WTSC-LI 

Peter Musgrove gave a verbal report. The group met last week where the work continued to focus on PoC. 
5.6
ATIS PTSC LAES 

Terry Jacobson reported that there had been no meetings since SA3LI#43. The next is in Atlanta on 31 January 2012. 
5.7
TR 45 / TR-45.8 Lawful Interception Group
Terry Jacobson said the group had not met recently for LI work but a virtual meeting had been scheduled for 18 January.
5.8
WiMAX Forum

Jean Trakinat reported the following:

The last WiMAX meeting was 31 Oct - 4 Nov 11 in Miami, FL.

The WIDs for the three LI Release X work items (NALI, VoIP, LI Overview) were approved by the TSC on October 4, 2011. During the November face-to-face meeting, the NWG LI Subteam began work on the NALI update and the revision of the LI for VoIP specification. They’ll start revising the LI Overview when the NALI and VoIP work is near completion. They discussed LE needs related to real-time reporting and the transition from IPv4 to IPv6. They began a review of the existing Internet Protocol Multimedia Subsystem (IMS) Interworking: LI Aspects – US REGION and WVS specifications to determine where modifications to the former will be necessary to incorporate non-IMS VoIP requirements. 

Non-LI notes:

The SPWG (Service Provider) approved a WID for work related to a mobile Internet Protocol Television (m-IPTV) service and that was sent to the TSC for consideration.

5.9
Other bodies

No reports.
6 Incoming liaisons

SA3LI12_016 LS on Network Provided Location Information to IMS

TSG SA WG2 

This was considered under item 10.4 (Location Reporting).
7 TS 33.106

7.1 Release 10
33.106 v 10.0.0

 No contributions.

7.2 Release 11
33.106 v 11.1.1
No contributions.

8 TS 33.107

8.1 Release 10
33.107 v 10.4.0

 No Contributions

8.2 Release 11
33.107 v 11.0.0
SA3LI12_004 Correction on MIP specific parameters provided over the X2 interface

Ericsson

Presented by Maurizio, the Chairman asked if the parameter he proposed to remove was ever implemented in Stage 3. Maurizio confirmed it was not and SA3LI12_004 was approved.
9 TS 33.108

9.1 Release 10
33.108 v 10.4.0

 No Contributions

9.2 Release 11
33.108 v 11.1.0

SA3LI12_005 Correction on reference for MIP specific parameters for the HI2 interface and alignment of reported information

Ericsson
Presented by Maurizio, the Chairman suggested adding ASN.1 comments to clarify the change regarding IETF references. After making this change the CR was approved as SA3LI12_005r1.
SA3LI12_006 33 108 CR SAI ref correction

PIDS
Koen Jaspers presented this in response to AP11-07 and after discussion at the last meeting. With the addition of a document number it was approved as SA3LI12_006r1.

10 Continued Discussion and New Business

10.1 Dynamic Triggering

There were no formal contributions but the Chairman noted that it would be discussed at next week’s ETSI TC LI. He said the major change will be to relax some of the security requirements on the HI2 interface. He asked Peter Musgrove if his group in the US had had a chance to consider the standard. Peter replied they had no formal response yet but hoped to consider it seriously and was happy that the completion deadline in ETSI had gone back. Terry Jacobson asked for the link to the latest documents for consideration in the PTSC LAES meeting.
10.2 IMS media plane security 

SA3LI12_003 Correction on reference for MIKEY-TICKET

Ericsson

Approved.

10.3 IMS

The following eight documents propose content for sections of the MIKEY-IBAKE skeleton that was agreed at SA3LI#43:

SA3LI12_008 Scope section for the living document on LI solutions for IMS Media Plane Security based on MIKEY-IBAKE 

Alcatel-Lucent, Rogers Wireless 
Presented by George Babut, Nick Alfano asked if there was a definition of “living document”. The Chairman said there was not but that such a document usually resulted in a TR or TS. To emphasise it was an SA3-LI document, he proposed using the term “SA3-LI internal document” in the scope section.
Eoin Buckley had difficulty in understanding the full MI (MIKEY-IBAKE) solution from SA3 because of missing information and said that it would therefore be hard to support any LI work on the topic. Violeta Cakulev felt that detailed definitions and descriptions had already been made in SA3 documents. Maurizio asked if it would be helpful to put in the scope what the outcome of the document would be. Jean proposed some wording for an additional paragraph and with these changes, SA3LI12_008r2 was approved for inclusion in the living document.
SA3LI12_009 Introduction section for the living document on LI solutions for IMS Media Plane Security based on MIKEY-IBAKE

Alcatel-Lucent, Rogers Wireless
Maurizio and Koen questioned the need to include information on the expected market groups for MI. George who presented the document said it was taken from SA3 and agreed to remove the information. SA3LI12_009r1 was approved for inclusion.
SA3LI12_010 General considerations for candidate LI solutions for IMS Media Plane Security based on MIKEY-IBAKE

Alcatel-Lucent, Rogers Wireless
Eoin asked George if the last paragraph also applied to other KMS solutions as described in 33 107 7A.7.1. George checked and it was decided to remove the paragraph. SA3LI12_010r1 was approved for inclusion.
SA3LI12_011 Background on MIKEY-IBAKE

Alcatel-Lucent, Rogers Wireless

In this document Violeta gave a high level summary of MI. Eoin questioned the mention of alternative secure media transport protocols in addition to SRTP in 4.1. The Chairman said that the SA3 Mediasec TS only specifies SRTP and it was agreed to remove mention of any alternative. This was then approved for inclusion as SA3LI12_011r1.
SA3LI12_012 Candidate LI solutions for MIKEY-IBAKE based on re-generation of random secret 

Alcatel-Lucent, Rogers Wireless

Violeta said the information contained here had already been presented at previous meetings in slide form.
Eoin had some detailed questions about the provisioning, securing and storing of the secret random seed. Gabor was also keen to understand the issues. George said it was a generic KMS issue involving SA3. The Chairman said the conclusions section of the living document should include specific points for SA3 to address. He asked Eoin to provide Violeta with some Editor’s notes with his concerns about the secret random seed for inclusion and the document was approved as SA3LI12_012r1.
SA3LI12_013 Candidate LI solutions for MIKEY-IBAKE based on decryption of random secret 

Alcatel-Lucent, Rogers Wireless
Again this information had been presented previously. Eoin had some questions for clarification but it was approved with no change.

SA3LI12_014 Evaluation of LI solutions for IMS Media Plane Security based on MIKEY-IBAKE 

Alcatel-Lucent, Rogers Wireless
In this George presented a matrix showing how to evaluate candidate LI solutions against the LI requirements. Nick asked if the check marks in the matrix implied that the evaluation had already been carried out. George said it had not and removed the marks for clarity and SA3LI12_014r1 was approved.
SA3LI12_015 Conclusions section for the living document on LI solutions for IMS Media Plane Security based on MIKEY-IBAKE

Alcatel-Lucent, Rogers Wireless
George said this had been written with the assumption that the evaluations had been successfully carried out. Koen felt the second paragraph with this assumption should be removed but that the first paragraph could still stand. This was agreed and SA3LI12_015r1 was approved.
SA3LI12_021 Skeleton Study Document on LI solutions for IMS Media Plane Security based on MIKEY-IBAKE 

Alcatel-Lucent

Terry Jacobson introduced this skeleton document as agreed at SA3-LI#43. Nick suggested it should be called a Living Document and SA3LI12_021r1 was approved. Finally Terry gathered all the above eight changes approved for inclusion in the following:

SA3LI12_031r1 Living Document: MIKEY-IBAKE Lawful Interception Solution Evaluation v0.1.0
The Living Document itself “SA3-LI LD MIKEY-IBAKE v0.1.0” was noted.
SA3LI12_017 Lawful intercept considerations for MIKEY-TICKET

Research In Motion UK Ltd

In this document, Eoin described a method of satisfying mid-call interception requirements for MIKEY-TICKET media security. Maurizio felt this should be presented to SA3 first as it is a modification to the MIKEY-TICKET method, before consideration by SA3-LI.

The Chairman noted that SA3 was aware this was a requirement for all media security methods but had done nothing about the issue yet. He asked Eoin to write an LS to reinforce the point. This he did in:

SA3LI12_030 LS on MIKEY-TICKET mid-call interception

The Chairman suggested additionally making reference to other media security methods in the LS. With this change, SA3LI12_030r1 was approved for sending to SA3.

SA3LI12_022 Separate Reporting for IMS VoIP

TPS

Jean continued work on this item which was agreed at SA3-LI#43. She explained she had trawled through various related standards and the most appropriate for basing the work on were those for IMS multimedia telephony service (MMTel).
George and Peter Musgrove supported MMTel as the best option on which to proceed. Greg Schumacher wondered if other than 3GPP definitions should be included such as OMA and SIP extensions. He asked if non VoIP services such as SMS over IMS would be excluded to which the answer was yes.

Gabor asked for the chance to discuss with his colleagues but subject to there being no major objections, the Chairman said this approach was approved for adoption at future meetings, adjusted if necessary by NSN views.
10.4 Location Reporting

SA3LI12_016 LS on Network Provided Location Information to IMS

TSG SA WG2 

The LS from SA2 asked SA3-LI for comments on the conclusions of the accompanying Technical Report.
Peter Musgrove asked if location information would be available during an IMS session as well as at the start and end. Maurizio and Gabor said the aim was to provide a solution for trusted location information at start and end mainly for charging and service provisioning reasons. Jean said the LEAs would like to have more accurate information than cell id only and wondered if there had been any discussion in SA2 to this effect.
The Chairman said the meeting should send an LS back to SA2. Maurizio said it should only include comments on the TR and conclusions and not raise any additional requirements which would be a separate issue.

The Chairman asked Jean to prepare an LS which she did:

SA3LI12_029 Reply LS on Network Provided Location Information to IMS (S2-115479)
SA3-LI 

Koen asked why 911 location information had not been considered and Ed O’Leary said this was only triggered when 911 is dialled. He also noted that SA2 had chosen one solution (6.4 PCC Based) and the reply LS should consider this choice. After further discussion and editing, SA3LI12_029r2 was approved. The Chairman said that further discussion could take place on the topic at the next meeting.
10.5 H(e)NB

SA3LI12_007r1  H(e)NB id

Nokia Siemens Networks

Gabor presented this document in order to inform the ongoing discussion and work on HNB LI.
Jean said she was working on the Stage 2 for this and the information was helpful in satisfying the 33 106 requirements.

Following a lengthy discussion, the Chairman indicated that SA3-LI shall adopt the working assumption that H(e)NB-GW should not be used in LI architecture. However this working assumption is conditional on an alternative node in the H(e)NB architecture providing equivalent functionality being identified. Should an alternative not be identified then it would be necessary to include the H(e)NB-GW in SA3-LI’s LI architecture for H(e)NB. 
The chairman asked all interested companies to identify alternative solutions for future meetings.

The document was noted.  
10.6 MNO Cloud Services

SA3LI12_018 MNO Cloud Use Cases 4 to 9 

Rogers Wireless

Ed O’Leary presented additional use cases which included roaming and the sharing of services across multiple MNOs. 
For Use case 8, Greg queried the inclusion of Content Delivery Networks (CDN) for TV and media as a valid Cloud service. So far in the IT space this has not been considered Cloud related. George felt the Cloud is an environment for parties to generate revenue through sharing resources for mutual benefit and anything is valid. It is too early to exclude anything. The Chairman placed an action on the meeting to decide whether CDN is in scope:
	AP12-01
	The meeting
	Is CDN in scope of Cloud work?
	New


The Chairman wondered how the nine use cases presented could be converted into a Living Document. Ed said the aim of the presentations was to generate discussion and now the Powerpoints need to be transformed into words. Greg said he has some suggestions for structuring in his documents to follow.  Gabor said he would welcome detailed LI implications for the use cases. Peter van der Arend said that George was going to present the cases at the next TC LI and that there was now an ETSI Cloud Technical Committee.
The Chairman summarised saying the nine use cases formed a good basis for the Living Document (LD) and they were noted.

SA3LI12_019 Scope of work on LI solutions for Mobile Cloud Services

Rogers Wireless

George presented a scope for the LD gathering up all Cloud discussions. Gabor asked who the audience for it would be to which George replied SA3-LI. Organisations with an interest in LI aspects of the Cloud who did not attend would be able to access any documents as they are open to all.
Greg felt the last two bullet points may be out of the control of 3GPP and George agreed to add an editor’s note that further study is required. To other comments George added a reference to the impact on 3GPP LI architecture and limited the scope to MNO relevance. With these changes  SA3LI12_019r1 was approved for inclusion.
SA3LI12_020 Discussion paper for the living document on LI solutions for Mobile Cloud Services

Rogers Wireless

Here George presented reasons for creating a living document (LD).

Greg asked what the difference was between “the Cloud” and “the Mobile Cloud”. George said MNOs are capable of providing access to the Cloud with mobility and also Cloud-like services. Some MNOs are already offering this and both aspects are relevant to SA3-LI.
Gabor suggested we obtain a view from SA1 and SA2 before embarking on a Cloud LD, because the Cloud has not been previously studied in 3GPP. George agreed that it is not standardised in 3GPP but that MNOs needed to understand the LI issues from a regulatory compliance viewpoint. Koen said LEAs were keen to understand the issues too.
Eoin asked what the end result might be. George was unsure at this stage of precise details but suggested it would be guidelines for MNOs and vendors rather than TR/TS specifications. Greg suggested there would be a need to liaise with other industry groups.

The Chairman said the majority view was that work on a LD should proceed, at a low priority if other work came into the group, and the document was noted.
SA3LI12_023 Proposed definitions of cloud service types

Sprint

Greg offered a list of definitions based on those from NIST (American National Institute of Standards and Technology) for inclusion into the LD. George felt further definitions may be required to align with current thoughts in SA3-LI. Greg added a sentence implying more may be added. With this change, SA3LI12_023r1 was approved for inclusion.
SA3LI12_024 Proposed assumption on target of LI for cloud services

Sprint

Greg argued for the continued use of traditional LI identifiers. Ed said single sign on may be used and Jean suggested a chat room may be the target as well as a single user. Gabor said we should only deal with 3GPP identities in this group which would not include, for example, Dropbox identities. George noted there is a WI in SA3 to adopt an “open identity” concept and felt it was too early to limit to the traditional range.
There was some support for limiting the range and the Chairman asked Greg, Ed and George to revise the proposal for the next meeting. The document was noted.

SA3LI12_025 VMI (Virtual Machine Image) use case for the cloud services living document. 

Sprint
Greg presented the first of his three use cases from an IT services point of view. George said it was good to have a common format for the use cases and suggested MNO involvement could be added in the future. Ed said LEAs get the data that transitions the network today and asked if a copy of the VMI would be needed for them to fully understand this use case. He said LEAs need to know who has accessed a service and what data has flowed.
The Chairman said there had been no objections to including this use case in the LD. Any additional information could be added later and the document was approved.

SA3LI12_026 In memory file or database system use case

Sprint

Ed asked if this is like the Dropbox scenario. Greg said there were differences with memory based data. Ed said the details of operating system level transactions would be hidden from users on the interface where data may be captured and questioned the relevance of this use case. George supported the view that analysis should be restricted to what the user sees.
Jean said she would like to know what the impact on the MNO would be and whether any new LI features would be required. Ed added that his assumption is that the MNO is providing the service and not for example Dropbox. The Chairman said the use case should be included in the LD but there should be a note added saying the precise nature and role of a 3GPP MNO needs to be clarified. The document was approved.
SA3LI12_027 Cloud use case of a distributed application using IPC

Sprint

Ed suggested this case looked like an internet based service with no involvement for an MNO in terms of data flowing over its network but Greg said the MNO may provide the Cloud.
The Chairman said some flow diagrams should be added to aid understanding and the document was approved for inclusion in the LD.

11 GSM LI documents

These documents are also under the control / responsibility of SA3 LI:

11.1 3GPP TR 41.033 V10.0.0 (2011-04) old 01.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 10)
11.2 3GPP TS 42.033 V10.0.0 (2011-04) old 02.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 10)
11.3 3GPP TS 43.033 V10.0.0 (2011-04) old 03.33

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 10)

Following on from Tdoc SA3LI11_113 at the previous meeting, the Chairman and Maurizio had  been in touch with the MCC about handling these old documents. However the meeting was not able to reach a conclusion on any of the possible options and a decision was deferred.

12 Review meeting output / agreed

The following CRs were approved:
SA3LI12_003 Correction on reference for MIKEY-TICKET

Ericsson

SA3LI12_004 Correction on MIP specific parameters provided over the X2 interface

Ericsson

SA3LI12_005r1 Correction on reference for MIP specific parameters for the HI2 interface and alignment of reported information

Ericsson

SA3LI12_006r1  33 108 CR SAI ref correction

PIDS
13 Outgoing Liaisons

SA3LI12_029r2 Reply LS on Network Provided Location Information to IMS (S2-115479)

SA3-LI 

SA3LI12_030r1 LS on MIKEY-TICKET mid-call interception 
14 Meeting dates and venues for next meetings

	Organization
	Date
	Venue
	Host
	Notes

	SA3 LI#45
	24th – 26th April
	Bratislava
	EF
	

	SA3#67
	21-25 May
	Kyoto,Japan

Co-located CT Groups
	
	

	SA#56
	18-20 Jun 
	
	
	

	SA3#68
	09-13 Jul
	
	
	

	SA3 LI#46
	17th -19th July
	Canada
	NF
	

	SA#57
	10-12 Sep
	USA
	
	

	SA3-LI#47
	16th-18th Oct
	USA
	NF
	

	SA3#69
	05-09 Nov
	UK?
	EF
	

	SA#58
	10-12 Dec
	EU
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Annex B
List of Actions

	Number
	Name
	Action Item
	Status

	AP 11-01
	LEAs
	Impact of single private id for multiple UEs
	Ongoing – Chairman noted SA1 and 2 still working on this.

	AP11-02
	All
	Monitor SIMTC Machine communication
	Ongoing – although the window to influence will close soon.

	AP 11-03
	All
	Provide further info on local routing and technical issues
	Ongoing

	AP 11-04
	All
	Identify solutions for IRI and content delivery for CAT/CRS
	Ongoing

	AP11-05
	Vendors
	Propose solutions for Per Service LI 
	Ongoing

	AP 11-06
	Vendors
	Provide decrypted Mediasec solutions
	Ongoing

	AP11-07
	Ericsson and NSN
	Consider SAI reference and sub net mask changes for 108
	Closed with approval of SA3LI12_006 in meeting.

	AP11-08
	Manufacturers and Operators
	Identify low impact solution for IMEI trigger for IMS LI
	Ongoing

	AP11-09
	SPRINT, Rogers, LEAs
	Develop scope for Cloud LI
	Closed with documents approved in 10.6

	AP12-01
	The meeting
	Is CDN in scope of  Cloud work?
	New


18
1

