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Introduction

TR 33.829 [2] is currently studying MIKEY-IBAKE [3] as a potential solution for IMS Media Security. MIKEY-IBAKE is a key management protocol that relies on trusted key management services. In particular, MIKEY-IBAKE utilizes Identity Based Authenticated Key Exchange framework which allows the participating clients to perform mutual authentication and derive a session key in an asymmetric identity based encryption framework.

This document focuses on lawful intercept aspects of MIKEY-IBAKE. In particular, this document describes different approaches to realize lawful intercept for MIKEY-IBAKE and evaluates each of these approaches against LI requirements for encrypted services as specified in TS 33.106 [4].
1
Scope

This SA3-LI internal document studies the Lawful Intercept (LI) aspects of IMS media plane security based on MIKEY-IBAKE in [2]. In particular, the goals of this document are:

· To summarize different approaches for LI for MIKEY-IBAKE based IMS media plane security. The approaches for LI for MIKEY-IBAKE include all the approaches discussed in SA3-LI #42.

· To evaluate these different LI approaches for MIKEY-IBAKE against LI requirements for encrypted services as specified in TS 33.106 [4].

Upon completion of this study, SA3-LI may potentially use elements of this document as a basis for new LI features in TS 33.107 and TS 33.108 for MIKEY-IBAKE. Any inclusion of future features in TS 33.107 and TS 33.108 is subject to adoption of MIKEY-IBAKE by SA3 in TS 33.328.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.829: "Extended IMS media plane security features".
[3]
IETF RFC 6267: "MIKEY-IBAKE: Identity-Based Authenticated Key Exchange (IBAKE) Mode of Key Distribution in Multimedia Internet KEYing (MIKEY)".
[4]
3GPP TS 33.106: "3G security; Lawful interception requirements".
[5]
Boneh, D. and M. Franklin, "Identity-Based Encryption from the Weil Pairing", in SIAM J. of Computing, Vol. 32, No. 3, pp. 586-615, 2003.
[6]
3GPP TS 33.107: "3G security; Lawful interception architecture and functions".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Background on MIKEY-IBAKE
4.1
General
The goal of MIKEY-IBAKE is to establish a Security Association (e.g., common session key) between any two or more users. The session key is established only after these users mutually authenticate each-other. Once the session key is established, the multimedia session and all data between users can be protected (ciphered) using SRTP.

MIKEY-IBAKE is based on Identity-Based Authenticated Key Exchange (IBAKE), and relies on the use of trusted Key Management Services (KMS). In order to execute the protocol, each user needs to publish its identity so it is available to other users. A user’s public identity is used to generated the Public Key for the user as PUB_=H1(Identity), where H1 is a well known function. Therefore, any user of the scheme that knows Identity of the peer is able to generate the Public Key for this peer (PUB_). Furthermore, each user trusts a KMS which creates the Private Key (PR_) computationally associated with the user’s Public Key PUB_.

4.2
MIKEY-IBAKE Message Exchange
Then following is a description of the message exchanges that are involved in executing the MIKEY-IBAKE protocol. 

A and B are two users attempting to authenticate each other and to agree on a key. A and B also represent their corresponding identities, while PUB_A and PUB_B represent their public keys. Let x be a random number chosen by A, and let y be a random number chosen by B, and let P be a well-known point on a well-known elliptic curve. The encryption operation below refers to Identity Based Encryption (IBE) described in [5]. 

The protocol exchanges are shown in Figure 4.1 and consist of the following steps:
a) Each user engages in a MIKEY exchange with the KMS and requests a private key (or multiple private keys, e.g., one for each day during a month’s time frame). These exchanges use MIKEY-IBAKE to allow the KMS to generate the user’s private key(s) from the corresponding identity; recall that the identity of a user is the same as its public key. 

b) The KMS generates the private key(s) for user A and B. The private keys are then securely sent to the users.
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Figure 4.1: MIKEY-IBAKE Basic Operation
Observe that steps a and b as well as a’ and b’ show users A and B obtaining private keys concurrently just prior to starting the MIKEY-IBAKE exchange. However, as explained above, these IMS UEs independently interact with a KMS or two KMSs (not shown in Figure 4.1) to obtain private keys. This offline exchange takes place at any point of time prior to the communication among the UEs.

The rest of the steps in Figure 4.1 are described below:

1.
User A wants to establish a secure end-to-end session with the user B.  User A computes the key component xP and performs encryption on the following values using user B’s public key:

i.
xP;

ii.
user A’s identity (A); and

iii.
user B’s identity (B).


User A includes the encrypted payload in the SDP of the INVITE sent to user B.

2.
The IMS core detects the INVITE and forwards it through the IMS network towards user B.

3.
User B receives the INVITE and decrypts the payload to obtain user A’s key component xP.  User B computes the key component yP and encrypts the following values using user A’s public key:

i.
xP;

ii
yP;

iii.
user A’s identity (A); and

iv.
user B’s identity (B).


User B includes the encrypted payload in the response sent to user B.

4.
User A receives the response message and decrypts the message to obtain user B’s key component yP.  At this point, users A and B are able to compute xyP as the session key since both users have the xP and yP values.


User A encrypts (yP, A, B) using user B’s public key and sends a confirmation message to user B.

5.
User B receives the confirmation message and accepts the invitation to use media security.  User B sends a confirmation message to user A to complete the 4-way handshake.

Note that user A chooses the value x randomly and receives yP in Step 2 of the protocol exchange. This enables user A to compute the session key xyP by adding yP to itself x times.  Conversely, user B chooses the value y randomly and receives xP in Step 3 of the protocol exchange. This enables user B to compute xyP by adding xP to itself y times.

Editor’s Note: Example clarification on how end users obtain KMS parameters if they wish to communicate with users in another KMS.
4.3
Discussion

MIKEY-IBAKE protocol has two levels of cryptographic protection:

1.
The Key Components required for generation of a Session Key are protected by IBE encryption. Only intended recipients possessing the corresponding Private Keys can access the Key Components.

2.
Even the knowledge of Key Components does not allow replicating the Session key. Only knowledge of a random secret x or y of either user allows re-creation of the xyP. Even though the Key Management Server (KMS) has access to xP and yP because it knows the Private Keys of Initiator and/or Responder, it cannot compute xyP.
5
Candidate LI solutions for MIKEY-IBAKE based IMS media plane security
5.1
General 

In order to discover the end-to-end session key, the lawful intercept entity – Delivery Function - needs to overcome both levels of protection listed in Clause 4.3. Furthermore, such discovery is required to be unobtrusive and undetectable during the communications session.

The following architecture is specified in 3GPP TS33.107 [6] Clause 7A.7.1 for lawful intercept of KMS-based IMS Multimedia.

[image: image4.emf] 

KMS  

Xk  

LEMF  

Mediation  

Function  

Delivery  

Function 2  

Mediation  

Function  

ADMF  

X2  

X1_2  

X1_1  

HI1  

HI2  

P - CSCF/   S - CSCF  


Figure 4.2: KMS Intercept Configuration

5.2
Candidate solutions based on session key discovery by re-generation of random secret

5.2.1
General

Session key discovery in this approach relies on the operator or owner of the KMS discovering the random secret used in generating the Key Component by the targeted user, and then, by knowing it, re-generating the session key. This method works as follows.

Instead of deploying the true random number generator to create the random secret, a pseudo-random number generator (PRG) is deployed in the client application of the user device.

The operator or application owner, e.g., enterprise, pre-configures the application with the secret random seed (S) that is associated with the user identity. This random seed is typically a random number that is kept in secrecy. The seed associated with the identity of the user device is stored in a server managed by the operator or application owner. In the Figures 5.1and 5.2 below this server is marked as Provider’s Database.

When the application needs to generate the random number for the session (e.g., x) in order to execute a Diffie-Hellman key exchange protocol as the part of IBAKE, the PRG is invoked. The PRG uses the Seed and a Time stamp of the MIKEY exchange to generate the required pseudo-random value x. Note that the time stamp T is included in the header of MIKEY messages carrying the IBAKE protocol, and therefore it provides sufficient protection from possible replays as well as reliable synchronization.

Depending on the deployment scenario, the Provider’s Database can be consolidated with the KMS or split from the KMS. Both approaches are described below.

Editor’s Note: It is an assumption that the secret random seed needs to be provided to the terminal as well as stored in the terminal securely. 

Editor’s Note: It needs to be clarified how LI system obtains secret random seed.

5.2.2
Candidate solution 1 - consolidated PRG-based session key discovery

The Deployment scenario described in this clause assumes that the Provider’s Database is co-located with the KMS. An architectural diagram for this deployment scenario is shown in Figure 5.1.
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Figure 5.1: Session Key Discovery using PRG in Consolidated KMS Deployment
Once lawful interception is authorized, the Delivery Function (intercepting entity) in the network requests the Session Key from the KMS, over the XK interface. With this request, the Delivery Function also delivers to the KMS the MIKEY-IBAKE messages obtained from the intercepted IMS messages payload.

The KMS first re-generates the value of the ‘random secret’ of the Target. Specifically, having the Time Stamp T from the MIKEY header and knowing the pre-configured Seed S of the Target, the KMS applies the Pseudo Random Generator function – the same as was used by the Target user terminal – and reproduces the same secret random number (e.g. ‘x’). Then the KMS uses the IBE Private Key of the Target to decrypt the contents of the MIKEY-IBAKE messages and obtain the missing key component for the session key generation (e.g. yP). Finally, the KMS uses this re-generated secret and the key component obtained from the MIKEY-IBAKE message payload, and generates the session key x*yP. 

Finally, the session key is returned to the intercepting function.
5.2.3
Candidate solution 2 - split PRG-based session key discovery

When the Provider’s Database containing the Seed is separated from the KMS (as shown in Figure 5.2) additional security benefits can be achieved while preserving the ability to lawfully discover the session key and intercept the IMS Media Stream.
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Figure 5.2: Session Key Discovery using PRG in Split KMS Deployment

In the first step of this deployment scenario, the Delivery Function requests the Private Key for the Target from the KMS over the XK interface, uses this received PR_ key to IBE-decrypt the MIKEY-IBAKE messages, and obtains the key components xP and yP.

Alternatively, in the first step the Delivery Function simply re-sends the encrypted MIKEY-IBAKE messages to the KMS. The KMS IBE-decrypts IBAKE messages destined to the Target using the Private Key PR_ of the Target, and sends the key components xP and yP back to the Delivery Function over the XK interface.

In a second step, the Delivery Function submits the Time Stamp T obtained from the MIKEY header of the MIKEY-IBAKE messages, to the Provider’s Database, and receives back the re-computed Target’s secret (x or y).
Finally, the Delivery Function regenerates the Session key as xyP.

This deployment scenario offers separation of secrets in the network, which avoids the Passive Key Escrow disadvantage. In other words, there is no single entity in the network that can re-generate or keep the session key between Clients I and R, unless the Law Enforcement requirements force the network entities to cooperate and provide their own parts of the puzzle to recover the session secret.

5.3
Candidate LI solutions based on session key discovery by decryption of the random secret 

5.3.1
General

Session key discovery in this approach relies on the end points exchanging specially computed Nonce values. The exchanged Nonce values are then used to discover the random secrets used in generating the Key Components. This method works as follows.

In addition to exchanging the key components xP and yP described in Clause 4.2, the end points also include specially computed Nonce values associated with the secrets x and y.

The Nonce values NA and NB are encrypted values of random secrets x and y respectively. That is,
NA = AESMS_A(x) and NB = AESMS_B(y).

To compute these Nonce values, both end points A and B have to be pre-provisioned with master secrets MS_A and MS_B. These master secrets are retained in the Provider’s database which can be co-located with KMS, or be separate from it.

In the MIKEY-IBAKE message exchanges, NA always accompanies xP, and NB always accompanies yP. The values of NA and NB are completely opaque to the recipient of the message, and therefore treated as Nonces that simply have to be returned to the sender unchanged.

Similar to PRG-based key discovery, two deployment scenarios are shown depending on whether the database containing master secrets MS_A and MS_B is separated or not from the KMS.

5.3.2
Candidate solution 3 - consolidated nonce-based session key discovery

In this deployment scenario, the master secret (MS) is known to the KMS and corresponding client. In practice, MS_A can be delivered to the Client A along with IBE Private Keys PR_A during the periodic provisioning phase (see Clause 4). Similarly, Client B will be provisioned with MS_B.
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Figure 5.3: Session Key Discovery with Nonces in Consolidated KMS Deployment
Session key discovery is shown on Figure 5.3. The MIKE-IBAKE messages are presented to the KMS through the XK interface. Knowing the master secret of the Target, the KMS decrypts the associated Nonce of the Target, and discovers the random secret of the Target. With the secret of the Target and the key component of the other Client, the KMS re-computes the Session Key and returns it to the intercepting Delivery Function.

The Nonce-based variant preserves the Perfect Forward Secrecy property of the MIKEY-IBAKE protocol, because the secrets (x and y) generated by the end-points A and B are truly random, not reproducible and not predictable.
5.3.3
Candidate solution 4 - split nonce-based session key discovery

In this deployment scenario the database containing master secrets MS_A and MS_B is separated from the KMS. For instance, the KMS may be managed by the Operator, while the Provider’s Database containing Master Secrets is managed by the enterprise.
The key discovery using Nonces for this deployment scenario is shown on Figure 5.4.

In the first step the Delivery Function requests the Private Key for the Target from the KMS over the XK interface. The Delivery Function uses this received PR_ key to IBE-decrypt the MIKEY-IBAKE messages and obtains the key components xP and yP and associated Nonce values NA and NB. 

Alternatively, in the first step the Delivery Function simply re-sends the encrypted MIKEY-IBAKE messages to the KMS. The KMS IBE-decrypts IBAKE messages destined to the Target using the Private Key PR_ of the Target, and sends the key components xP and yP and associated Nonces NA and NB back to the Delivery Function over the XK interface.

In the second step, the Delivery Function submits the Nonce sent by the Target to the Provider’s Database, and receives back the re-computed Target’s secret (x or y). 

Finally, the Delivery Function regenerates the Session key as xyP.
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Figure 5.4: Session Key Discovery with Nonces in Split KMS Deployment
In addition to Perfect Forward Secrecy, this deployment scenario offers the property of avoiding Passive Key Escrow due to separation of secrets in the network. In other words, there is no single entity in the network that can re-generate or keep the session key between Clients A and B, unless the Law Enforcement requirements force the network entities to cooperate and provide their own parts of the puzzle to recover the session secret.
5.4
Evaluation

In this clause the proposed solutions are evaluated against the against the LI requirements for encrypted services as specified in TS 33.106 [4].

The table below summarizes the LI requirements for encrypted services and evaluates the proposed LI approaches against each of these requirements.

	Requirements
	LI Approaches

	
	Consolidated PRG
	Split PRG
	Consolidated Nonces
	Split Nonces

	1. When an encryption service is provided by the PLMN, lawful interception shall take place as for an unencrypted communications.
	
	
	
	

	1. a. In addition, encrypted communications shall be decrypted, or the decryption keys and any required associated information (e.g. roll over counters) shall be provided to the LEMF.
	
	
	
	

	1. b. For the specific case where a key server based solution is used, it is a national option for the operator to make keys and any associated information (e.g.  roll over counters) directly available to the LEMF for the decryption of communications.
	
	
	
	

	2. Interception shall be performed in such a manner as to avoid detection by the Target or others.
	
	
	
	

	2. a. There shall be no significant difference in latency during call setup or during communications compared to a non-intercepted communications.
	
	
	
	

	2. b. Interception of a Target shall not prevent the use of key exchange applications which provide a user key confirmation mechanism.
	
	
	
	

	2. c. Should interception fail during a call (or during call setup), the call shall be unaffected.
	
	
	
	

	3. Where the CSP provides decryption of the communication, it is the operator’s choice where in the network this decryption is performed. However, following decryption, all IRI and CC shall be provided to the LEMF using handover mechanisms as per an unencrypted communication.
	
	
	
	

	4. An encryption solution shall not prohibit commencement of Interception and decryption of an existing communication.
	
	
	
	

	5. If key material and any associated information are available, it shall be possible to retrospectively decrypt encrypted communications.
	
	
	
	


6 Conclusions and Recommendations

This document summarizes four approaches to realize lawful intercept for MIKEY-IBAKE. Two of the described approaches rely on the end points exchanging specially computed Nonce values. The exchanged Nonce values are then used to discover the random secrets used in generating the Key Components. The other two approaches rely on the operator or owner of the KMS discovering the random secret used in generating the Key Component by the targeted user, and then, by knowing it, re-generating the session key.
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