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[bookmark: _Ref96274622]Introduction
Recently several LI solutions for enhanced IMS media plane security key exchange protocols have been outlined in previous SA3-LI meetings [1]. Although already accepted for IMS media plane security in Rel’10, the MIKEY-TICKET key exchange protocol falls short on mid-call interception requirements for Rel’11.
This contribution discusses mid-call interception and highlights a potential enhancement to MIKEY-TICKET to meet this requirement.

Discussion
2.1 Lawful Interception Rel-11
Lawful Interception requirements for encrypted services such as enhanced IMS Media Security are detailed in Section 5.7 of [2]. In particular two of the requirements relevant to this contribution are listed:

· Interception shall be performed in such a manner as to avoid delectability by the Target or others.
· An encryption solution shall not prohibit commencement of Interception and decryption of an existing communication.

In the MIKEY-TICKET key exchange protocol the initiator UE generates a random number RANDRi which is included as a field in the ticket sent to the KMS. RANDRi is used along with the Crypto Session Identity (CS ID) and TEK Generation Key (TGK) to generate the Traffic Encryption Key (TEK) used as a session key  in SRTP. However since RANDRi and TGK information is discarded by the KMS when replying to the initiator, critical information necessary for lawful intercept is discarded by and becomes unavailable to the KMS. Therefore mid-call interception is currently possible only through re-keying which is detectable both by the initiator and responder thereby breaking the lawful intercept requirements listed above.

MIKEY-TICKET Enhancement
One approach to enabling full lawful intercept for MIKEY-TICKET key exchange in enhanced IMS media security is shown below in Figure 1. Each UE is assigned a secret key SA that is stored also in a secure database only accessible by the KMS. The secret key SA along with a nonce value N (that could be contained in every SRTP packet header) is used to regenerate the RANDRi value contained in a TICKET. One possible field that can be used for this purpose is the SRTP MKI field in the SRTP Header [3]. While currently an optional field it can be made a requirement for services utilizing IMS media plane security. As shown in Figure 1, other values that can be stored in the SRTP MKI field are the CS ID and TGK completing the information needed by the KMS to regenerate the traffic encryption key TEK. Although the SRTP Header is not encrypted, the nonce N, CS ID and TGK can be encrypted with the encryption key used to secure the initiator-KMS TICKET request before insertion in the SRTP MKI which is known to the KMS. It is noteworthy even if the SRTP MKI field is decrypted by an attacker; session secrecy is maintained as the secret key SA remains unknown. 
In the case of lawful intercept, packets are forwarded to the KMS which extracts the SRTP MKI field from the header of a SRTP packet. Since the KMS has access to the secret key SA and the original RANDRi, CS ID and TGK values via decryption of the SRTP MKI field, the SRTP session key TEK can subsequently be regenerated. 
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Figure 1 – Lawful Intercept enhancement to MIKEY-TICKET



Conclusion
This contribution discusses mid-call interception requirement and highlights a potential enhancement to the MIKEY-TICKET key exchange protocol in order to meet this requirement. The enhancement proposes reuse of the SRTP MKI field from the SRTP Header which along with a UE specific secret SA can be used to enable lawful intercept.
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