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1
Introduction
An IBAKE-based solution for high security is currently being studied in SA3. The MIKEY-IBAKE solution is based on an extended version of the MIKEY RFC 3380. This contribution discusses MIKEY-IBAKE in relation to LI.
2
LI Aspects of MIKEY-IBAKE
MIKEY-IBAKE key exchange protocol is currently being studied in SA3 for inclusion in TR 33.289 Extended IMS media plane security features. Detailed description of MIKEY-IBAKE is provided in [1], while Annex A provides a short summary of MIKEY-IBAKE basic operation. Here a high level description of lawful interception for MIKEY-IBAKE is described. 
To provide a clear copy of intercepted communication, the following conditions have to be fulfilled regardless of the key management protocol used: 

1. 
It must be possible to intercept the traffic in both signalling and media plane. 

2. 
The session keys used for actual traffic protection have to be available. 

As described in Annex A, in case of MIKEY-IBAKE the actual session keys used for traffic protection are generated between the IMS UE A and the IMS UE B, thus not known by the KMS or any other entity in the network. Nevertheless, to successfully perform Lawful Intercept these session keys have to be available upon request to Law Enforcement Agencies (LEAs). There are multiple ways to address the key discover problem in this case. 
Here we describe a solution which relies on the provider discovering the “random secret” of at least one participant in the communications session. To make a random secret available to the LEAs, this random secret can upon request be re-generated, or exchanged between end users as an encrypted payload of MIKEY-IBAKE messages, etc. Here we describe a method in which the random secret is re-generated upon request from the LEAs. In particular, the method works as follows:

· Provider uses the same pseudo-random number generator (PRG) as in the client application (or app) in order to re-generate the same random secret. 

· Operator or app owner, e.g. Enterprise, pre-configures the app with a random seed (S) that is associated with the client identity. This random seed is typically a random number, or more generally a set of numbers which includes at least one random number.

· This association – the seed and identity – is stored in a server managed by the Operator or app owner e.g. Enterprise. 

When the IMS end user needs to generate the random number for the session (e.g. x) in order to execute MIKEY-IBAKE the PRG is invoked. The PRG uses the seed and a deterministic and monotonically increasing quantity, such as time stamp or externally managed counter (C), to generate the required pseudo-random value x. 
Once LI is activated in the P/S-CSCF for a target subscriber, the P/S-CSCF reports SIP messages events on the X2 interface as specified in TS 33.107 [5]. The Discovery Function extracts from the intercepted SIP signalling the information related to the encryption and sends a request to the Enterprise Server and the KMS; the request carries all the information needed for private key for the Target to be obtained, and secret to be re-generated. The Enterprise Server then, based on the information received from the DF regenerates the secret and sends the secret and private keys to the DF. The KMS returns the private key for the Targeted subscriber to the DF. DF uses information received in SIP signalling and information received from Enterprise Server and KMS to generate the traffic encryption key (i.e. session key). Conceptual architecture is shown in Figure 1.
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Figure 1: Lawful discovery of session keys with secret re-generation
It is important to note that if the KMS and the Operator / Enterprise server are separated, than neither the KMS, nor the Operator / Enterprise are capable of decrypting the communications stream between the end-points individually, and data secrecy is preserved end-to-end. Only the Lawful discovery function that receives parameters from both KMS and Enterprise can decrypt the traffic.
3
Proposal
Review and confirm that MIKEY-IBAKE solution satisfies LI requirements for Media Plane security.  
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Annex A
Identity Based Authenticated Key Exchange (IBAKE) [4] allows the participating clients to exchange ‘key components’ in an ‘asymmetric identity based encryption’ framework. In this framework each client is equipped with a pair of keys – a Public Key representing the client’s identity known to all communicating parties, and the Private Key – a secret component associated with the Public Key.

MIKEY-IBAKE protocol [1] is based on the IBAKE protocol. MIKEY-IBAKE relies on the use of Key Management Servers (KMS) that provide Private Keys to the clients. The KMS’s are offline servers that communicate with end-user clients periodically (e.g., once a month) to create and distribute the time-limited Private Keys associated with Client’s public identities, i.e. Public Keys.

MIKEY-IBAKE framework allows end-user clients to mutually authenticate each other (at the IMS media plane layer), provides perfect forward and backward secrecy, and eliminates passive escrow. 

Observe that the exchange between KMS and client is used sparingly (e.g., once a month) – hence the KMS is not required to be a high availability server, and in particular different KMS’s don’t have to communicate with each other (across operator boundaries). Moreover, given asymmetric identity based encryption framework is used, the need for costly Public Key Infrastructure (PKI) and all the operational costs of certificate management and revocation is eliminated. 

The MIKEY-IBAKE supports various IMS media plane features – secure forking, retargeting, and deferred delivery. Extensions of MIKEY-IBAKE allow for secure conferencing applications, where an IMS conference application server authenticates users into a call but all participants of the call decide on a group key (with contributions from everybody) while the conference server itself does not learn the group key. Moreover, the group key can be modified to account for new participants and participants who exit a call. 

Despite elimination of passive key escrow, the MIKEY-IBAKE supports the concept of Legally Authorized Man-in-the-Middle (MitM) in order to allow legal lawful intercept required by law enforcement agencies.

Figure 2 provides a schematic of the GBA-based architecture along with the entities involved in end-to-end key exchange protocol for the IMS media plane. 

In the scenario illustrated, two IMS capable end-user phones are engaged in an e2e key exchange to secure communications in the application layer. Note that the illustration includes offline transactions between a UE and a KMS as well as online transactions between the UE’s through IMS. Observe that:

1. The UE’s and the KMS share a pre-configured security association, that allows users establish secure mutually authenticated connections with the key management server. One natural example in the context of 3GPP systems is the use of GBA [2]. In Figure 2, the transactions between the KMS and a UE are enabled through a BSF. This transaction is performed sparingly (e.g., once a month). Note that if GBA is unavailable, other protocols, like IKEv2, can be used for establishing this mutual authentication between the user and the KMS. 
2. During this transaction, the UE presents it’s subscription credentials following which the KMS generates a set of private keys (used in IBAKE); if this transaction is performed once a month, then the KMS may choose to generate one key for each day. The number of keys, and the frequency of this exchange is a matter of policy and it may be tied to the subscription. This flexibility is especially useful for prepay customers.

3. Note that rather than a single KMS, two different KMSs may be involved, one for user A, KMS_A, and one for user B, KMS_B. However, KMS_A and KMS_B do not have to communicate with each other. This scenario is especially applicable in inter-operator scenarios. 
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Figure 2: GBA based architecture for key management system

Below, a short summary of exchanges involved in MIKEY-IBAKE is provided. In the example depicted in Figure 3 below, suppose A, B are the two users that are attempting to authenticate and agree on a session key. At the same time, A and B represent their corresponding identities, which by definition also represent their public keys. 

Let H1(A)=QA and H1(B)=QB be the respective points on the elliptic curve corresponding to the public keys. In effect one could refer to QA and QB as the public keys as well, since there is a one-to-one correspondence between the identities and the points on the curve obtained by applying H1. Let x be a random number chosen by A, and let y be a random number chosen by B. Also, let P be a well known point on the elliptic curve E. Encryption below refers to identity based encryption described in [3].
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Figure 3: MIKEY-IBAKE Basic Operation 

The protocol exchanges consist of the following steps:

a. The IMS UEs engage in MIKEY exchanges with the KMS and request private keys (or multiple private keys, e.g., one for each day). These exchanges use a new mode of MIKEY, MIKEY-IBAKE [1] to allow the KMSs to generate user’s private key(s). 

b. The KMS generates the private keys for IMS UEs of user A and B and sends it to the users.

Note: For the sake of completeness, steps 1 and 2 and 1a and 2a show IMS UEs of user A and B obtaining private keys concurrently just prior to starting the MIKEY-IBAKE exchange. However, as explained above IMS UEs of user A and B independently interact with a KMS or two KMSs (not shown in Figure 3) to obtain private keys. This exchange takes place at any point of time.

1. The IMS UE of user A computes xP (i.e., P as a point on E added to itself x times, using the addition law on E) encrypts it using B’s public key, and transmits it to IMS UE of user B. 

2. The IMS core detects the INVITE and handles it in such a way (e.g., forwards it to the LI entity) that a network function, if authorized, can get access to the session key. This step in particular is applicable only to support the Legally Authorized MitM feature needed to satisfy any Lawful Intercept requirement.

3. The IMS UE of user B receives the INVITE including encrypted xP. IMS UE of user B decrypts the message and obtains xP. Subsequently B computes yP, and encrypts the pair {xP, yP} together with A and B’s identities using the public key of IMS UE of user A and then transmits it in a response message to A. 

4. Upon receipt of this message, IMS UE of user A decrypts the message and obtains yP. At this point, both A and B can compute the session key as xyP. Subsequently IMS UE of user A encrypts yP using B’s public key and sends it back in response conformation message to B. 

5. The IMS UE of user B accepts the invitation and use of media security.

Observe that A generated x and received yP in the step 6 of the protocol exchange. This allows A to compute session key as xyP by adding yP to itself x times. Conversely B chose y randomly, and received xP in step 5 of the protocol exchange. This allows B to compute the same session key as xyP by adding xP to itself y times. 

MIKEY-IBAKE also supports re-keying. Below, information flow for MIKEY-IBAKE in the case of re-keying is provided. This re-keying can be periodic, user A triggered or user B triggered. 
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Figure 4: MIKEY-IBAKE Rekeying  

The steps in the figure are described below.

1. The IMS UE of user A computes xP encrypts it using B’s public key, and transmits it to IMS UE of user B.

2. The IMS UE of user B receives the INVITE including encrypted xP. IMS UE of user B decrypts the message and obtains xP. Subsequently B computes yP, and encrypts the pair {xP, yP} together with A and B’s identities using the public key of IMS UE of user A and then transmits it in a response message to A.

Upon receipt of this message, IMS UE of user A decrypts the message and obtains yP. At this point, both A and B can compute the session key as xyP.
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