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Introduction

3GPP has developed many “flavors” of local routing (e.g., LCLS, LIPA, SIPTO, WLAN Offload).  This paper discusses some of them and proposes some initial draft text for consideration for TS 33.106.  
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This paper has separate sections to briefly discuss LCLS, LIPA, SIPTO, and WLAN Local Break Out and provides some conclusions from an LI perspective for each capability.  The last section of the paper has draft text for a “Local Routing” clause in TS 33.106.  
Part 1:  LCLS Discussion

SA3-LI has been informed on the development of LCLS and provided information so that there is both a toggle capability and the ability to bi-cast the call content into the core network for the purposes of LI.  

Conclusions for LI purposes on LCLS
· It is a mobile operator controlled function (i.e., not a subscriber’s choice).
· LCLS is determined per call during call establishment. MSC(s) give "permission" to use LCLS for the call and the BSS has the final decision whether to actually activate LCLS.
· When LCLS is broken and re-established, it is a single call instance and the core network routing during the “break” is not visible to the LEMF.  
· The direction of the LCLS call does not seem to affect the LI support (i.e., if the target is the called party, is the toggle effective) since the last MSC should indicate that LCLS should not be activated for LI.  

Part 2:  LIPA Discussion

Local IP Access (LIPA) provides access for IP capable UEs connected via a H(e)NB (i.e. using H(e)NB radio access) to other IP capable entities in the same residential/enterprise IP network.  Data traffic for LIPA is expected to not traverse the mobile operator’s network except mobile operator network components in the residential/enterprise premises.  Signaling traffic will continue to traverse the mobile operator network. It is not precluded that a small amount of data traffic for LIPA (e.g., user packets that trigger paging) be forwarded via the mobile operator's network, provided there is a trust relationship between the H(e)NB hosting party and the mobile operator.  LIPA requirements are found in TS 22.220; the list below is a subset, with the term “local network” replacing “residential/enterprise IP network”. 

· A H(e)NB subsystem shall be able to support LIPA in order to provide access for IP capable UEs connected via a H(e)NB subsystem (i.e. using H(e)NB radio access) to other IP capable entities in the same local network. 
· Simultaneous access from a UE to the mobile operator’s core network (e.g. internet, PLMN services) and LIPA to a local network shall be supported.
· Target to regulatory requirements, LIPA traffic shall be routable only between the UE, H(e)NB and other entities within the local network.
· A UE shall be able to use LIPA in a visited network target to roaming agreement between mobile operators.
· The HPLMN shall be able to enable/disable LIPA usage when the UE roams to particular VPLMNs. 
· The user may be notified when a H(e)NB provides access to a local IP network.
· The operator shall be able to configure the network to support connection request from a UE so that a LIPA connection is used when the UE is located within the local network, and a regular connection via the Core Network is used otherwise. 
· The mobile operator shall be able to configure the H(e)NB to enable/disable LIPA. 
· The mobile operator shall be able to enable/disable LIPA per user subscription per CSG.
· The H(e)NB Hosting Party, within the limits set by the mobile operator, shall be able enable/disable LIPA per H(e)NB.
· It is possible for the H(e)NB Hosting Party to use additional access control mechanisms (e.g. using a password) to restrict access of UEs to the local network. However, such additional access control is out of scope of 3GPP standardisation.

TR 23.829, clause 7.2, concludes for the support of LIPA, solution 1 “LIPA and SIPTO solution based on traffic breakout performed within H(e)NB using a local PDN connection” variant 1 (described in clause 5.2 and more specifically clause 5.2.3.1) is selected to be included in normative specifications, supporting both a collocated and stand-alone L-GW as well as mobility.  Release 10 will be limited to supporting only a L-GW collocated with the H(e)NB without mobility.  The LIPA subscription data may be per APN, per CSG or both.

TR 23.859 contains more information on LIPA (than it does for SIPTO) and the session continuity requirements but does not contain any conclusions at this time.  

In Clause 4.2.8, TS 33.320, Security of Home Node B (HNB)/Home evolved Node B (HeNB), states that LIPA is achieved using a Local Gateway, which is colocated with the H(e)NB, and which is connected to the Serving Gateway or the SGSN via the Security Gateway.  

Conclusions for LI purposes on LIPA

· The UE’s request for PDN connectivity may include an explicit request for LIPA; although LIPA is enabled/disabled by the mobile operator or H(e)NB Hosting Party, the user can be aware of LIPA.
· The MME (or SGSN/HNB-GW?) authorizes LIPA; therefore the mobile operator has the UE identity, the H(e)NB identity, the APN, and the L-GW address.
· The solution identified in TR 23.829 does not lend itself to having the mobile operator being able to support LI.  However, there does seem to be enough information/data available to the mobile network to generate/populate a message to the LEMF concerning LIPA.  
· The S5 PGW TEID parameter assigned by the L-GW for each E-RAB in the E-RAB to be Setup List is used as correlation information to map the E-RAB IDs in the HeNB with the EPS Bearer IDs in the L-GW.
· SA3-LI needs to study the solution from TR 23.829 to further refine the LIPA message as needed.
· Since TR 23.859 is focusing on a solution for LIPA mobility to allow the UE to maintain session continuity for its PDN connection(s) when moving between H(e)NBs of the local IP network, there does not seem to be a need for SA3-LI involvement on this aspect, unless LIPA traffic is subject to national requirements.  SA3-LI members should monitor the work and provide requirements as appropriate.

Part 3:  SIPTO Discussion
TS 22.101, clause 4.3.5, SIPTO for PS Domain only, identifies that it shall be possible to offload selected traffic (e.g., Internet) towards a defined IP network close to the UE’s point of attachment to the access network and provides common requirements for SIPTO in the macro-cellular access network and the H(e)NB subsystems in addition to requirements for SIPTO for the macro-cellular access network only. TS 22.220, clause 5.9, provides additional and specific requirements for SIPTO for H(e)NBs.
In addition to the requirement that a mobile operator be able for enable/disable SIPTO for certain parts of the macro-cellular network, the SIPTO requirements common to macro-cellular access network and H(e)NB are:
· The mobile operator may enable/disable SIPTO on a per UE per defined IP network basis (e.g., based on tariff, subscription type etc.). 
· It shall be possible for IP traffic of a UE associated with a particular defined IP network to be offloaded while IP traffic of that same UE associated with other defined IP network(s) is not offloaded.
· It shall be possible to perform SIPTO without any user interaction.
· Service Continuity of IP data session(s) within the macro network shall be supported for SIPTO and may also be supported during mobility events between the macro network and H(e)NBs and between H(e)NBs.
· It shall be possible for the HPLMN to provide the VPLMN with the an indication of whether a user’s IP traffic is permitted to be subjected to SIPTO in the visited network and the defined IP network(s) for which SIPTO is permitted.
TS 22.220 identifies these requirements for H(e)NBs:
· SIPTO shall be possible without traversing the mobile operator network, subject to regulatory requirements.
· The mobile operator and the H(e)NB Hosting Party, within the limits set by the mobile operator, shall be able to enable/disable SIPTO per H(e)NB. 
· Based on mobile operator SIPTO policies, the network shall be able to allow the user to accept/decline offload before the traffic is offloaded.  There is a possibility that the user's service experience will be different if the user's traffic is offloaded via SIPTO for H(e)NB Subsystems. 
· The SIPTO policies may be defined per APN, per IP Flow class under any APN, or per IP Flow class under a specific APN. 
· The mobile operator shall be able to configure the SIPTO policies either statically or dynamically.
· Simultaneous connectivity from the UE to the mobile operator's core network and to a defined IP network (e.g. the Internet) via a fixed residential/enterprise IP network using SIPTO shall be supported.
· Simultaneous access from the UE to PLMN services and to fixed services via a fixed residential/enterprise IP network using SIPTO shall be supported.  
TR 23.829 concludes that for the SIPTO macro cellular access network, solution 5 “SIPTO based on Local PDN GW Selection”, found in clause 5.6 is to be be included in normative specifications and that additions to the RAN Application Part (RANAP) interface (found in clause 5.5.5) is to be included in normative specifications to enable solution 4 “SIPTO at lu-PS”.   TR 23.829 concludes that SIPTO for the H(e)NBs is FFS.
TR 23.859 does not seem to be reasonably mature, but the current version seems to focus on the session continuity requirements for SIPTO.  
Conclusions for LI purposes on SIPTO
· It seems to be a mobile operator controlled function (i.e., not a subscriber’s choice), but this needs to be confirmed.  The wording “It shall be possible to perform SIPTO without any user interaction” could also mean that it shall be possible to perform SIPTO with user interaction.
· The mobile operator has the UE identity, UE location, and the identity of the IP network to which the data is being off-loaded.
· The two solutions identified in TR 23.829 may have CN entities available to intercept the SIPTO traffic prior to it being sent outside the mobile network.
· If Solution 4 in TR 23.829 is implemented, the Traffic Offload Function (TOF) is in the RAN (therefore IAP placement is probably difficult at best).  However, if the SGSN or other CN entity is aware of the SIPTO at the TOF, reporting to the LEMF may be possible.  Further study is needed to determine this.
· In Solution 5 of TR 23.829, there are three possible architectures in clause 5.6.3.  It appears that the L-PGW and L-GGSN are part of the CN.   The L-GGSN should be able to provide LI capability, but the L-PGW is identified as an IAP for LTE (clause 12), not for PS services (clause 7).  
· SA3-LI needs to study solutions 4 and 5 from TR 23.829 for further LI work.  
· SA3-LI needs to monitor the development of TR 23.8.59 to minimize possible negative LI impact of session continuity support during SIPTO.
Part 4:  WLAN Offload Discussion

Typical access system connectivity and inter-system mobility in EPS and I-WLAN is per PDN connection so when a handover occurs, all the IP flows of that PDN connection are moved to the new access system.  With IP flow mobility, the handover procedures can be applied to a single or multiple IP flows belonging to the same PDN connection. So that some IP flows of one PDN connection can be routed via one access system while simultaneously some IP flows of the same PDN connection can be routed via another access system.
TS 23.261specifies how a UE simultaneously connects to 3GPP access and WLAN and exchanges different IP flows belonging to the same PDN connection through different accesses. The solution allows the operator to indicate how the IP flows are routed through the available access systems and to selectively offload some traffic (e.g. best effort traffic) to WLAN while using UTRAN or E-UTRAN for other traffic (e.g., traffic with specific QoS requirements). This is usually referred to as WLAN offload. The solution is based on DSMIPv6 and is applicable to both the Evolved Packet System and the I-WLAN mobility architecture.

Conclusions for LI purposes on WLAN Offload
· In TS 23.261, it is unclear if WLAN Offload is a mobile operator controlled function or a subscriber controlled function.  This needs to be verified.
· WLAN Offloading seems to be activated prior to session establishment.  This should be verified.
· The mobile operator’s PDN GW/HA receives a Binding Update from the UE, which the UE identity, HoA, CoA, Lifetime, Binding Identity (BID), Flow Identity (FID), flow descriptions and the identity of the WLAN to which the data is being off-loaded.
· SA3-LI needs to study the EPS roaming/non-roaming architectures in TS 23.402 the roaming and non-roaming I-WLAN architectures in TS 23.327 and TS 23.234, along with TS 23.261 for further LI work.  It may be possible to request that LI be considered in WLAN Offloading decisions in the core network.
· SA3-LI should determine if IP Flow mobility impacts existing LI solutions for scenarios other than WLAN Offload.
Part 5:  Proposed LR text for TS 33.106

5.X	Local Routing
Local Routing (LR) occurs when communications are routed external to the CSP’s core network elements resulting in the core network being unable to isolate and report the signaling, the commuincations content, or both, to law enforcement as lawfully authorized.  Examples of this capability include Local Call Local Switch (LCLS) [REF:  TR 23.889] for circuit switched calls, Local IP Access (LIPA) and Selective IP Traffic Offload (SIPTO) [TS 22.220] for packet data service on a Home Node B or enhanced Home eNode B, and SIPTO for the macro-cellular network [TS 22.101].

When a CSP permits LR in their network, LI shall continue to be supported.  LR shall not be used if it disrupts an on-going lawful interception.  The CSP shall develop mechanisms to toggle LR functionality on a per subscriber and per call/session/IP flow basis and to convey the communications to the core network, to support existing LI functionality in LR scenarios.

Interception of target communications in networks utilizing Local Routing could lead to situations where the target’s service experience may be different (e.g., additional latency or other performance changes may be detectable by the target).  If the CSP disables LR to support LI, it should be done such that the target’s terminal equipment cannot reasonably detect that the the changes in service experience is solely due to an intercept is being performed.

5.X.1		Local Call Local Switch (LCLS)
The decision to activate LCLS is negotiated during call establishment.  If LI is activated prior to call establishment, it is a national option for the CSP to either
· not allow LCLS for the target’s calls (i.e., route the call via the core network as normal), or
· allow LCLS to be enabled, with bi-casting the call content to the core network.

If LI is activated after an on-going locally routed call is established, interception begins with the next call.  

[bookmark: _GoBack]5.X.2		Local IP Access (LIPA)
Local IP Access provides access for IP capable MS/UEs connected via a H(e)NB (i.e. using H(e)NB radio access) to other IP capable entities in the same local network.  It is a national issue whether LI applies to LIPA. When LI is activated, the CSP shall report to Law Enforcement 
· when the target’s MS/UE is accessing a H(e)NB in which LIPA is enabled, 
· when any MS/UE of a target CSG is accessing a H(e)NB in which LIPA is enabled,
· the LIPA state of a H(e)NB that is a target of interception (i.e., LIPA enabled/disabled) at the start of interception, and 
· changes to the LIPA state of a H(e)NB that is a target of interception during the interception period.

5.X.3		Selected IP Traffic Offload (SIPTO)
SIPTO allows a MS/UE connected via a H(e)NB (i.e., using H(e)NB radio access) to access a defined IP network (e.g. the Internet).  SIPTO is also used to offload selected traffic (e.g., Internet) towards a defined IP network close to the MS/UE point of attachment to the access network. 

If offloaded traffic traverses the CSP’s core network (e.g., a L-PGW or L-GGSN) where it is intercepted, SIPTO does not disrupt LI and there is no additional LI requirement.  If offloaded traffic does not traverse a core network entity (e.g., the traffic offload function is in the RAN), then the following additional requirements apply.

If LI is activated prior to SIPTO being enabled, it is a national option for the CSP to 
· not allow SIPTO for the target’s communication(i.e., route the target’s communications through the core network as normal), or
· allow SIPTO for the target’s communication and report to Law Enforcement the identity of the network to which the traffic is offloaded.

If LI is activated after SIPTO is enabled for the target’s communication, it is a national option either 
· disable SIPTO to allow interception to begin with the next packet, or 
· allow SIPTO to remain active and have the CSP to report to Law Enforcement the identity of the network that is being accessed for any on-going sessions.  

5.X.4		WLAN Offload
TBD.

Recommendation

Discuss and use proposed text in Part 5 as a basis for a CR to TS 33.106. 
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