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*** Next Modification ***

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS
3rd Generation Mobile Communications System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN

3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC

3rd Generation Mobile Switching Center

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AN
Access Network

AP
Access Provider

BM-SC
Broadcast-Multicast Service CentreCC
Content of Communication
CRS
Customized Ringing Signal
CS
Circuit Switched

CSCF
Call Session Control Function

DF
Delivery Function

DSMIP

Dual Stack Mobile IP

ECT
Explicit Call Transfer

EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HA
Home Agent

HI
Handover Interface

HRPD
High Rate Packet Data

HSS
Home Subscriber Server

IA
Interception Area

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol

IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LAN
Local Area Network

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

MBMS
Multimedia Broadcast/Multicast Service

ME
Mobile Entity

MIP
Mobile IP

MME
Mobility Management Entity

MN
Mobile Node

MSISDN
Mobile Subscriber ISDN Number

NAI
Network Access Identifier

NO
Network Operator

PDG
Packet Data Gateway

PDN 
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP

PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

SAI
Service Area Identity

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

S-GW
Serving Gateway

TEL URL
"tel" URL, as defined in RFC 2806 [9]

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

WLAN
Wireless LAN

*** Next Modification ***

6.1
Provision of Intercept CC - Circuit Switched

Figure 12 shows the access method for the delivering of CC. The access method shall be a bridged/ T-connection.
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Figure 12: Delivery configuration to the LEMF for the interception of a circuit switched call

The signals of both parties of the configuration to be intercepted are delivered separately to the LEMF. The delivery function has no impact on the connection between the subscribers.

The two stublines towards the LEMF are established in parallel to the call set up. For both stublines the address is used which has been provided during activation.

Bearer, and only bearer, is sent from the MGW to the bearer function of DF3.

NOTE 1:
For data calls it is necessary to provide means for fast call establishment towards the LEMF to help ensure that the beginning of the data transmission is delivered.

The following information needs to be transferred from the 3G MSC Server to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity (MSISDN, IMSI or IMEI); note 2

-
the target location (if available) or the IAs in case of location dependent interception. note 2

-
correlation number (IRI <-> CC);

-
direction indication - (Signal from target or signal to target).

NOTE 2:
For DF3 internal use only.

Additional information may be provided if required by national laws.
For Customized Ringing Signal (CRS) service (see clause X), it is a national option for CRS content to be delivered to the LEMF during call set up as part of the CC delivery.  If this is the method of delivery, then the following information needs to be transferred from the CRS Server to the DF3 in order to allow the DF3 to perform its functionality:

-
identity of the source (i.e., the CRS Owner) of the CRS;

-
Called Party Identity.

*** Next Modification – NEW SECTION***
X
Customized Ringing Signal Service

X.1
Background for Customized Ringing Signal Service

The Customized Ringing Signal service (CRS service) is an operator specific service by which an operator enables the subscriber to customize the ringing signal which is played to the called party. CRS service is described in [a] and [b].  CRS content will be provided to the called party only it’s allowed by the called party.

CRS is multimedia and can be provided in both the CS and IMS domains, although there may be some difference in the offering based upon the domain.  Either calling party or called party or both can subscribe to a CRS service.

A target’s CRS service and the CRS a target, as the called party, receives are subject to LI.  
X.2
Provision of Intercepted Content of Communication – CRS Service

It is a national option if the intercepted CRS content is reported as part of the CC, during a call set up, or delivered in an IRI record.  If CRS content is delivered in an IRI record, see clause X.3.

If CS CRS content is delivered as part of the CC during call set up, see clause 6.1.  

If IMS CRS content is delivered as part of the CC during call set up, the access method for the delivery of intercepted CRS content of communication (CC) is based on duplication of packets without modification at the MRF. The duplicated packets with additional information in the header, as described in clause X.2.1, are sent to DF3 for further delivery. 
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Figure X.1: Configuration for interception of IMS CRS
X.2.1
X3-interface

In addition to the intercepted CRS Content, the following information may need to be transferred from the CRS AS to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity (IMPI, IMPU);

-
correlation number;

-
time stamp - optional;

-
the identity of source (i.e., CRS Owner) of the CRS;

-
called party identity.

X.3
Provision of Intercept Related Information for CRS Service

Figure X.2 shows the transfer of intercept related information to the DF2. If a CRS Service event occurs, the CRS Server sends the relevant data to the DF2.
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Figure X.2: Provision of Intercept Related Information for CS and IMS CRS
X.3.1
X2-interface

The following information may need to be transferred from the CRS AS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (MSISDN, IMSI, IMEI, IMPU, IMPI);

-
events and associated parameters as defined in section X.3.3 “Structure of CRS Events” may be provided;

-
correlation number;

The IRI should be sent to DF2 using a reliable transport mechanism.
X.3.2
CRS Events and Event Information

The following events are applicable to the CRS Server:
-
Start of Intercept with CRS Active;

-
CRS Activation;
-
CRS Modification;

-
CRS Review;

-
CRS Copy;

-
CRS Delivery
-
CRS Deactivation.

A set of possible elements as shown below that may be reported with the events. Information associated with the events is transmitted from the CRS Server to DF2. 

Table X.3.1 Information Elements for CRS Service Events
	Access Method of Modification

              Method by which a target’s CRS was modified (e.g., MS/UE or web) (if known)

	CRS Copier

              The identity of the subscriber attempting to copy another’s CRS 

	CRS Owner 

             The identity of the CRS subscriber whose CRS is being sent to the Calling Party

	Copied CRS Content

              Media type and content (may be a default tone); See note in clause X.3.3

	Correlation number


Unique number for each call sent to the DF, to help the LEA, to have a correlation between each

Call and the IRI

	Event date


Date of the event generation in the CRS AS

	Event time


Time of the event generation in the CRS AS

	Event type


Description which type of event is delivered: Start of Intercept with CRS Active, CRS Activation, CRS Modification, CRS Deactivation, CRS Copy, CRS Delivery

	Initiator

              The initiator of the action (i.e., subject subscriber or CRS Service)

	Failure Reason

               Reason of Failure for an action (i.e., CRS Activation, CRS Modification, CRS Deactivation, CRS Copy) (if known)

	Modified CRS Parameters

              CRS profile parameters that are subscriber managed (e.g., Content, Content Descriptors, Timing Descriptors, User Descriptors)

	Network Element Identifier


Unique identifier for the element reporting the ICE.

	Observed IMSI


Target Identifier with the IMSI of the target subscriber (monitored subscriber).

	Observed IMEI


Target Identifier with the IMEI of the target subscriber (monitored subscriber),


It shall be checked for each call over the radio interface

	Observed IMPU

       IMS Public User identity (IMPU) of the target subscriber (monitored subscriber).  In most cases, either the IMPU or IMPI may be available, but not necessarily both.

	Observed IMPI

        IMS Private User identity (IMPI) of the target subscriber (monitored subscriber). In most cases, either the IMPU or IMPI may be available, but not necessarily both.

	Observed MSISDN


Target Identifier with the MSISDN of the target subscriber (monitored subscriber).

	Result  

               Success or Failure of an action (i.e., CRS Activation, CRS Modification, CRS Deactivation, CRS Copy Attempt)

	Result of Modification

               New parameter value(s) after a successful CRS Modification 


X.3.3
Structure of CRS Events

X.3.3.1
Start of Intercept with CRS Active 
A Start of Intercept with CRS Active event is generated when interception is activated on a target that has a CRS service active.

The fields, shown in Table X.3.1, will be delivered to the DF2, if available, by the CRS AS.  

Table X.3.1 Start of Intercept with CRS Active
	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number


X.3.3.2
CRS Activation
A CRS Activation event is generated in the following cases:

-
When a target successfully activates a CRS Service;

-
When a target unsuccessfully attempts to activate a CRS Service.  
The fields, shown in Table X.3.2, will be delivered to the DF2, if available, by the CRS AS.
Table X.3.2 CRS Management
	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed IMPU 

	Observed IMPI

	Event Type (i.e., CRS Activation)

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Result 

	Failure Reason


X.3.3.3
CRS Modification
A CRS Modificaiton event is generated in the following cases:

-
When a target successfully modifies (e.g., changes CRS content or CRS descriptors) his CAT Service;

-
When a target unsuccessfully attempts to modify (e.g., changes CRS content or CRS descriptors).
The fields, shown in Table X.3.3, will be delivered to the DF2, if available, by the CRS AS.
Table X.3.3 CRS Modification
	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed IMPU 

	Observed IMPI

	Event Type (i.e., CRS Modification)

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Access Method of Modification

	Modified CRS Parameters

	Result of Modification

	Result 

	Failure Reason


X.3.3.4
CRS Review 
A CRS Copy event is generated in the following cases:

-
When a target successfully listens to his/her own CRS;

-
When a target unsuccessfully attempts to listen to his/her own CRS.

The fields, shown in Table X.3.4, will be delivered to the DF2, if available, by the CRS AS.
Table X.3.4 CRS Copy 

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	CRS Content

	Result 

	Failure Reason


X.3.3.5
CRS Copy 
A CRS Copy event is generated in the following cases:

-
When a target successfully copies or unsuccessfully attempts to copy the CRS of another subscriber;

-
When another subscriber successfully copies or unsuccessfully attempts to copy the CRS of the target.

The fields, shown in Table X.3.5, will be delivered to the DF2, if available, by the CRS AS.
Table X.3.5 CRS Copy 

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	CRS Copier

	CRS Owner

	Copied CRS Content

	Result 

	Failure Reason


NOTE:
From [TS 22.183], “copy the CRS” does not necessarily mean that the CRS is actually copied.  It may also mean that a purchase request is being sent to the CRS service provider.  If the CRS is actually copied, the copied content is reported.  If a purchase request is sent to the CRS service provider, an indication that a purchase request was sent shall be reported.  If available, the identity to whom the purchase request was sent and the identity of the CRS being purchased shall also be reported.
X.3.3.6
CRS Delivery
A CRS Delivery event is generated in the following cases when nationally authorized to be delivered as IRI:

-
When the target receives CRS from the called party;

-
When the target’s CRS Service sends CRS to the calling party.

The fields, shown in Table X.3.6, will be delivered to the DF2, if available, by the CRS AS.
Table X.3.6 CRS Delivery

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed IMPU 

	Observed IMPI

	Event Date

	Network Element Identifier

	Correlation Number

	CRS Owner

	Calling Party ID

	CRS Content


NOTE:
CRS Delivery may be sent multiple times if CRS Content changes, for example, a personalized voice message followed by music.  

X.3.3.7
CRS Deactivation
A CRS Deactivation event is generated in the following cases:

-
When a target successfully deactivates a CRS Service;

-
When a target unsuccessfully attempts to deactive a CRS Service;

-
When the CRS Service deactives a target’s CRS Service.

The fields, shown in Table X.3.7, will be delivered to the DF2, if available, by the CRS AS.
Table X.3.7 CRS Deactivation
	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed IMPU 

	Observed IMPI

	Event Type (i.e., CRS Deactivation)

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Initiator

	Result 

	Failure Reason.  Note:  also reported for CRS Service initiated deactivation


*** End Modification ***
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