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1. Description of the issue

SA3-LI would like to make SA3 aware of the current status of the LI requirements in relation to encrypted services. 
The general requirement is that encryption supplied by the CSP must in the case of LI delivery be removable either by the CSP or by the CSP providing to law enforcement key and any associated information to allow decryption at the LEMF.
SA3 is also working on E2E services where no keys can be made available. In this situation a MitM approach is being offered as the solution for LI. As a result of these developments SA3-LI has clarified the LI requirements in relation to encryption in more detail. One of the conclusions is that MitM does not fulfill the LI needs. Most countries do not allow LI implementations that can influence the quality of the primary telecommunication service (ie by insertion of MitM interception). It is also not acceptable for most countries that targets can detect that LI of their communications is taking place and the MitM can be detectable.
Considering a balance between privacy and LI needs SA3-LI asks SA3 to take notice of the LI-requirements related to the use of encryption. Clarification of these needs is incorporated in version 10 of the stage 1 document (TS 33.106). Additional details can be found in the input documents SA3LI10_099 and SA3LI11_037.  

2. Actions:

To SA3 group.

ACTION: 
SA3-LI kindly asks to SA3 group to take notice of the LI requirements and consider these requirements as they develop E2E encryption solutions. 
3. Date of Next SA3-LI Meetings:

SA3 LI#41
10 -12 May 2011

TBC, USA
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30 Aug. – 1 Sept 2011
Malta
