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1
Introduction
This document addresses LI considerations for the MIKEY-IBAKE IMS media plane security solution.

2
Discussion

Tdoc SA3LI11_037 states that “evidence may be challenged if the chain of evidence shows that the intercepted traffic has followed a path or process that is different from that which would normally be used”.  However, all intercepted communications content delivered to an LEA, even if not encrypted, follows a different path than would “normally be used”.  The path used for delivery of the intercepted communications is the one technically and operationally required to achieve the intercept.  If the path is approved as a method of lawful interception and published in a technical specification, how could it be challenged?
Tdoc SA3LI11_037 states that “testimony may be required from equipment vendors or network operators to support the chain of evidence”.  The meaning of this statement is not clear.  Is this intended to apply to unlawful intercepts?  The Man-in-the-Middle method of interception for MIKEY-IBAKE is a technically sound solution to satisfy the requirements of lawful interception.  It is not clear why there would ever be a need to provide testimony any method that is specified in a public document.

Tdoc SA3LI11_037 states that “this testimony may reveal details of the LI process that are undesirable from either a business viewpoint or from an LEA perspective”.  However, there is nothing secretive about the LI process.  The architecture and technical solution are public domain knowledge.  If there is concern about “revealing” something undesirable, this applies equally well to unencrypted traffic.  It also applies to other IMS media plane security proposals.  The details of key retrieval and decryption of communications content would also have to be revealed.

Tdoc SA3LI11_037 states that “It is therefore necessary that the LI MiTM attack be applied to all traffic that uses techniques like Diffie Hellman to establish session keys for end-to-end encryption in order to ensure the acceptability of evidence in court”.  However, there is no need to apply the Man-in-the-Middle processing to traffic that is not being intercepted.  This statement in Tdoc SA3LI11_037 is incorrect.

3
Recommendation

The recommendation in Tdoc SA3LI11_037 shall not be accepted.  Further clarification on the operation of Man-in-the-Middle processing will be provided to the author of Tdoc SA3LI11_037 to address the concerns raised.
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