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1 Welcome

The Chairman welcomed delegates and noted that Alec Brusilovsky would be arriving on 8 Sept when MIKEY-IBAKE documents would be taken.
2 Apologies

Apologies were received from.Martin Kässens, Jerome Gouy, Gerd Steinrücke and Scott Williams.
3 Approval of Agenda



SA3LI10_070r1
This was approved.

The Chairman noted that topics may not be handled according to the sequence within the Agenda for the following reasons:

:

· CR’s on one topic for several specifications

· Give delegates the change to update / draft Tdoc’s for the next day

· Availability of necessary/interested delegates

3.1 Code of Conduct:

When attending a 3GPP SA3 LI meeting it is expected that each delegate will give the utmost respect to other delegate’s personal and company possessions. A delegate must not attempt to invade other delegate’s computers or read their papers without explicit permission.

Anyone found violating this trust will be asked to remove himself or herself from the meeting. The offending person will not be welcomed at future meetings and SA3 LI will request the company send another delegate.

For your information, a method of protecting your computer from piracy may be found at:

http://www.Brookson.com/gsm/howto.htm
3.2 IPR Call Reminder

The Chairman reminded delegates of their company's obligations under their SDO's IPR policies:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).

There were no IPR calls from meeting delegates.

4 Last meeting report New York


SA3LI10_071
Final report New York




Meeting Secretary
This was approved.

4.1Review Action Points

	Number
	Name
	Action Item
	Status

	AP07-07
	Bernhard, Jean T and Alex
	Investigate VCC correlation using call id and p-charging vectors
	Closed – work initiated on 33 106 requirements for VCC

	AP08-05
	All
	Propose solutions for call forwarding
	Ongoing

	AP10-01
	Jean Trakinat and Gábor Ungvári
	Monitor and report when TR 23.889 LCLS becomes a TS
	Closed – the TR has been finished in CT4. Normative work will start next year

	AP10-02
	All
	Propose LI solutions for media security
	Closed – discussions on solutions are  now underway


5 Reports of other bodies which are relevant to SA3-LI

5.1 
SA#48 Seoul
At the plenary all CRs from the last meeting were approved resulting in the following latest versions of documents:

TS 33.106 v 10.0.0

TS 33.107 v 9.1.0

TS 33.107 v 10.0.0 
TS 33.108 v 8.11.0

TS 33.108 v 9.3.0

TS 33.108 v 10.0.0

5.2 
SA WG3 #60 Montreal
Alex Leadbeater reported on the meeting. Highlights include:

The Chinese algorithm ZUC has gone through evaluation. It is available on the GSMA website and SA3 will give the public about 6 months to consider it.
Relay Node work is proceeding which may have LI implications as the MME may not be aware of the precise UE location, only that of the Relay Node. Relay Node differs from HeNodeB in that it is part of the core network and is radio planned.

There are SIPTO discussions regarding possible location impact.

Mediasec has agreed a TR for rel-11 which supports SRVCC. This permits end to end encryption where there is a CS part of the VCC after an IMS session has been established.

There are discussions about group authentication where only a single device out of a group may be authenticated to simplify machine to machine operation. This was rejected initially.

The next meeting is in Sorrento in November.

5.3 ETSI TC LI

SA3LI10_072 
Liaison Report from TC LI to SA3-LI #38
TC LI Chair

In this document Peter van der Arend updated SA3-LI on activity in ETSI TC LI since New York. 
There was a discussion about whether there would be any action for TC LI regarding end to end media security. It was suggested that secure key handover should be a task for 3GPP. 
Jean Trakinat asked if there was any progress on the suggestion of a new ETSI Security group that was mentioned at the TC LI meeting in Aachen. Peter said there had been no decision on whether to form a new independent group or to absorb the work into TISPAN WG7. He also said there was a proposal from Canada at the next TC LI to transport CDMA LI product over the TS 102 232 standard.
5.4 
TISPAN WG 7

No report.
5.5
WTSC-LI 

Peter Musgrove presented the highlights of the WTSC LI liaison report to the meeting:

LAES for Push- to-Talk Over Cellular (POC): goal is letter ballot by EOY 2010.

WTSC letter ballot on Canadian LAES location reporting closed on July 9. WTSC LI started but did not finish letter ballot comment resolution at the August WTSC LI meeting. WTSC LI will continue resolution of ballot comments at the October 5-6, 2010 WTSC LI meeting and at an interim WTSC LI meeting Nov. 30-Dec. 1.

Supplement A to ATIS-0700005, Lawfully Authorized Electronic Surveillance (LAES) for 3GPP IMS based VoIP and other Media Services was approved for publication at the August WTSC meeting. This supplement clarifies Dialed Digit Extraction Event Reporting in an IMS-based VoIP environment. 

Baseline text was accepted at the August WTSC LI meeting for the “delta document” defining North American changes to the 3GPP LI Release 6 specs. 

The next WTSC LI meeting is Oct. 5-6, 2010 in San Diego, CA. Another interim meeting of WTSC LI will be held Nov. 30-Dec. 1, 2010 in Dallas, TX.

5.6 ATIS PTSC LAES 

SA3LI10_077 
ATIS PTSC-LAES Liaison Report
Alcatel-Lucent
This was presented by Terry Jacobson.
5.7
TIA TR-45.8 Lawful Interception Group

Terry Jacobson provided the following:

· Gary Pellegrino is the acting Chair of the TR-45.8 LIG.
· Development of the study document on LAES for cdma2000 Femtocells continues and is expected to be complete for the Tampa meeting in November. Work should then proceed on LI for Femtocells.
5.8
WiMAX Forum

Jean Trakinat reported that there is a VoIP specification at release 2.0 which is pending approval. Consideration is being given to LI requirements for machine to machine communication.
5.9
PacketCable

No report.
5.10
Other bodies

No report.
6 Incoming liaisons

SA3LI10_095 
LS on the impacts to the BSS by using GCR make call correlation TSG-GERAN WG2 #46
This was copied to SA3-LI for information only and was noted.
SA3LI10_096 
LS on LIPA/SIPTO stage 1 clarification TSG SA WG2

SA3LI10_098 
LS on LIPA/SIPTO stage 1 clarification
TSG SA 1
The above two documents were taken together, the second being the response from SA1 to the original LS from SA WG2. The approved outgoing LS SA3LI10_104r1
confirmed the three conclusions in Tdoc 96.
SA3LI10_097 
LS on the Conclusion of the Local Call Local Switch Feasibility Study 3GPP TSG CT4

The Chairman asked Gabor Ungvari to prepare an outgoing LS pointing to a previous LS from the group to SA2 agreeing that there are two possible solutions for LI although both have shortcomings. This was approved as SA3LI10_103r1. Alex Leadbeater reminded the meeting that LCLS applies only to GSM networks.
7 GSM LI documents

The Chairman said that the following historic GSM documents are still under the control of SA3 LI: 

7.1 3GPP TR 41.033 V9.0.0 (2009-12)  old 01.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception requirements for GSM

(Release 9)

7.2 3GPP TS 42.033  v9.0.0 old 02.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

Digital cellular telecommunications system (Phase 2+);

Lawful Interception - stage 1

(Release 9)

7.3 3GPP TS 43.033  v9.0.0 old 03.33
3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;

3G Security;

Lawful Interception;

Stage 2

(Release 9)

8 TS 33.106  Rel. 9 and 10
8.1 Release 9
33.106v9.0.0
No input

8.2 Release 10
33.106v10.0.0
SA3LI10_075 
Initial Draft 33.106 Revision


TPS 
Jean Trakinat presented an update on her work on the Stage 1 requirements from the previous New York meeting. She had brought all the new services into the body of the document rather than as separate annexes. There was a long discussion particularly regarding 5.1.4 and 5.2.1. Peter van der Arend questioned making changes to the document which had been in place for some time. The Chairman said changes were for clarification rather functional.
This is still work in progress and the Chairman suggested that a new draft is circulated before the next meeting to enable email discussion with a view to agreeing the CR in Los Angeles.

SA3LI10_091 
Conferencing Requirement CR 33.106
PIDS

Conferencing has already been implemented in 33.107 and 108 and here Koen Jaspers presented supporting requirements. He agreed to redraft for the next meeting, possibly putting examples in an informative annex.
SA3LI10_092 
VCC Requirements CR 33.106
PIDS
Koen Jaspers said this requirement has been discussed in the past and used as the basis for VCC implementation in 33.107 and 108. He presented it here to include in the update of 33.106.
Gabor Ungvari suggested including further detail on VCC and asked if it was SRVCC only or broader. Koen said he would redraft for the next meeting adding references to 3GPP specifications and clarifying correlation for CC.

9 TS 33.107 Rel. 9 and Rel. 10
9.1. Release 9
33.107v9.1.0
SA3LI10_087 Correction in IMS Conference Service X2 interface, Rel-9 Nokia Siemens Networks, Siemens
Approved.

SA3LI10_089 IMS Conference Service configuration for CC interception, Rel-9 Nokia Siemens Networks, Siemens 
Approved.

9.2. Release 10
33.107v10.0.0
SA3LI10_078 LI architecture and functions for KMS based IMS Media Security Ericsson
Alex Leadbeater suggested there is a need for an external Xk interface for the LEMF to directly query the KMS. Maurizio Iovieno agreed and added some notes saying this was FFS as was the case when decryption is performed in the network and this was approved as SA3LI10_078r1 . He proposed sending a LS to SA3 for advice on the CR and this was agreed as SA3LI10_105r1.
After a discussion about the need to protect information and log files in LI nodes, the Chairman gave this action to Jean Trakinat to include as a general requirement in her updating of 33.106:

	AP10-03
	Jean T
	Add security requirements for LI nodes to 33.106
	New


SA3LI10_081r2 
Unsuccessful bearer modification Ericsson, Cisco, AT&T
Approved.

SA3LI10_088 
Correction in IMS Conference Service X2 interface Nokia Siemens Networks, Siemens
Approved.

SA3LI10_090 
IMS Conference Service configuration for CC interception Nokia Siemens Networks, Siemens
Approved.

10 TS 33.108 Rel.  9 and Rel. 10
The following CRs were tabled by TPS as needed for Release 7 application in the US:
SA3LI10_074 
NEID Correction
TPS
SA3LI10_100 
CR 33 108 ATIS VOIP Reference
TPS
SA3LI10_101 
Reporting of Serving System Change Correction
TPS
Jean Trakinat explained the need for these changes and all were given an initial review. However the Chairman said that Release 7 was deeply frozen and it was unlikely that any changes would be agreed by SA. WTSC is most interested in the outcome for the North American “delta document” and Peter Musgrove agreed to discuss with Jean at the next WTSC in October and then resolve the issues at SA3 LI in November.
10.1 Release 9
33.108 v 9.3.0
SA3LI10_084 SCI correction, Rel9 Nokia Siemens Networks, Siemens
Approved.

SA3LI10_085 IMS Conference Overview text modification, Rel9 Nokia Siemens Networks, Siemens
Approved.
10.2 Release 10
33.108 v 10.0.0
SA3LI10_082r2 
Unsuccessful bearer modification Ericsson, Cisco, AT&T
Approved.

SA3LI10_083 SCI correction Nokia Siemens Networks, Siemens
Approved.

SA3LI10_086 IMS Conference Overview text modification Nokia Siemens Networks, Siemens
Approved.
11 Relevant standards for consideration

The Chairman provided the following list of references to new work going on in 3GPP:

11.1 IMS media plane security

TR 33.828 V 9.0.0 IMS media plane security
SA 3
http://www.3gpp.org/ftp/Specs/archive/33_series/33.828/33828-900.zip
TS 33.328 V 9.1.0 IMS media plane security
SA 3
http://www.3gpp.org/ftp/Specs/archive/33_series/33.328/33328-910.zip
11.2 Customized Alerting Tones (CAT)

TS 22.182 Customized Alerting Tones (CAT) Requirements; Stage 1

http://www.3gpp.org/ftp/Specs/archive/22_series/22.182/22182-920.zip
TS 22.183 Customized Ringing Signal (CRS) Requirements; Stage 1

http://www.3gpp.org/ftp/Specs/archive/22_series/22.183/22183-910.zip
TR 22.982 Study of Customized Alerting Tone (CAT) requirements

http://www.3gpp.org/ftp/Specs/archive/22_series/22.982/22982-900.zip
TR 23.872 Study on Architecture of IMS based Customized Alerting Tones (CAT)

http://www.3gpp.org/ftp/Specs/archive/23_series/23.872/23872-800.zip
TS 24.182 IP Multimedia Subsystem (IMS) Customized Alerting Tones (CAT) 
http://www.3gpp.org/ftp/Specs/archive/24_series/24.182/24182-940.zip
TS 24.183 IP Multimedia Subsystem (IMS) Customized Ringing Signal (CRS)
http://www.3gpp.org/ftp/Specs/archive/24_series/24.183/24183-910.zip
TR 29.882 Customized Alerting Tones (CAT) in the 3GPP CS domain

http://www.3gpp.org/ftp/Specs/archive/29_series/29.882/29882-801.zip
11.3 Femtocell / Home NodeB

TS 22.220 V10.2.0 Service requirements for Home NodeBs and Home eNodeBs SA 1
http://www.3gpp.org/ftp/Specs/archive/22_series/22.220/22220-a20.zip
TR 23.830 V9.0.0 Architecture aspects of Home NodeB and Home eNodeB SA 2

http://www.3gpp.org/ftp/Specs/archive/23_series/23.830/23830-900.zip
11.3.1 Local IP Access and Selected IP Traffic Offload
TS 23.829 Local IP Access and Selected IP Traffic Offload

http://www.3gpp.org/ftp/Specs/archive/23_series/23.829/23829-110.zip
11.4 IMS services in local breakout and optimal routeing of media

TR 23.894 V10.0.0 Technical Specification Group Services and System Aspects; System enhancements for the use of IMS services in local breakout and optimal routeing of media
http://www.3gpp.org/ftp/Specs/archive/23_series/23.894/23894-a00.zip
11.5 Correlation for Voice Call Continuity

TS 23.216 V9.3.0 Single Radio Voice Call Continuity (SRVCC); Stage 2 (Release 9)

http://www.3gpp.org/ftp/Specs/archive/23_series/23.216/23216-930.zip
12 Continued Discussion and New Business

12.1 Dynamic Triggering

SA3LI10_073 
DTS 102 677 v0.5.4 on Dynamic Triggering of Interception (clean version)
TC LI Rap#24
Without going through the document in detail, Alex Leadbeater provided for information the DT document after the last rapporteur’s meeting in Budapest. He sought contributions from interested parties for section 8 on Data Exchange.

Maurizio Iovieno noted that DT could have a considerable impact on 3GPP networks and 33.107 and 108. Terry Jacobson remarked that the scope had been extended to include triggering of IRI.
12.2 CAT & CRS

No input.
12.3 IMS media plane security

SA3LI10_076 
SDES encryption parameter extraction
Nokia Siemens Networks
Gabor Ungvari presented this document which describes LI functionality for SDES encryption. The Chairman confirmed that there was no need for a CR as IMS IRI will contain all the parameters required for decryption by the LEMF. Maurizio Iovieno noted that the provision of key material and media was similar to the KMS based solution, i.e. encrypted media plus key material are provided to the LEMF. Alex Leadbeater pointed out that mid call interception would not be possible with this method and it may be necessary to secure the key handover interface to maintain crypto strength. The document was noted.
SA3LI10_093 
MIKEY-IBAKE for LI
Alcatel-Lucent

Alec Brusilovsky introduced MIKEY-IBAKE and the LI aspects. He said it is part of a current study in SA3 for Rel-11 and it is hoped to start normative work on completion. 
He then addressed the LI requirements for operator applied encryption in SA3LI10_039r5 in the following PowerPoint presentation:
SA3LI10_094 
MIKEY-IBAKE and LI Requirements
Alcatel-Lucent
Maurizio asked if the Man in the Middle (MITM) element was only required for those on intercept or for all users. Alec confirmed that it was only for those on an interception warrant.
Alex Leadbeater raised some issues on requirement 2 (detectability of LI). (2a)Regarding additional latency of MITM processing Alec said there was none perceived in a lab set up but Alex wondered how scaleable this would be. (2b)Alex said that MITM precludes the use of a key verification test which might be expected by users. Alec said such a test would require a modified UE or application and that MIKEY-IBAKE was not aimed at such a high grade of service. (2c) If active MITM processing fails during a session, the target would lose the call, but non targets on the network would not. Alec said there was always a chance of a network element failing but Alex said there would normally be a failover mechanism and if a passive probe were used for LI and failed, only the LI would be lost, not the target’s session. Alec said redundancy could be built into MITM just as for core network. (4) Alex said rekeying is not specified yet in SA3 and there may be a need to trigger it from the LEA side.
Alec accepted that LI issues (roaming, detectability, latency, failsafe provision if MITM dies and rekeying) need to be addressed for MIKEY-IBAKE.

SA3LI10_099 
UK Perspective on MIKEY-IBAKE
NTAC
Ian Cooper presented a UK view of the LI aspects of MIKEY-IBAKE. The document raised the same issues as Alex Leadbeater, providing supporting arguments. In addition it brought to the meeting’s attention a piece of UK law which seeks to prevent modification of computer data. As this is fundamental to MITM, there could be a legal challenge to the use of such a technique. Given this and the previous issues he said there must be significant doubt regarding the deployment of MIKEY-IBAKE in the UK.
Finally he raised a similar Identity Based Encryption scheme, MIKEY-SAKKE, which satisfies the SA3 LI requirements and has low latency. It is an Internet Draft specification.
Alec Brusilovsky noted all the identified issues and repeated that they would be considered in the current study in SA3.

12.4. IMS conferencing
SA3LI10_079 
IMS Conference Service LI details in 33.107
Nokia Siemens Networks, Siemens
In this Gábor sought clarification on some details. On the first there was agreement with his proposals and he will present a CR at the next meeting regarding QoS.
On the second point there was no agreement and discussions continue.
There was agreement on the third point and Koen Jaspers and Jean Trakinat will raise a supporting CR for the next meeting.

SA3LI10_080 
IMS Conference Service media details in 33.108
Nokia Siemens Networks, Siemens
Here Gábor noted that there are 33.108 parameters and an event that are not defined in 33.107 for IMS Conference Service. The Chairman asked Jean Trakinat to take an action to ask Selvam, who was responsible for the initial work, for advice on the missing information.

	AP10-04
	Jean T
	Ask Selvam about missing Conference info in 33.107
	New


13 Review meeting output / agreed

The following documents were agreed as CRs:

SA3LI10_087
SA3LI10_088
SA3LI10_089
SA3LI10_090
SA3LI10_081r2
SA3LI10_082r2
SA3LI10_083
SA3LI10_084
SA3LI10_085

SA3LI10_086

SA3LI10_078r1
14 Outgoing Liaisons

SA3LI10_103r1
SA3LI10_104r1
SA3LI10_105r1
15 Future Meeting dates and venues

	Organization
	Date
	Venue
	Host
	Notes

	SA 3 LI #39
	9 - 11 Nov.’10
	Los Angeles
	NAF
	

	SA3#61
	15-19 Nov
	Sorrento IT
	
	

	SA#50
	13-15 Dec
	Istanbul TR
	
	

	SA3#62
	24-28 Jan
	Ljubljana SI
	
	

	SA3 LI#40
	1-3 Feb. 2011
	Venice
	
	

	TC LI#26
	15-17 Feb 2011
	Zagreb (tbc)
	
	

	SA3#63
	11-15 Apr
	
	
	

	SA#51
	21-23 Mar
	US
	
	

	SA3 LI#41
	10-12 May 2011
	US
	
	

	SA#52
	06-08 Jun
	Bratislava SK
	
	

	TC LI#27
	28-30 June 
	Aland (tbc)
	
	

	SA3#64
	11-15 Jul
	Mainz DE
	
	

	SA3 LI#42
	30Aug.–1 Sept 11
	Malta
	
	

	SA#53
	19-21 Sep
	JP
	
	

	SA3#65
	07-11 Nov
	
	
	

	SA3 LI#43
	15-17 Nov .2011
	
	
	

	SA#54
	12-14 Dec
	DE
	
	


Annex A
List of participants

	Name
	Role
	Organization

	Aslan, Niyazi 
	Attendee 
	BMWi 

	Brusilovsky, Alec 
	Attendee 
	Alcatel-Lucent 

	Cooper, Ian 
	SECRETARY 
	National Technical Assistance 

	Courbon, Pierre 
	Attendee 
	MEIE-France 

	Iovieno, Maurizio 
	Attendee 
	Telefon AB LM Ericsson 

	Jacobson, Terry 
	Attendee 
	Alcatel-Lucent 

	Jaspers, Koen 
	Attendee 
	PIDS 

	Knab, Klaus 
	Attendee 
	BMWi 

	Leadbeater, Alex 
	ViceChairman 
	BT Group Plc 

	Musgrove, Peter 
	Attendee 
	AT&T 

	Spalt, Bernhard 
	Chairman 
	ÖVE 

	Trakinat, Jean 
	Attendee 
	TPS 

	Ungvári, Gábor 
	Attendee 
	Nokia Siemens Networks 

	van der Arend, Peter 
	Liaison Off 
	VODAFONE Group Plc 


Annex B
List of actions

	Number
	Name
	Action Item
	Status

	AP08-05
	All
	Propose solutions for call forwarding
	Ongoing
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