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Introduction

SDES media plane security set-up procedure using e2e mode is defined in the 3GPP TS 33.328 as part of Rel-9. This paper attempts to elaborate details of SDES e2e mode from LI functionality point of view.

SDES e2e mode procedure 

IMS media plane security, as defined in the TS 33.328, protects IMS media plane traffic using RTP and RTCP (RFC3550). Integrity and confidentiality of this traffic is provided by the protocols SRTP and SRTCP (RFC 3711). SDES is a key management procedure for setting up security associations for SRTP and SRTPC. 
SDES in e2e mode was designed to be completely transparent to the IMS control elements apart from the fact that gateways are informed by their controllers over the Ix interface to let SRTP traffic pass through. This means that neither of the CSCF functions aware of the SDES e2e encryption is applied for the ongoing real-time communication.  
The SDES e2e mode security setup takes places during the communication session setup. The initiating IMS UE sends an SDP offer with at least one SDES crypto attribute that contains the K1 key and other security parameters (RFC 4568). 
The P-CSCF and S-CSCF on the route forward the SDP offer towards the destination UE. 
The terminating IMS UE selects one of the received SDES crypto attributes and sends an SDP answer using the selected SDES crypto attribute extending it with the K2 encryption key and its own security parameters. Then the terminating IMS UE sends back the SDES crypto attribute in the SDP answer. The CSCF functions forward the SDP answer to the initiating UE. 
Then both the initiating and the terminating UEs can use the encryption keys and security parameter to protect the real-time media during their session.
SDES e2e and LI applied for the same communication

During an IMS communication using SDES e2e mode the LI functionality in S-CSCF or optionally in P-CSCF can trigger sending IMS IRIs. 
The SDES crypto attributes in the SDP offer and in the SDP answer are forwarded by the CSCFs in a transparent way. Therefore the CSCF functions don’t need to store any SDES related parameters for the duration of the communication session. 
The IMS IRIs transport the SDES e2e mode setup messages and SDP parameters to the LEMF/LEA(s) if interception was activated for one of the communication parties. 

Using the information in the delivered IMS IRIs to the requesting LEA all the parameters are available from the SIP messages (and from SDP payload). It is important to note that, when using SDES, all the information in the SDP is available in the clear in CSCFs. Therefore, the LEA has immediate access to the encryption keys from the IMS IRI. 
If the actual encrypted media stream has also been delivered to the LEA as a complement to the IMS IRIs then the decryption of intercepted media can be achieved using the information in the IMS IRIs.
This shows that there is no need to implement additional key and parameter extraction functionality to enable media decryption at the LEMF for the SDES encrypted IMS media.

Recommendation:
SA3-LI members are kindly requested to discuss the above information related to the interception of SDES e2e mode communication in the IMS network.
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