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Introduction

During the SA3 LI #34 meeting the SA3LI09_073r1 LS document was sent to SA3 WG describing IMS Media Security LI requirements. The LS document mentioned that it may be required to provide a key storage and disclosure function in the IMS Media Plane Security Architecture to support start of interception after encryption key exchange.
The answer LS document from SA3 WG describes the actual technical implications and challenges caused by such encryption key storage and provisioning at the IMS Media Plane Security Architecture for LI purpose. 
The purpose of this discussion paper is twofold. One of the goals is to highlight the current definition of IMS LI functionality regarding the media interception. 
The other goal is to start discussion on a possible solution for the problem related to the IMS MEDIASEC long session interception.
Discussion
(I.a)
 The 3GPP TS 33.107 in clause 7A.1 describes the following about the content of communication interception in the IMS: 
“Activation and invocation of multi-media service does not produce interception of content of communications, which must be intercepted at the GSN under a separate activation and invocation”.
The above statement results that no content of communication interception invoked in media plane nodes whenever interception for a certain subscriber is activated and invoked in IMS control nodes. This statement is valid for both of the cases when interception activated with no active session or when the interception target already has an ongoing session in the IMS. 
The only result of interception activation in IMS in both of the cases is the IMS multi-media events. 
The interception activation does not result any content of communication interception based on the IMS lawful interception architecture as currently described in the TS 33.107.
(I.b)
The problem described in SA3LI09_073r1  LS about the start of interception after encryption keys exchanged is valid only if we assume that the IMS interception should provide information on the parameters of the related media communication. However this is not possible considering the current IMS LI architecture from the TS 33.107.
This also means that there is no standardized connection (for LI purpose) between the IMS service level control nodes and the media transport control nodes. Furthermore, the dynamic parameters from SRTP/SRTPC stream, in particular the Roll-over-Counter (RoC) is not available at all in the IMS service level nodes generating IMS IRIs. However the RoC is required for decrypting the media.
Therefor even storing the media encryption related parameters from the SIP signalling the IMS service level nodes cannot provide all the information required to decrypt the encrypted media stream.

It shows that the idea briefly described in SA3LI09_073r1 LS to store and provision media security keys and related parameters provides an unreasonable requirement and effort on technical implementation. Because this would require storage for all users as it would be unknown at the start of any one call, which user would become subject to mid-call start of interception. The technical implications of such an approach are explained in the LS from SA3 in more details. 

(II)
The encryption keys used for media plane security encryption can be changed during a long session when the key lifetime expires. This procedure often referred to as a re‑keying mechanism.
The re-keying mechanism for both KMS e2e and for SDES e2e mode is provided by the means of session modification. This re-keying mechanism provides a mean to trigger IMS IRI for the case when interception started after the media encryption keys have been exchanged. 
This re-keying procedure can happen any time during the session initiated by the communicating parties. Using a properly defined operator policy for encryption key lifetime the communicating parties would initiate re-keying procedures during a long sessions. If interception was activated during such a long session in the IMS the re‑keying procedure would trigger IMS IRI events. 
The SIP messages and their payload delivered via the IMS IRIs during a re-keying procedure can provide the adequate information to LEA for media plane decryption.
Note that the RoC is reset to zero when the re-keying occurs.
This can eliminate the need to store the encryption keys and parameters for IMS media plane encryption.
Recommendation
SA3 LI participants representing telecommunication regulators, LEAs and Service Providers are kindly asked to clarify the requirements on the IMS Media plane security encryption parameter provisioning. 
During this discussion they are kindly asked to take into consideration the advantage of the above described re‑keying mechanism and the fundamental problem of media interception related to the IMS service level interception.
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