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1. Introduction
SA3 have been working on IMS User Plane Media security since release 8/9 in TR 33.828. SA3 is now working on TS 33.328 based on the TR findings for release 9. End to End Media security has potentially large impacts on CC interception for IMS services and to a lesser extent IRI.
This contribution outlines the basis of the SA3 work on Media Security and details some of the important issues for consideration in SA3-LI.

2.Discussion

This document contains a series of extracts from TR 33.828. to help SA3-LI consider the impacts of Media Security on SA3-LI specifications.
Media Security Scenarios:-
End-to-access edge security: This term refers to media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary. 

End-to-middle security: This term refers to media protection extending between an IMS UE and an IMS core network node in the media path without being terminated by any intermediary.

End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.
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Figure 1: Illustration of the different types of media security endpoints
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Figure 3: IMS signalling and media plane entities e2m End Points

Use Cases:-
TR 33.828 considers the follow possible use cases.

· Multimedia Telephony
· VOIP

· Peer to Peer

· Non Real Time Protocol Services (file transfers, file sharing etc)

· Deferred Delivery (eg Voicemail)

· Group and Conference Calls

· Push-to-talk (PoC)

· Instant Messaging

· Chat

· Media on demand (IPTV etc)

Lawful Interception details in TR 33.828:-
From Section 5.3

1. Lawful interception requirements shall be met.

2. The lawful interception solution shall not require the operator to reveal information to the interception agent that would allow him to intercept user communications that are outside the terms of the intercept warrant.

3. It shall not be possible for users to determine whether their communications are subject to lawful interception.


NOTE:
Further study is needed on the exact requirements for lawful interception.
Candidate Solutions in TR33.828
Solution 1:- Ticket-Based System (TBS)

A "ticket" concept, similar to Kerberos, is used to identify and deliver keys. The solution is described with MIKEY [19] for key delivery, and as such it is based on protocols already standardized with the IETF. Other key delivery schemes could be used, however. In TBS there are two main categories of tickets: protected and unprotected. Use of unprotected tickets gives security features similar to those offered by the SDES solution described in clause 7.3; their use is based on trust in the security of the complete IMS infrastructure. Protected tickets may be used to achieve higher security and provide security independent of the security of the complete IMS infrastructure; in this case a Kerberos-like Key Management Server (KMS) is the trust anchor. The KMS may also provide copies of keys to authorized network functions and middle-boxes. Use of a ticket based system may also help in the handling of keys for deferred delivery of end-to-end protected media to currently off-line users.

. 
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Figure 9: Architecture for key management system

7.1.4.8
Lawful intercept
First of all we note that use of encryption, LI and related dependences are subjected to national regulations. We also note that possible roaming scenarios and agreements between operators need to be considered. These facts would make a complete analysis of requirements and possible solutions quite extensive and we leave that work to the SA3-LI groups. In the following analysis we limit ourselves to the situation when it can be assumed that user traffic always is routed via the home network. 

To be able to provide a clear copy of intercepted communication, the following conditions have to be fulfilled: 

1. 
It must be possible to intercept the traffic (both signalling and media). 

2. 
It must be possible to intercept the ticket and other signalling information (and correlate ticket and traffic).

3. 
If the ticket is a protected ticket, the keys used for actual traffic protection have to be available. To make the keys available from protected tickets some KMS functions/services would be required.

With media traffic routed via the home network, intercept of the media traffic in the home network will always be possible. So the focus here is on the issues with respect to intercept of tickets and retrieval of key information; if tickets can be intercepted in the signalling plane then so can all other information needed. Intercept of tickets in the home network can be done at SIP server(s). In roaming situations, as the SIP signalling traffic normally is confidentiality protected between the IMS UE and the P-CSCF and considering that in current deployments the P-CSCF is located in the home network, the SIP signalling is only available in encrypted format at bearer level in the visited network. 

If an unprotected ticket is intercepted then all key information needed for performing LI can be derived directly from it. When a protected ticket is used, KMS operations on the ticket have to be performed to make the keys needed for LI available and such operations could only be performed by a KMS, i.e. either the ticket issuing KMS or a KMS which interoperates with the ticket issuing KMS. 

NOTE:
It is essential that the keys to allow decryption in case of LI are provided on per target basis by the KMS in order to ensure confidentiality of the communications that are not to be intercepted..

A summary of the discussion above is that if the SIP signalling is protected and that the P-CSCF always is located in the home network, which seems to be the normal situation in current IMS deployments, intercept of SIP signalling and decrypted content will be possible in the home network. For roaming scenarios, while encrypted SIP signalling and content will always be available, in order to intercept SIP signalling and decrypt the content of communication, one of the following options would be required:

1. SIP signalling is performed in plain between IMS UE and P-CSCF;

2. The P-CSCF is located in the visited network. 

3. Keys are provided by alternative mechanisms from the KMS handling entity.

SIP signalling in plain between IMS UE and P-CSCF rules out the use of unprotected tickets while use of protected tickets would allow intercept of the ticket but would require involvement of KMS functionality, i.e. there has to be an interoperation agreement between the visited network and the entity handling KMS. Typically, the KMS will reside in the home network so that, for LI performed by the visited network, cooperation with the home network is needed. With the P-CSCF in the visited network, intercept of tickets would always be possible while also in this case there has to be an interoperation agreement between the visited network and the entity handling KMS functionality/services.

In line with LI standards, when the VPLMN is not involved in the encryption, only encrypted content would be available for LI in the VPLMN.

TBS Summary:- (Section 7.1.5.1.1)
The Ticket Based Solution allows compliance with LI requirements in the home network. If unprotected tickets are used the master keys for protecting the communication are known to the P-CSCF and any other SIP proxy processing the INVITE dialogue. When using protected tickets, the LI system must have access to standard user services from a KMS. LI may also be possible in visited networks through the use of unprotected tickets. It should be noted, however, that LI may be difficult in a roaming situation when protected tickets are used and will require cooperation between KMSs in the visited and home networks:
Solution 2:- IMS AKA keys for media protection over the access network

Only proposed as a possible solution for End to Middle Media Security. The TR does not contain sufficient information with regards to Lawful interception issues to provide any specific guidance in this document and is not being progressed in the TS.
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Figure 11: High level architecture for access security

Solution 3:-Security Descriptions (SDES)
RFC 4568 “Session Description Protocol (SDP) Security Descriptions for Media Streams” defines a Session Description Protocol (SDP) cryptographic attribute for unicast media streams. The attribute describes a cryptographic key and other parameters that serve to configure security for a unicast media stream in either a single message or a roundtrip exchange. The attribute can be used with a variety of SDP media transports, and RFC 4568 defines how to use it for the Secure Real-time Transport Protocol (SRTP) unicast media streams. The SDP crypto attribute requires the services of a data security protocol to secure the SDP message. For the use of SDES in IMS, the SIP signalling security mechanisms defined for IMS shall be used, for more details cf. 7.3.2.2.

SDES basically works as follows: when an offerer A and an answerer B establish a SIP session they exchange cryptographic keys for protection of the ensuing exchange of media with SRTP. A includes the key, by which the media sent from A to B is protected, in a SIP message to B, and B responds with a SIP message including a second key, by which the media sent from B to A is protected. 
When used in end-to-end mode SDES has no requirements on the network infrastructure, except for Lawful Interception.
7.3.2.1
LI requirements
SDES allows to comply easily with any LI requirements, as the master keys for protecting the communication are known to the P-CSCF and any other SIP proxy processing the INVITE dialogue. LI would also be possible in visited networks.

In more detail: 

END-TO-END SCENARIOS: 

Non-roaming case: there is no problem as the encryption key can be obtained from a node in the SIP signaling path in the home network.

Roaming case: 
LI is always possible in the home network, as the S-CSCF resides in the home network and can provide the master keys.

For LI performed by the visited network, we have to distinguish cases according to the SIP signaling encryption methods defined in TS 33.203: 

· for Early IMS = GIBA the encryption is at GPRS level and terminates at the SGSN, which is in the visited network. So there is no problem with LI performed by the visited network.

· for NIBA there is no encryption anyhow, and security is based on the assumption of physical security, so there is no problem with LI performed by the visited network.

· for IPsec and TLS the encryption terminates at the P-CSCF 

· when the P-CSCF is in the visited network there is no problem with LI performed by the visited network.

· when the P-CSCF is in the home network and SIP signaling encryption is enabled between IMS UE and P-CSCF then an LI entity in the visited network can obtain the key only with the cooperation of the home network. This is not a problem when home network and visited network are under the same jurisdiction, but may be otherwise.

  

END-TO-MIDDLE SCENARIOS: 

The media is always available in the clear at the encryption termination point in the network.  There is no problem with LI in the home network. There is no problem with LI in the visited network in roaming situations if the encryption termination point resides in the visited network. The latter is always the case if the encryption termination point resides at the edge of the access network, For SDES, the end-to-middle scenario is described in clause 7.3.5.
Summary SDES:-

SDES is a mechanism that is already widely deployed in non-IMS UEs – currently it is the de facto interoperability standard for "IETF-compliant" equipment that supports SRTP. However, it should be noted that IETF currently promotes a new key management solution called DTLS-SRTP. SDES allows to comply with any requirements where LI is performed in the home network, and, in many scenarios, also with requirements where LI is performed in the visited network, as the operator has access to the keys exchanged in the signalling messages. Access to the keys is always possible for the home operator, and, in many scenarios, also for the visited operator.
Solution 4:- “Otway-Rees” based key management protocol
The TR does not contain sufficient information with regards to Lawful interception issues to provide any specific guidance in this document.
Solution 5:- DTLS-SRTP
DTLS-SRTP, described currently in two IETF Internet-Drafts ([11] and [12]), uses the handshake protocol of DTLS (RFC 4347, [10]) to establish keying material, algorithms, and parameters for SRTP. The handshake is performed in the media path, using UDP between those transport addresses (transport address = IP address + port) that are also used by the RTP media streams to be secured. DTLS-SRTP is specified for point-to-point sessions with two participants.

DTLS ([10]) requires that peers can be mutually authenticated, preferably by presenting certificates signed by a certificate authority (CA) that is trusted by both peers. (Other peer authentication methods like relying on a pre-shared key are also specified.) The goal of DTLS-SRTP is however to allow secure communication between parties that do not know each other before and that do not share a common trusted CA. To achieve this, DTLS-SRTP uses peer authentication methods where each peer is authenticated via a certificate that is not signed by a CA, but only by the peer itself. The identity of the peers cannot be asserted by such certificates, but is asserted via the SIP signalling used to establish the media session, e.g. by the usage of the P-asserted-identity header field or by SIP identity and SIP connected identity (RFC 4474 and RFC 4916, [13] and [14]).

To ensure that an attacker in the media path cannot perform a man-in-the-middle attack on the certificates, certificate fingerprints are transmitted in the SIP messages (inside the SDP bodies) that allow verifying the validity of a certificate received over the media path. The integrity of the fingerprint must be protected, e.g. by general measures to protect the signalling traffic, or by the usage of SIP identity and SIP connected identity. (Additional variants have been proposed in different (personal) Internet Drafts.)
7.5.3
Lawful interception

Requirements 1-3 require the support of LI. Three approaches to perform LI for DTLS-SRTP are outlined in the following sections. None of them is as easy and straightforward as it would be e.g. for SDES. Of the three approaches below, only “Key disclosure” seems to be feasible.
Note that on the other hand, it is currently not fully clear, to what degree an operator will be obliged to provide cleartext communication content, if the operator does not contribute to the encryption and does not know the keys (as it is the case for DTLS-SRTP).

7.5.3.1
Lawful MitM attack

At its current state, LI for DTLS-SRTP would require a man-in-the-middle “attack” (it would be a “lawful attack”) in both the media and the signaling path to allow interception. This “attack” could not be detected by the end user by applying the means available through the DTLS-SRTP mechanism, e.g. by comparing the certificate fingerprint from the signaling messages with the certificate used during the DTLS handshake. (End users could however agree on additional means allowing them to find out that there is a man-in-the-middle, e.g. transmitting the certificate fingerprints again by spoken voice and comparing them with the ones received during the DTLS-SRTP handshake. It is assumed that it would not be feasible for the operator to prevent such methods.)
This method obviously requires considerable effort for LI, and it is doubtful whether it is feasible.
7.5.3.2
Protocol-based hidden key recovery

The principles of such an approach are described in [15]. The idea is to use protocol fields that carry a random or an unspecified value to transport secret information (like e.g. a session key) to a party (the Law Enforcement Agency) that eavesdrops the communication and is informed about this kind of secret information disclosure. A prerequisite is, that the protocol implementation (on the user equipment) must include this „disclosure function“, i.e. it must be compromised (from the point of view of its unknowing user).
An example would be the following: A client TLS implementation that performs RSA key exchange uses the 28 Byte nonce in the client hello to transport a value that can be used by the eavesdropping LEA  to compute the pre-master secret (and by this the session keys).
One problem with this approach is, that suitable protocol fields are not always available – e.g. in TLS, the available fields are too short. Workarounds for this are available, but they require that secret information is disclosed during several consecutive sessions. The LEA must not miss one of these, and can only decrypt the sessions that are established after all necessary information has been disclosed (i.e. it cannot decrypt the first few sessions).
There are more problems, e.g. it seems hard to ensure that users do not use other, non-compromised protocol implementations. When protocols change (e.g. improved, new versions), the method may have to be adapted or may even become unfeasible.

Because of these weaknesses, protocol-based hidden key recovery is not considered to be a sound basis for LI.

7.5.3.3
Key disclosure

The Internet-Draft draft-wing-sipping-srtp-key-04 (formerly entitled “SRTP Key Disclosure”) ([16]) proposes that after the key exchange, user agents send SRTP keys to trusted nodes in the network. This is proposed in order to support scenarios, where the network has to decrypt the media, e.g. for recording or because of the need for transcoding. While this is expected to be done with knowledge and agreement of the end users, one could imagine that an operator mandates such a procedure for all calls and discards all call attempts that do not comply. (The operator will have to make this part of the subscription contract, and can justify this by legal obligations.) The operator will then get all SRTP keys, and can use them in case a call has to be intercepted.
There are some issues with this approach. One of it is that one or two additional messages would have to be passed and processed per call. (Whether one or two messages depends on the method used for key disclosure – different options have been described.) Moreover, the solution currently does not cover roaming scenarios that require that traffic is decrypted in a visited network.
Another issue is the question of how to prevent “cheating”, i.e. “disclosing” a wrong key. Note that this issue also arises for all other key management procedures: Two users could agree on performing a secret, additional transformation of the keys as known to a network element that supports LI before using them for encrypting media. There is however a difference: While typically, both end users must agree on a “cheating mechanism”, with key disclosure, the intercepted end user can sabotage interception without cooperation of the other end user in the call.
3.Conclusions

SA3-LI need to consider the issues and information highlighted in this contribution, TR 33.828, and TS 33.328. Based on discussion in SA3-LI, SA3-LI need to provide SA3 with detailed guidance on LI requirements for Media Security in the form of an LS to the SA3 ad-hoc in September.
This guidance needs to be more detailed than 33.106 high level LI requirements. SA3-LI needs to identify based on the information available which solutions are preferable from a lawful interception point of view and any changes which may be required.
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