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Introduction:

Dynamic triggering was handled at the last meetings with missing details why at all and how to handle these cases within domain boarders and country boarders.
[Comment BT]:- 
Not actually sure what this sentence actually means but have made assumptions in next comment.
[Comment BT]:-  
Tdoc SA3LI08_026, makes it very clear why dynamic CC triggering is required. If the IMS service provider is not the same provider as the network access provider then, there is no guarantee of binding of IP address at the CC level to IMS Identities. Similarly in networks which do not have combined HSS functionality for IMS and access network domains, the access network nodes performing LI will not always be able to associate the IMS CC with the target as the identities will be different.  

This document should show a concept for an LI solution for CF scenarios, which had not been handled until now. This is manly focussed on IRI, but might also be applicable for CC, but these cases might be out of scope of 3GPP …
[Comment BT]:- 
The Dynamic CC Triggering is by its very name aimed at the interception of CC. This proposal is primarily aimed at IRI in the CSCFs (not sure what a CF is). While this proposal in theory is complementary to the Dynamic Triggering proposals, they are not solving the same issue.

This document goes also to SA3 LI & TISPAN WG7 joint meeting  as Tdoc 03 

Concept:

Based on the definitions out of RFC 4244 An Extension of the SIP for Request History Information, this info had to be check to allow interception of forwarded / redirected calls.

The History-Info field is an optional parameter and could be used to include ‘historic’ information which might be relevant for LI.
[BT Comment]:- 
Since this is an optional SIP extension feature, for this proposal to work all SIP CSCF, HSS, AS and any other SIP aware nodes would all have to support this field as a mandatory feature. Otherwise if a proxy or SIP node in the call setup path which does not support the optional feature, call forwards or changes identities then the History-Info would either be incorrect or deleted when it reaches the next node. Therefore a real risk exists that any LI functions beyond the SIP node which does not support the optional feature could either perform an illegal intercept or fail to intercept the SIP messages.

This would be necessary in the CSCF and in this case our definitions had to be extended to also include to requirement also the History Information field had to verified according the target list.

As this is an optional filed not necessary for interception including this field wouldn’t be a hint to LI.

[BT Comment]:- 
According to RFC 4244, section 3.3 “Ensuring the Privacy of History-Info”

   “Since the History-Info header can inadvertently reveal information

   about the requestor as described in [RFC3323], the Privacy header

   SHOULD be used to determine whether an intermediary can include the

   History-Info header in a Request that it receives and forwards

   (PRIV-req-2) or that it retargets (PRIV-req-1).  Thus, the History-

   Info header SHOULD NOT be included in Requests where the requestor

   has indicated a priv-value of Session- or Header-level privacy.”

This is further reinforced in TS24.229 section 4.4.4, a functional entity at the boundary of the trust domain will need to determine whether to remove the History-Info header according to RFC 4244 [66] subclause 3.3 when SIP signalling crosses the boundary of the trust domain. Subclause 5.4 identifies additional cases for the removal of the History-Info header. 

Between sections 4.4.4 and 5.4 of TS 24.229 plus RFC 4244 section 3.3, then this would only work within a single IMS trust domain and could not be used as a mechanism for CC triggering as this would be forbidden by TS24.229. Furthermore, if the UE or an upstream SIP node sets the privacy header then SIP nodes are required not to set the History-Info extension, again potentially breaking this proposal. 
Way forward

Find an SA3 LI internal agreement, if this concept is appropriate.

· Adapt a CR(s) according this for IRI / CSCF

· Is this also applicable for CC?

· Within which nodes? MRFP / SBC

· Is this still part of 3GPP?

· Only applicable for TISPAN?

[BT Comment]:- 

1. In terms of this proposal replacing the Dynamic CC Triggering, this looks fairly unlikely as the triggering proposals are aimed at CC and not IRI.

2. This proposal according to RFC 4244 and TS 24.229 would only appear to work in some scenarios providing the History-Info feature is mandated for all 3GPP SIP nodes.

3. In some scenarios this proposal could introduce a risk of the network performing an illegal intercept due to the un-reliability of the feature when combined with the privacy header and IMS security requirements.

4. While the proposal does have some potential use in limited scenarios as another tool in the box complementary to other proposals, before this could be progressed, it would be necessary for the CN groups and SA2 to assess the LI specific proposed changes and their impact on the existing CN and SA2 specifications. 
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