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*** FIRST CHANGE ***
4
Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR is shown in figure 1c. Interception configurations for IMSare shown in figures 1d and 1 f. More specifically, figure 1d refers to the case in which IMS is only handling SIP signalling and the related interception while content of communication is intercepted at bearer level by means of separate activation; figure 1f refers to the case in which activation of lawful interception in IMS domain triggers also interception of content of communication: this figure is applicable when the IMS node handling SIP signalling is controlling a media handling node, and both nodes are handled by the same network operator. The WLAN interworking configuration is shown in figure 1e. The various entities and interfaces are described in more detail in the succeeding clauses. 

PS domain of the UMTS system (GSN and Multimedia Packet Data services) and 3GPP-WLAN interworking network provide UMTS/GSM customer's mobile equipment (UE) with connectivity service to another end of the communication. Another end of the communication may be a network element (server) or another UE. Therefore, UMTS system provides IP layer TS 23.008 [15] services. Hence, UMTS NO/AP is responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS offers generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is needed to support application layer TS 29.234 [16] service provision to UMTS/GSM customers. For instance, the following are examples of application layer services: email service; web browsing service; FTP service; audio services  (e.g. VoIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services require addition of respective server functionality to the network. Note that it is not necessary that such application layer SP should be the same commercial entity as the UMTS AP/NO in question. 

NOTE 1:
For instance in MBMS a BM-SC and especially content providing server may be operated by different commercial entity than UMTS network.
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Figure 1a: Circuit switched intercept configuration
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Figure 1b: Packet Switched Intercept configuration
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Figure 1c: HLR Intercept configuration
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Figure 1d: IMS-CSCF Intercept configuration
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Figure 1e: WLAN Interworking Intercept configuration
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Figure 1f: Generic reference configuration for interception in IMS environment.

The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities. . Moreover, with reference to figure 1f, separate internal functions may exist inside the IMS media control node to report IRI on X2 interface and to trigger CC interception in the IMS media handling node. In case CC interception is activated separately in the media handling network (e.g. 3GPP PS, I-WLAN),  control of CC interception by the IMS control nodes is not applicable.
Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional specifications. For example, if ETSI ES 201 671 [3] or J-STD-025 [8] is used, then the adaptation to HI1, HI2 and HI3 will be as defined in those specifications.

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target. The administration function may be partitioned to ensure separation of the provisioning data from different agencies.

See the remaining clauses of this document for definitions of the X1_1, X1_2, X1_3, X2 and X3 interfaces.

Interception at the Gateways is a national option. However, if direct tunnel functionality as defined in TS 23.060 [10] is used in the network, then GGSN shall perform the interception of IRI and the content of communications.

In figure 1a DF3 is responsible for two primary functions:

-
Call Control (Signalling) for the Content of Communication (CC); and

-
Bearer Transport for the CC.

HI3 is the interface towards the LEMF. It must be able to handle the signalling and the bearer transport for CC.

In figures 1a, 1b and 1e, the HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery functions are used:

-
to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2 (based on IAs, if defined);

-
to distribute the Content of Communication (CC) to the relevant LEA(s) via HI3 (based on IAs, if defined).

In figures 1c and 1d the HI2 interface represents the interface between the LEA and the delivery function. The delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2.

NOTE 2:
With reference to figure 1c, CC interception does not apply to HLR.

NOTE 3:
For IMS, figure 1d relates to the provision of IRI for SIP messages handled by the CSCF. Interception of CC for this case can be done at the GSN under a separate activation and invocation, according to the architecture in Figure 1b (see also clause 7.A.1). This model is applicable when content of communication is handled e.g. by 3GPP PS network and/or I-WLAN interworking.
*** NEXT CHANGE ***
New section

X
Invocation of Lawful Interception for Common IP Multimedia Services
X.1
Provision of content of communications

When the payload is intercepted by means of a separate LI activation at bearer level, which happens e.g. in case of  3GPP PS network and/or 3GPP I-WLAN, no additional content of communications intercept requirements are identified for IMS; in this case, activation and invocation of LI for the multi-media service does not produce interception of content of communications, which must be intercepted at the involved nodes, e.g. at the GSN or I-WLAN nodes, under a separate activation and invocation, as specified in the relevant sections of this specification.

 When the IMS node handling SIP signalling is controlling a media handling node, and both nodes are handled by the same network operator, interception of content of communication is triggered in the media handling node by the IMS media control node. Interception of content of communication is then done at the media handling node by means of duplication of packets. The duplicated packets, plus additional information, as described in the following sections, are sent to DF3 for further delivery.


[image: image7]
Figure XX: Provision of Content of Communication for multi-media from media handling node

X.1.1
X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred from the Media handling node to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity (if available in the node) or equivalent information;

-
correlation information;

-
time stamp - optional;

-
direction (indicates whether T-PDU is MO or MT) - optional;

-
the target location (if available in the intercepting node).

X.2
Provision of IRI

SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure yy below, all SIP messages executed on behalf of a target subscriber are subject to intercept at the IMS media control node. The ADMF shall provision the IMS media control node with SIP URI or TEL URL target identifiers. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal across the HI2 interface.


[image: image8]
Figure yy: Provision of Intercept Related Information for multi-media

7A.3
Multi-media events

-
All SIP messages to or from a targeted subscriber, and all SIP messages executed on behalf of a targeted subscriber for multi-media session control are intercepted by IMS media control node and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. 

-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
Correlation for SIP to bearer shall  be supported within the domain of one provider. 

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URL

-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload
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