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*** FIRST CHANGE ***
X
Lawful Interception for Evolved Packet System

X.1
LI functional architecture for EPS 
The following figures contain the reference configuration for the lawful interception for EPS nodes [TS 23.401]:

Figure X.1: MME and HSS Intercept configuration










Figure X.2: S-GW, PDN-GW Intercept configuration
The target identities for interception at the MME, HSS, S-GW and PDN-GW are IMSI, MSISDN and ME (Mobile Equipment) Identity.

NOTE 1: In case the ME Identity and/or MSISDN is not available in a node, interception based on the missing identity is not applicable at that node. 
NOTE 2: MSISDN is a possible identity available in the EPC nodes, which may be provided by the HSS to the MME and then forwarded to the S-GW/PDN-GW.

Editor’s note: In case of local breakout the PDN Gateway is in the VPLMN and the only way to have LI in the H-PLMN is to have LI functionalities (Intercepting Control Element) at the H-PCRF. However, TS 23.401 states as editor notes that requirements for the H-PCRF and the related S9 interface remain to be identified, so it is FFS whether LI in the H-PRCF is needed or not.

As the MME only handles control plane, interception of Content of Communication is applicable only at the S-GW and PDN-GW. As the HSS only handles signaling, interception of Content of Communication is not applicable at this node.

In case the PDN Gateway is located in the HPLMN, LI in the PDN-GW is a national option.
For the delivery of the CC and IRI the S-GW and/or, per national option PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one EPS bearer.

The correlation number shall be generated by using existing parameters related to the EPS bearer.

NOTE 1:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

Location Dependent Interception for EPC is FFS.
X.2
Provision of Intercept Related Information 

Intercept Related Information (Events) shall be sent at the Mobile Entity Attach, Mobile Entity Detach, Default Bearer Activation, Dedicated Bearer Activation, Bearer Modification, Bearer Deactivation, Tracking Area Update, UE requested PDN connectivity, UE requested PDN disconnection, Start of intercept with bearer active, Serving System (applicable to the HSS) and SMS events.

Serving System event reporting is a national option.
X.3
X2-interface 

The following information needs to be transferred from the EPS nodes or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, MSISDN, ME identity);

-
events and associated parameters as defined in clauses A.B.C and D.e may be provided;

-
the target location (if available) or the IAs in case of location dependent interception;
-
Correlation number;

-
Quality of Service (QoS) information;
-
Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.

X.4
Structure of the events 

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the EPC nodes or the HSS and can be suppressed in the DF2.

The following events are applicable to the MME:

-
Attach;
-
Detach;
- 
Tracking Area Update;

- 
UE requested PDN connectivity; 

- 
UE Requested PDN disconnection;

-
UE Requested Bearer Resource Allocation;

-
UE Requested Bearer Resource Release.
The following events are applicable to the Serving GW and PDN GW:
-
Bearer activation (valid for both Default and Dedicated bearer); 

-
Start of intercept with bearer active;
-
Bearer modification;
-
Bearer deactivation;
The following events are applicable to the HSS:

· Serving Evolved Packet System.

OPEN ISSUE: Whether SMS will be handled in EPC needs to be investigated.

X.5
X3-interface
In addition to the intercepted content of communication, the following information needs to be transferred from the S-GW and/or the PDN-GW to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.
NOTE: location dependent interception for EPC is FFS.
As a national option, in the case where the PDN-GW is performing interception of the content of communications, the intercept subject is handed off to another S-GW and the same PDN-GW continues to handle the content of communications subject to roaming agreements, the S-GW shall continue to perform the interception of the content of communication.
X.6
EPS related events
X.6.1
Attach

When an attach activation is generated from the mobile an attach event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	Failed attach reason

	IAs (if applicable)

	PDN Address Allocation

	Protocol Configuration Options

	Attach type (initial attach, handover)

	UE Network Capabilities

	EPS bearer identity


X.6.2
Detach

For detach a detach-event is generated. The following elements will be delivered by the MME to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Detach initiator

	Switch off indicator

	Detach type


X.6.3
Bearer activation

When a bearer activation is generated a bearer activation-event is generated by the S-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	PDN GW address for control plane (note 1)

	PDN GW address for user plane (note 1)

	Serving GW address for control plane (note 1)

	Serving GW address for user plane (note 1)

	RAT type (note 1)

	MME context id

	PDN address allocation (note 1)

	PDN address information (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Location Information (E-CGI)

	Failed bearer activation reason

	IAs (if applicable)

	(Default) bearer QoS 

	AMBR

	EPS bearer id  (NSAPI)

	Protocol Configuration Options (note 1)

	Initiator

	UE IP address (note 1)

	Procedure Transaction Identifier


NOTE 1: Only in case of default bearer activation.
When a bearer activation is generated a bearer activation-event is generated by the PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	S-GW address for control plane (note 1)

	S-GW address for user plane (note 1)

	RAT type (note 1)

	PDN address allocation (note 1)

	PDN address information (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Location Information (E-CGI)

	Failed bearer activation reason

	IAs (if applicable)

	(Default) bearer QoS 

	AMBR

	EPS bearer id  (NSAPI)

	Protocol Configuration Options (note 1)

	Initiator

	UE IP address (note 1)

	Procedure Transaction Identifier


NOTE 1: Only in case for default bearer activation
X.6.4
Bearer deactivation

When a bearer deactivation is generated a bearer activation-event is generated by the S-GW/PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	MME context id (S-GW only)

	Event Type 

	Event Time

	Event Date

	Correlation number

	Bearer deactivation Type (default, dedicated)

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	EPS bearer id

	All bearers release indicator

	Initiator

	Procedure Transaction Identifier

	Cause (note )


NOTE : Cause can be present e.g. in case of inter S-GW TAU, when the new S-GW sends a bearer deactivation request to the old S-GW.
X.6.5
Bearer modification

This event will be generated if interception for a target is started and if the target has at least one bearer active. These elements will be delivered by the S-GW/PDN-GW to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	(Access Point Name)

	(PDP Type)

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Initiator

	Bearer QoS

	EPS bearer id

	Procedure Transaction Identifier


X.6.6
Start of interception with active bearer

This event will be generated if interception for a target is started and if the target has at least the default bearer active. If more then one bearer is active, for each of them an event record is generated. The parameters which are defined for bearer activation (see related section) will be sent, if available, by the S-GW/PDN-GW to the DF2.

As an option, in case the event is sent due to a change of the involved S-GW, the new S-GW may provide as additional parameter, the “old location information”. However, the absence of this information does not imply that interception has not started in the old location S-GW for an active bearer.

NOTE (to be removed from the final CR): As in EPC an attached subscriber has always at least the default bearer active, an additional event sent by the MME, equivalent to the existing “start of interception with mobile station attached” sent by the SGSN, looks redundant, also considering that the MME and the S-GW are in the same network.

X.6.7
UE requested PDN connectivity
When a PDN connectivity is requested from the mobile an UE requested PDN connectivity event is generated by the MME. These elements will be delivered to the DF2 if available: 

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	APN

	Failed reason

	IAs (if applicable)

	PDN Address Allocation

	Protocol Configuration Options

	UE Network Capabilities

	EPS bearer identity


X.6.8
UE requested PDN disconnection
When a PDN disconnection is requested from the mobile an UE requested PDN disconnection event is generated by the MME. These elements will be delivered to the DF2 if available:
	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Linked EPS bearer identity


X.6.9
UE requested Bearer Resource Allocation

When Bearer Resource Allocation is requested from the mobile an UE requested Bearer Resource Allocation event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Linked EPS bearer identity

	Procedure Transaction Identifier

	QoS


X.6.10
UE requested Bearer Resource Release

When Bearer Resource Release is requested from the mobile an UE requested Bearer Resource Release event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (E-CGI)

	IAs (if applicable)

	Linked EPS bearer identity

	Procedure Transaction Identifier


X.6.10
Tracking Area Update
For each TA update an update-event with the elements about the new location is generated. New MME shall send the event, and the old MME may optionally send the event as well. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (only for the new MME)

	Old Location Information (only for the old MME)

	IAs (if applicable)

	Failure reason


X.6.11
Serving Evolved Packet System
The Serving Evolved Packet System report event is generated at the HSS, when the HSS has detected that the intercept subject has roamed. The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving MME Address

	Serving PGW address
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