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1 Introduction 
This contribution is an update of tdoc SA3LI08_006 discussed in SA3-LI#28 and proposes possible basic functional requirements for LI in EPC, referring to the GPRS enhancements for E-UTRAN access, as described in 3GPP TS 23.401 v.8.1.0 (2008-03), which should also be looked for further reference for the architectural pictures and signalling diagrams. For convenience the main architectural pictures are also copied at the end of this contribution. The scope of the contribution is to agree functional requirements to be used as basis for CRs on 33.107 rel-8. Details about parameters related to each event are left to further contributions.
The contribution also takes in account comments and questions which were raised during the discussion in SA3-LI#28 and changes in TS 23.401 which impacted the requirements proposed in SA3LI08_006; all the changes against tdoc SA3LI08_006 are highlighted by track changes in the following sections.
2 Discussion 

2.1 LI Functional architecture for EPS
The following figures contain the reference configuration for the lawful interception for EPS nodes.


Figure 1: MME and HSS Intercept configuration










Figure 2: S-GW, PDN-GW Intercept configuration
The target identities for interception at the MME, HSS, S-GW and PDN-GW are IMSI, MSISDN and ME (Mobile Equipment) Identity.

NOTE 1: In case the ME Identity and/or MSISDN is not available in a node, interception based on the missing identity is not applicable at that node.


 
NOTE 2: MSISDN has been added as possible identity available in the EPC nodes, which may be provided by the HSS to the MME and then forwarded to the S-GW/PDN-GW.

NOTE 3: According to figures 4.2.2-2 and 4.2.2-3 (see also the last two architectural figures in the last section of this contribution), in case of local breakout, the PDN Gateway is in the VPLMN and the only way to have LI in the H-PLMN is to have LI functionalities (Intercepting Control Element) at the H-PCRF. However, TS 23.401 states as editor notes that requirements for the H-PCRF and the related S9 interface remain to be identified, so it is FFS whether LI in the H-PRCF is needed or not.
As the MME only handles control plane, interception of Content of Communication is applicable only at the S-GW and PDN-GW. As the HSS only handles signaling, interception of Content of Communication is not applicable at this node.
In case the PDN Gateway is located in the HPLMN, LI in the PDN-GW is a national option.

2.2 
For the delivery of the CC and IRI the S-GW and/or, per national option PDN-GW provides correlation number and target identity to the DF2 and DF3 which is used there in order to select the different LEAs where the product shall be delivered.

The correlation number is unique in the whole PLMN and is used to correlate CC with IRI and the different IRI's of one EPS bearer.

The correlation number shall be generated by using existing parameters related to the EPS bearer.

NOTE 1:
If interception has been activated for both parties of the Packet Data communication both CC and IRI will be delivered for each party as separate intercept activity.

Location Dependent Interception for EPC is FFS.

.

2.3 Provision of Intercept Related Information

Intercept Related Information (Events) shall be sent at the Mobile Entity Attach, Mobile Entity Detach, Default Bearer Activation, Dedicated Bearer Activation, Bearer Modification, Bearer Deactivation, Tracking Area Update, UE requested PDN connectivity, UE requested PDN disconnection, Start of intercept with bearer active, Serving System (applicable to the HSS) and SMS events.

Serving System event reporting is a national option.

2.4 X2-interface
The following information needs to be transferred from the EPS nodes or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, MSISDN, ME identity);

-
events and associated parameters as defined in clauses A.B.C and D.e may be provided;

-
the target location (if available) or the IAs in case of location dependent interception;
-
Correlation number;

-
Quality of Service (QoS) information;
-
Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.
2.5 Structure of the events
There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the EPC nodes or the HSS and can be suppressed in the DF2.

The following events are applicable to the MME:

-
Attach;
-
Detach;
- 
Tracking Area Update;
- 
UE requested PDN connectivity; 
- 
UE Requested PDN disconnection;
-
UE Requested Bearer Resource Allocation;

-
UE Requested Bearer Resource Release.
The following events are applicable to the Serving GW and PDN GW:
-
Bearer activation (valid for both Default and Dedicated bearer); 

-
Start of intercept with bearer active;
-
Bearer modification;
-
Bearer deactivation;
The following events are applicable to the HSS:

· Serving Evolved Packet System.

OPEN ISSUE: Whether SMS will be handled in EPC needs to be investigated.

2.6 X3-interface
In addition to the intercepted content of communication, the following information needs to be transferred from the S-GW and/or the PDN-GW to the DF3 to perform its functionality:

· target identity;

· correlation number;

· time stamp (optional);

· direction (indicates whether T-PDU is MO or MT) – optional;

· the target location (if available) or the IAs in case of location dependent interception.

As a national option, in the case where the PDN-GW is performing interception of the content of communications, the intercept subject is handed off to another S-GW and the same PDN-GW continues to handle the content of communications subject to roaming agreements, the S-GW shall continue to perform the interception of the content of communication.

2.7 Interception of GERAN/UTRAN attached targets

NOTE: This section is based on SA2 decisions and guidance on 2G/3G interworking in S2-083032.
In case of rel-8 SGSN with S4 interface to a S-GW, interception of GERAN/UTRAN attached targets shall be done at the S-GW/PDN-GW according to the functional requirements described in the previous sections. Note that interception in the SGSN is still needed to allow interception of mobility management events and SMS.
In case of rel-8 SGSN with Gn/Gp interface towards a GGSN, interception of GERAN/UTRAN attached targets shall be done at the SGSN/GGSN..
In case of Pre-rel8 SGSN, no S4/S12 interfaces exist with the SGW; instead, for non-roaming architecture, Gn interface is used between the SGSN and the PGW, which also receives the payload from UTRAN (see figure D.2.2-1 in TS 23.401): this implies that in case Direct Tunnel is used, interception of CC, together with IRI, shall be done at the PGW.

Functional requirements for interception in the PDN-GW of targets attached to SGSN do not differ from the ones applicable to 3G GGSN, as described in applicable sections of TS 33.107 i.e., in addition to the ones defined in section 2.5, the following events shall be intercepted at the PDN-GW:

· PDP Context activation;

· PDP Context Deactivation;

· PDP Context Modification;

· Start of interception with active PDP context.

3 Proposal

Agree functional requirements given in this document in order to propose corresponding CRs on 33.107.

4 ANNEX: Relevant architectural pictures from 23.401

A.1 Non-roaming architecture
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Figure A.1-1: Non-roaming architecture for 3GPP accesses
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Figure A.1-2: Non-roaming architecture for 3GPP accesses. Single gateway configuration option

A.2 Roaming architecture
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Figure A.2-1: Roaming architecture for 3GPP accesses. Home routed traffic
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Figure A.2-2: Roaming architecture for local breakout, with home operator's application functions only
Editor's note:
Applicability for IMS when using Local Breakout with IMS in the HPLMN is FFS.

Editor's note:
The Home operator's services providing service information over Rx+ directly to the V-PCRF is FFS.

Editor's note:
The requirements for the H-PCRF remain to be defined.
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Figure 4.2.2-3: Roaming architecture for local breakout, with visited operator's application functions only

Editor's note:
The requirements for the H-PCRF and S9 remain to be identified.
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