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1 Introduction

Over the last few years, the use of encryption for protecting user services and media streams has been steadily increasing. In this changing environment the traditional approach of providing unencrypted CC is become increasingly difficult and more expense to achieve. It is therefore necessary to consider whether increasing standardisation of encrypted media stream and encryption key handover is required.
NOTE:- In all cases in this paper, we are considering operator provided encryption services and not 3rd party encryption such as SKYPE which are out of scope.

2 Discussion

Traditionally, networks have  removed operator applied encryption before CC intercept is handed over to an LEA. While the option to handover encrypted media and encryption keys is technically supported, there is no fully standardised solution and this approach is rarely used.
In SA3, and other standards bodies such as IETF, encrypted IMS services are becoming more common place. These services do not always support LI requirements and it is potentially very difficult to decrypt the encrypted media without the target being aware. 
The question therefore arises as to whether the time is right to consider standardisation around this area?
Issue:-

· Is this work necessary or is the view of the group that network services should be modified to allow decryption (regardless of the impact on the nodes involved and services)?

· Where should this work be carried out?. SA3-LI certainly have a part to play but it may be more sensible to undertake this work in TC-LI so that a wider range of scenarios can be considered.

· How do we ensure that handing over encryption keys does not compromise the security of the service to which it relates, beyond the specific user session being intercepted?
· How do we deal with services (eg MBMS), where keys change frequently? A real-time handover interface which synchronisation information would be required. This doesn’t fit with the HI2 ASN.1 based  interface.

· Instead of handing over the encrypted traffic and keys, could a node be specified to decrypt the traffic at the edge of the network.

· How do we handle long lived sessions where LI is initiate mid session? Ordinarily keys may only be available at session establishment.

There are likely to be many more issues beyond those above.

3 Proposal & Conclusion

It is proposed that standardisation  of encrypted media and key handover be proposed as a multi-stage process and that the work is carried out in TC LI, with SA3-LI providing guidance of mobile specific issues as and when required. Input documents to support this work will be submitted to the next TC LI.

Initially a study will be performed over a 12-18 month time frame to study the issues, risks, evaluate potential solutions and gather requirements. Following completion of the study, text would be developed for appropriate ETSI and 3GPP standards in order to implement the study conclusions, if and only if the study identifies specific areas for standardisation.
