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Intention
According several input documents to this and to the last meetings to extend our specifications to handle interception for SIP conference calls; this document should consider the legal aspects of these ‘new’ requirements.

General Hint: LEA needs might not always be in line with national laws and regulations.
Other documents handling this topic:

Tdoc 055 LI requirements for Direct Tunnel, Conference Call
Tdoc 051 Proposed Update to Conference Working Document

Tdoc 050 TS 33.107 – Reporting Conference Events (V3.0)
Main Questions

Could a conference ID legally be intercepted?
Background for this question is: Lawful Interception is driven by warrants and these usually have a person or a group of persons as targets. In this case a correlation to intercepted targets (person) and ID’s for interception is given.
With interception in a conference unit we are not in line with this approach. Or how could a conference ID which is not under control of a target, get a target ID?
What are the legal requirements to identify the participants of a conference call if the target is not head of the conference?
With the current solution for CS LI no details for conferencing are fixed. In this case all details about partners of the conference are only provided if the target is head of the conference. In the other case (target is participating in a conference) only the target and the head of the conference is reported. If a conference server is called by the target IRI reports about the called party and this is the conference server.
As until now no additional need was seen and is also not given in the laws and regulation why this should be legal for SIP conferences??

Conclusion:
As our standards had to be in line with national laws and regulation, we had to identify if the current discussed requirements are still legal.

